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Dear Parents,
Letter to Parents

In recent years, technology crimes and misinformation have evolved, posing a serious threat
to the community. Police strongly believe that cultivating cybersecurity awareness and fact-checking
habits among students is of utmost importance to meet this challenge. As we all know, only by
equipping the younger generation with these skills can they more effectively combat the ever-
growing cyber threats.

To provide a reliable means of fact-checking,-Police’launched the one-stop scam and online
pitfall search engine, the Scameter, in-2022. The platform provides the public with a tool to verify
information, empowering themto. better identify frauds and misinformation. In February 2023, Police
launched the Scameter+ mobile application and further upgraded it in February this year, introducing
three new features and artificial intelligence (Al)-technology.

The upgraded Scameter+ introduces two new features: "Suspicious Call Alert" and "Suspicious
Website Detection”. These features allow automatic comparison of incoming calls and websites
being visited with the fraud database maintained by Police. If the app detects a potential fraud risk,
it will immediately issue an alert to prevent the user from being scammed, thus achieving protection
to the user with automatic detection.

However, combating fraudulent activities requires not only the efforts of Police and relevant
organisations, but also the active participation of the public. To encourage public participation, a
third new feature — the "Public Intelligence Platform" - is introduced to the Scameter+. Through this
platform, the public can provide information on suspicious telephone numbers or websites directly
to Police, who will analyse the reports with Al and conduct risk assessment on the information
submitted. Police will further verify such information to ensure the accuracy of the scam database.

Last year, a victim received an unsolicited message from a scammer who claimed to be an
investment expert and lured the victim to invest in cryptocurrency. Feeling interested, the victim was
scammed and transferred HK$18 million in total to nine local bank accounts between May 2023 and
February 2024. Police investigation revealed that out of the nine bank accounts provided by the
scammer, six were involved in earlier scams and-had been indexed in the Scameter database. If
the victim had checked Scameter before making the transfers, loss could have been prevented.

Another victim came across an online advertisement posted by a scammer who impersonated
a local stock commentator using the latter’s stolen photos. Falling prey to the scam, the victim joined
the scammer’s investment group, downloaded a bogus mobile app and created an investment
account therein. Not suspecting a thing, the victim transferred a total of HK$500,000 to the app but
her funds were soon frozen. The victim only realised she was scammed after checking Scameter,
and thus made a Police report.

To protect you and your children, we strongly recommend you to download and update the
Scameter+! and enable the functions so as to minimise the risk of being scammed. For more
information on cybersecurity and enhancing your children's ability to recognise online pitfalls, please
visit the official website of CyberDefender (https://CyberDefender.hk).

Cyber Security and Technology Crime Bureau
Hong Kong Police Force

' The public can download the upgraded version of Scameter+ for free from the Apple App Store, Google

Play Store and Huawei AppGallery.
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