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Dear parents,
Letter to Parents

Recently, online account hijacking cases have been spreading rapidly in Hong Kong.
In August and September this year, there were 1,366 reported cases involving $28.2 million
loss, mainly involving the WhatsApp platform. In this issue, we will explore the methods
used by WhatsApp hijackers and provide relevant crime prevention advice.

Regarding WhatsApp account hijacking, scammers send out numerous SMS messages
purporting abnormality in WhatsApp accounts, enticing victims to click on links that lead to
bogus websites requesting input of mobile numbers and transfer codes. The scammers
will then use another device to log into victims’ WhatsApp accounts and deceive their
acquaintance by soliciting loans.  Other than that, some scammers advertise bogus
websites resembling WhatsApp log-in page by adopting the keyword “WhatsApp” on search
engines. When the public searches for “WhatsApp”, bogus websites are shown as top
advertisements. If someone scans the QR codes on bogus websites, scammers could
infiltrate the account via web WhatsApp and carry out scams.

Recently, a woman received a message from the WhatsApp account of her 17-year-old
daughter requesting $14,000 tuition fee. Without second thought, transfer was made and
scam was unveiled upon discovering daughter’s account was hijacked.

To prevent you and your children from account hijacking, here are some tips for you:

B Enable the two-factor authentication feature of your accounts.

B Review if your account is linked to any unfamiliar device regularly. If any, log out
immediately.

B Avoid disclosing passwords and verification codes to others casually or scanning
unusual QR codes.

B |[f received any message, pay attention to unusual contents in text messages or URLs,
e.g. misspellings, mix of traditional and simplified Chinese characters, etc. to identify
and avoid access to bogus websites.

B |f anyone requests for money transfers through messages, call directly to confirm.

Online scammers evolve quickly. Itis crucial to enhance the digital literacy of your own
and your children to prevent adversaries from taking advantages. For more information on
online safety and enhancing your children's ability to differentiate cyber traps, please visit
CyberDefender website (https://CyberDefender.hk) or download the Scameter+ mobile app.
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