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Dear Parents,
Letter to Parents

Malicious apps have been spreading rapidly in Hong Kong recently. Since September
this year, there have been 24 reported cases involving $11 million of loss, among which
most of the cases were related to online shopping, thus citizens from all walks of life are at
risk. In this issue, we will study how malicious app works and provide relevant crime
prevention advice.

Malicious apps target Android operating system. Scammers would first set up pages
on social media platforms to sell services or products, then contact citizens via WhatsApp.
Scammers would then send citizens a file or link, requesting them to install and place an
order through the app. Citizens would then unknowingly download a malicious app. Upon
payment, the malicious app will display a fake page asking the citizen to input their online
banking username, password and PIN.

These malicious apps masquerade as online shopping or entertainment platforms and
are highly intrusive. The apps require users to give full permission, thus enabling
scammers to obtain sensitive information from their mobile phones and log into their bank
accounts to transfer fund. For the case with the biggest loss this year, a man was conned
to install a malicious app for ordering food. His bank account was hacked by scammers
who then stole HK$6 million therefrom. Scammers could also access to users' photo albums,
phone books, emails and messages through malicious apps for other nefarious purposes.

To prevent malware from compromising the mobile devices of you and your children,
we have some tips for you:

B Download apps only through official channels, and avoid clicking links of unknown origin.
Do not grant apps with excessive permissions.

If you suspect that a malicious app is installed, reset your mobile to factory settings.
Do not disclose personal or sensitive information easily.

Install anti-malware tools and keep them updated frequently.

As mobile phones that store voluminous digital assets and sensitive data are often
targeted by criminals, raising our awareness of digital security is of utmost importance. For
more information on cyber safety and enhancing your children's ability to differentiate cyber
traps, please visit CyberDefender website (https://CyberDefender.hk) or download the
Scameter+ mobile app.
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