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This document is intended as a practical guide for reference only. Schools should review the recommendations and adapt them as needed to suit their own environment, resources, and requirements. The author does not accept responsibility for any actions taken based on this guide.
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1. [bookmark: _Toc208865945]Introduction
1.1. Purpose and Scope
This guide provides guidelines on the use of generative AI (GenAI) at schools, covering the various tools that may be used and a high-level approach to incorporating the tools into the school environment. The guide will also provide adaptational tips that empower schools to identify and counteract against the potential pitfalls and risks of generative AI, grounding its use in healthy practices that allow responsible and efficient use of AI.
The scope of this guide includes the strengths and weaknesses of generative AI, its potential privacy and data management risks that must be managed for safe use of generative AI, along with steps to mitigate common risks when handling data intended for AI use. It is designed to be adaptable for different school sizes, system types, and available resources. These guidelines have been derived from various accredited sources, including the Education Bureau of Hong Kong (EDB) as well as the Centre for Internet Security, both of whom have provided guidance and resources that are used to form the basis of these guides.

1.2. Audience (IT Administrators & Tech Staff)
This guide is intended for IT administrators, technical staff, and anyone responsible for managing user accounts or IT systems within the school environment. It assumes a basic understanding of information technology operations.
By following the guidance in this document, IT teams will be better equipped to:
· Establish a series of guidelines for approval of GenAI tools in the school environment
· Implement mitigation strategies for risks and problems arising through GenAI
· Share steps for anonymizing data and protecting data privacy for confidential internal documents that are not to be shared publicly
· Identify the strengths and weaknesses of different GenAI service providers
· Establishing best practices for responsible use across the school

Schools are encouraged to adapt these recommendations to fit their own technical environments and operational needs.


2. [bookmark: _Toc208865946]Privacy and Data Security
Almost all generative AI services are running in the cloud, which is a fancy way of saying computers that belong to a third party. This section describes controls a school could instantiate to ensure Privacy and Data Security.

2.1. [bookmark: _Toc208865947]Establishing Guidelines for Approved and Restricted GenAI Tools
· Vendor Evaluation: Assess vendors based on security certifications and data privacy terms to ensure only tools with clear privacy guarantees are approved. 
· Network Restrictions: Block unapproved GenAI tools from being accessed on the school network to maintain security and compliance. 
· Streamlined Approval Process: Implement a simple process, such as a form for staff to submit tool details (e.g., URL), for efficient review and approval of new tools. 
· Regular Policy Reviews: Conduct annual reviews of vendor policies to update the approval status of GenAI tools and ensure ongoing compliance.
	
Adaptational Tips: 

· Check for Security Compliance reports such as SOC 2 (Type II), ISO/IEC27001, and Privacy Compliance reports such as GDPR Compliance.
· Although there are GenAI tools embedded inside Operating systems, such as Copilot and Gemini, they only collect data when users actively use their features as of the date of writing.




	
Practical Examples:

· Block all Restricted GenAI Tools with DNS filtering in school premises.
· In case of banning copilot, use the “Turn off Windows Copilot” policy in GPO or Intune.



 
2.2. [bookmark: _Toc208865948]Explore Data Loss Protection (DLP) Solutions
Consider using various Data Loss Protection Solutions for real time monitoring of user inputs. For instance, endpoint Data Loss Protection solutions in form of browser extensions are capable of redacting PII during clipboard paste to specific websites; Network level DLP solutions such as proxies would be able to scan http requests and filter/drop flagged requests.


3. [bookmark: _Toc208865949]Education on the Matter
Many use GenAI services, but few know the risks. The below provides a framework that IT can reference for making training materials for staff on the matter. Schools should modify this list based on their own circumstances to make more tailored materials.
3.1. [bookmark: _Toc208865950]Introduction to Generative AI
· Definition and overview: Explain what generative AI is (e.g., tools like ChatGPT, DALL-E, or Midjourney that create text, images, or other content based on prompts).
· Real-world examples relevant to education (e.g., generating lesson plans, summarizing articles, or creating study aids).
· Purpose of the training: Emphasize responsible use to maximize benefits while minimizing risks in a school environment.
3.2. [bookmark: _Toc208865951]Strengths of Generative AI
· Efficiency and productivity: Speeds up tasks like brainstorming ideas, drafting emails, or creating educational content.
· Creativity and innovation: Assists in generating diverse perspectives, visual aids, or personalized learning materials.
· Accessibility: Supports diverse learners (e.g., language translation, simplified explanations for students with varying needs).
· Scalability: Handles repetitive tasks, freeing up time for educators and staff.
3.3. [bookmark: _Toc208865952]Weaknesses of Generative AI
· Inaccuracy and hallucinations: AI can produce plausible but false information; Users should always verify outputs.
· Lack of understanding: AI doesn't truly comprehend context or nuances, leading to superficial or biased responses.
· Dependency risks: Over-reliance can hinder critical thinking or skill development in users.
· Resource-intensive: Requires internet access and can be computationally demanding.
3.4. [bookmark: _Toc208865953]Common Risks and Problems When Using Generative AI
· Misinformation and fact-checking challenges: Outputs may spread errors if not cross-verified.
· Bias and fairness issues: AI trained on imperfect data can perpetuate bias or certain opinions.
· Plagiarism and intellectual property concerns: Generated content might infringe on copyrights or fail to credit sources.
· Security vulnerabilities: Potential for data leaks or exposure when inputting sensitive information.
· Ethical dilemmas: Such as using AI for cheating in academic settings or generating harmful content.
3.5. [bookmark: _Toc208865954]Identifying and Handling Sensitive Data
· Definitions: Explain confidential (e.g., student records), internal (e.g., school policies), and sensitive data (e.g., personal identifiers like names, addresses, or health info).
· Reference to Data Handling Guidelines: Direct users to school-specific policies for detailed classifications and compliance (e.g., FERPA in the US).
· Red flags: How to spot sensitive data in documents, emails, or prompts (e.g., PII, financial details, or proprietary school info).
3.6. [bookmark: _Toc208865955]Steps for Anonymizing Data from Internal Documents
· Preparation: Review documents for sensitive elements before inputting into AI tools.
· Basic techniques: Use find/replace in word processors to swap names, dates, or locations with placeholders (e.g., replace "John Doe" with "Student A").
· Advanced methods: Redact images or tables, aggregate data (e.g., use averages instead of specifics), or use anonymization software/tools.
· Verification: Double-check anonymized versions to ensure no identifiable info remains; test with sample prompts.
· Best practices: Avoid uploading full documents; extract only necessary excerpts.
	
Practical Examples:

· Even with DLP protections in place, it is worthwhile to educate staff on this matter and use DLP as last line of defence.
· Remind staff not to use GenAI tools when Anonymizing Data for GenAI use, which defeats the purpose.




3.7. [bookmark: _Toc208865956]Identifying Services That Use Generative AI
· Common examples: AI helpers in operating systems (e.g., Microsoft Copilot in Windows, Siri enhancements in iOS).
· Productivity tools: Features in Google Workspace (e.g., AI summaries in Docs), Microsoft Office (e.g., AI writing assistants in Word).
· Educational platforms: Tools like Khan Academy's AI tutor or Duolingo's generative features.
· Web-based services: Chatbots on websites, image generators like Canva's Magic Studio.
· How to check: Look for labels like "AI-powered" or review privacy policies; enable/disable AI features in settings.
	
Adaptational Tips: 

· If applicable, consider extending this to any other third-party cloud services with data input. Promote the idea that the cloud is just someone else’s computer.




3.8. [bookmark: _Toc208865957]Best Practices for Responsible Use
· Prompt engineering: Craft clear, specific prompts to improve output quality and reduce risks.
· Verification and citation: Always cross-check AI-generated content with reliable sources and cite appropriately.
· Privacy protection: Use school-approved tools with strong data safeguards; avoid free/public AI for sensitive tasks.
· Collaboration and oversight: Encourage peer reviews of AI outputs and consider integrating into school workflows.
3.9. [bookmark: _Toc208865958]Legal and Policy Considerations
· Copyright and ownership: Understand that AI-generated content may not be fully original; respect intellectual property laws.
· School-specific rules: Overview of institutional policies on AI use (e.g., acceptable use in assignments, prohibitions on certain tools).
· Regulatory compliance: Brief on relevant laws (e.g., data protection regulations like GDPR or COPPA for minors).
· Reporting issues: How to flag AI-related problems, such as biases or errors, to school IT/admin.
	
Practical Examples:

· Suggest staff tools for checking for copyright infringement possibilities, such as Grammarly Plagiarism Checker.




3.10. [bookmark: _Toc208865959]Case Studies and Interactive Exercises
· Real-life scenarios: Examples of AI misuse in education (e.g., a teacher inputting student data leading to a breach) and successful responsible applications.
· Hands-on activities: Role-playing anonymization, identifying AI in tools, or critiquing AI outputs for accuracy/bias.
· Quizzes or discussions: To reinforce key concepts and encourage reflection.
3.11. [bookmark: _Toc208865960]Conclusion and Resources
· Key takeaways: Summarize the balance of benefits and responsibilities.
· Ongoing learning: Encourage staying updated on AI developments through school updates or reputable sources.
· Support resources: Links to school guidelines, external tutorials (e.g., from UNESCO on AI ethics in education), or contact info for questions.


4. [bookmark: _Toc208865961]Miscellaneous
4.1. [bookmark: _Toc208865962]Establishing Age Controls

General recommendations
The UNESCO Guidance for generative AI in education and research (2023) suggests an age control of minimum 13 years of age for generative AI services.
GenAI providers typically mention the age requirement of 13 for their services, while others require 18 years of age in their Terms of Service to avoid liability to potentially mature content.

Our Recommendation
We recommend using network wide content filtering on student networks such as DNS proxies or firewalls for primary schools.
For Secondary Schools however, we believe it is up for the schools to decide whether or not such controls should be implemented.

	
Adaptational Tips: 

· By applying the concepts of network segragation, different sets of controls can be implemented on networks for student internet access and  networks for staff access.




4.2. [bookmark: _Toc208865963]Review of Policy and Teaching Materials
Due to the rapidly evolving nature of generative AI technologies, including advancements in models, tools, and associated regulations, policies and training materials must be regularly reviewed and updated to ensure accuracy and relevance. New features, ethical considerations, legal requirements, and best practices may emerge, potentially affecting the procedures of handling generative AI.
We recommend revisiting these materials regularly (e.g., annually) or whenever significant updates in AI technology, school policies, or applicable laws (e.g., data protection or copyright regulations) are announced. Always consult the latest terms of service for specific AI tools and your institution’s guidelines to stay compliant and informed.

[bookmark: _Toc208865964]Glossary of Terms
	Term
	Definition

	Generative AI (GenAI)
	AI systems that create new content (text, images, code, audio, etc.) in response to user prompts using learned patterns from training data.

	Prompt
	The text or instructions provided to a GenAI tool to guide the content it generates.

	Prompt Engineering
	The practice of crafting clear, specific, and structured prompts to improve GenAI output quality and reduce risks.

	Approved GenAI Tools
	GenAI services that have passed the school’s security, privacy, and compliance review and are authorized for use.

	Restricted GenAI Tools
	GenAI services that are blocked or prohibited due to security, privacy, compliance, or policy concerns.

	Vendor Evaluation
	The assessment of a GenAI provider’s security, privacy, compliance, reliability, and contract terms before approval.

	Streamlined Approval Process
	A lightweight submission and review workflow (e.g., staff form with tool URL) used to evaluate and authorize new GenAI tools efficiently.

	Regular Policy Reviews
	Scheduled re-evaluations (e.g., annually) of approved/restricted tools and vendor policies to maintain ongoing compliance.

	Network Restrictions
	Controls that prevent access to unapproved GenAI services on school networks (e.g., DNS blocks, firewall rules).

	DNS Filtering
	A control that uses domain name system policies to block or allow access to specific sites or categories (e.g., blocking restricted GenAI tools).

	Group Policy Object (GPO)
	A Windows/Active Directory mechanism to centrally enforce settings (e.g., “Turn off Windows Copilot”) across domain-joined devices.

	Microsoft Intune
	A cloud-based device and application management platform that can enforce policies (e.g., disable Copilot) on managed devices.

	Windows Copilot
	Microsoft’s AI assistant integrated into Windows that provides AI-driven help and content generation features.

	Google Gemini
	Google’s generative AI suite available across Google products and services to assist with content creation and summaries.

	Security Certifications
	Independent attestations of a vendor’s security controls (e.g., SOC 2 Type II, ISO/IEC 27001).

	SOC 2 Type II
	An audit report that evaluates the design and operating effectiveness of a service organization’s controls over a period of time.

	ISO/IEC 27001
	An international standard specifying requirements for an information security management system (ISMS).

	GDPR
	The European Union’s General Data Protection Regulation governing personal data processing and protection.

	COPPA
	A U.S. law (Children’s Online Privacy Protection Act) regulating online data collection from children under 13.

	FERPA
	A U.S. law (Family Educational Rights and Privacy Act) that protects the privacy of student education records.

	Data Loss Protection (DLP)
	Also called Data Loss Prevention; technologies and processes that detect and prevent sensitive data from leaving approved boundaries.

	Endpoint DLP
	DLP controls on user devices (e.g., browser extensions) that monitor and block/redact sensitive data before it is sent.

	Network DLP
	DLP controls at the network level (e.g., proxies) that inspect web/HTTP traffic and block, quarantine, or flag sensitive data exfiltration.

	Proxy
	A server that intermediates web requests, allowing inspection, filtering, logging, and policy enforcement (e.g., for DLP).

	HTTP Request Inspection
	The analysis of outbound web requests to detect sensitive content or policy violations before data leaves the network.

	Clipboard Redaction
	Automatic masking or removal of sensitive data when users paste content (e.g., into web forms), enforced by DLP tools.

	Personally Identifiable Information (PII)
	Data that can identify an individual (e.g., name, address, email, phone number, student ID, health information).

	Sensitive Data
	Data that could cause harm if exposed (e.g., PII, financial data, health data, internal assessments).

	Confidential Data
	Highly restricted information intended for a limited audience (e.g., student records, staff disciplinary files).

	Internal Data
	Non-public information intended for internal use but not highly restricted (e.g., draft policies, internal memos).

	Anonymization
	The process of removing or transforming identifiers so individuals cannot be re-identified from the data.

	Redaction
	The removal or masking of specific sensitive elements (e.g., names, IDs) from documents before sharing or AI use.

	Aggregation
	Combining data into summaries (e.g., averages, totals) to reduce identifiability and protect privacy.

	Placeholders
	Generic labels (e.g., “Student A,” “School X”) used to replace real identifiers in documents or prompts.

	Anonymization Verification
	The double-check process to ensure no identifiable information remains after anonymization or redaction.

	Data Minimization
	The practice of sharing only the minimum necessary data (e.g., excerpts instead of full documents) to reduce exposure.

	Misinformation
	False or inaccurate content that may appear plausible in GenAI outputs and must be fact-checked.

	AI Hallucination
	GenAI output that is fabricated or incorrect but presented confidently as fact.

	Bias and Fairness
	Undesirable skews in AI outputs originating from training data or model behavior that can affect equity and accuracy.

	Verification and Citation
	The practice of cross-checking AI-generated content with reliable sources and citing appropriately.

	Ethical Use
	The responsible application of GenAI that avoids harm (e.g., cheating, harmful content) and respects rights and policies.

	Intellectual Property (IP)
	Rights related to creations of the mind (e.g., copyrights); relevant when using or generating content with GenAI.

	Copyright
	The legal right controlling the use and distribution of creative works; implicated in the use of AI-generated or source content.

	Plagiarism
	The presentation of someone else’s work or ideas as one’s own without proper attribution; AI outputs may risk this if not verified.

	Privacy Policy
	A vendor’s statement describing what data is collected, how it is used, and user rights related to that data.

	Terms of Service (ToS)
	Contractual terms governing how a service may be used, including age limits, usage rights, and restrictions.

	Data Privacy Terms
	Contractual clauses or policies that define how personal data is handled, protected, and shared by a service provider.

	School-Approved Tools
	Services vetted and authorized by the school for specific use cases based on risk assessments and compliance checks.

	Public/Free AI Tools
	Consumer-facing AI services that may lack enterprise privacy guarantees and are not approved for sensitive tasks.

	Third-Party Cloud Services
	External providers hosting applications or AI tools in their infrastructure (“someone else’s computers”).

	Cloud Service
	A service delivered over the Internet from provider-owned infrastructure, often multi-tenant and remotely managed.

	Responsible AI Use
	Practices that maximize educational benefit while minimizing risks (privacy, accuracy, ethics, compliance).

	Training Materials
	Curated content used to educate staff on GenAI strengths, weaknesses, risks, and safe practices.

	Case Studies and Exercises
	Realistic scenarios and hands-on activities used to practice anonymization, risk spotting, and output critique.

	Reporting Issues
	The process for staff to flag AI-related problems (e.g., bias, errors, suspected breaches) to IT or administrators.

	Age Controls
	Policies or technical measures that set minimum ages or restrict access to GenAI services for younger students.

	UNESCO Guidance (2023)
	UNESCO’s recommendations on generative AI in education and research, including a suggested minimum age of 13.

	Network-Wide Content Filtering
	Controls (e.g., DNS filtering, firewalls) applied across student networks to block inappropriate or risky content.

	DNS Proxy
	A DNS service that forwards queries while applying filtering and logging policies at the domain-resolution layer.

	Firewall
	A network security device or service that permits or blocks traffic based on rules, used to enforce GenAI access policies.

	Network Segregation
	The separation of networks (e.g., student vs. staff) to apply different controls and reduce risk.

	Policy Review Cadence
	The recommended frequency (e.g., annually) to revisit and update AI policies and training as technology and laws evolve.

	Approval List
	An inventory of GenAI tools categorized as approved or restricted, maintained and updated by the school.

	Data Handling Guidelines
	Institutional procedures for classifying, anonymizing, and protecting data used with GenAI tools.

	Embedded AI Features
	AI capabilities integrated into operating systems or productivity suites (e.g., Copilot in Windows, AI in Google Workspace).

	Productivity AI Features
	GenAI functions in tools like Docs or Word that draft, summarize, or assist with writing and analysis.

	Security Vulnerabilities
	Weaknesses that could lead to data leaks or misuse when interacting with GenAI or related services.

	Real-Time Monitoring
	Continuous observation by tools (e.g., DLP) to detect and block sensitive data disclosure as it occurs.

	Clipboard Monitoring
	The inspection of copied/pasted content to prevent accidental exposure of sensitive information.

	Sensitive Task Restrictions
	The policy to avoid using public/free AI tools for any task involving sensitive or confidential data.

	Compliance
	Adherence to legal, regulatory, and policy requirements (e.g., GDPR, COPPA) when using GenAI tools.
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