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This document is intended as a practical guide for reference only. Schools should review the recommendations and adapt them as needed to suit their own environment, resources, and requirements. The author does not accept responsibility for any actions taken based on this guide.
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1. [bookmark: _Toc210312107]Introduction
1.1. Purpose and Scope
This guide provides practical recommendations and baseline standards for managing supplier relationships, specifically for schools across Hong Kong. Its aim is to help educational institutions maintain a consistent baseline in third party management, enabling schools to establish secure working relationships with relevant third parties.
The scope of this guide includes best evaluation methods of a supplier’s security practices, and embedding clear security requirements into contracts. It is designed to be adaptable for different school sizes, system types, and available resources. These guidelines have been derived from various accredited sources, including the Education Bureau of Hong Kong (EDB) as well as the Centre for Internet Security, both of whom have provided guidance and resources that are used to form the basis of these guides.

1.2. Audience (IT Administrators & Tech Staff)
This guide is intended for IT administrators, technical staff, and anyone responsible for managing user accounts or IT systems within the school environment. It assumes a basic understanding of information technology operations.
By following the guidance in this document, IT teams will be better equipped to:
· Evaluate whether suppliers are in compliance with recognized standards such as ISO 27001
· Define security requirements clearly in supplier contracts, including data handling, ownership, return/deletion upon termination, backup schedules, and incident reporting protocols
· Monitor supplier performance with important metrics which evaluate the use of client-side tools
· Establish clear communication channels and integrate supplier procedures into the school’s own incident response plans

Schools are encouraged to adapt these recommendations to fit their own technical environments and operational needs.


2. [bookmark: _Toc210312108]Negotiating with Suppliers
This section describes common items to take notice and worth checking before subscribing to a supplier service. Schools should take this list for reference and adopt to their circumstances.
2.1. [bookmark: _Toc210312109]Evaluation of Supplier Security Practices
· Perform technical review of supplier security, such as understanding access controls, encryption methods, and vulnerability management.
· [bookmark: _Hlk210292155]Identify risks in supplier systems, like data breach histories, through basic web searches or vendor-provided reports.
· Consider compatibility with school IT infrastructure.

	
Adaptational Tips: 

· Check if the supplier has any compliance to standards such as NIST or ISO 27001.




Review supplier proposals on their uptime and security commitments. Negotiate terms to include penalties for non-compliance and the right to terminate if security standards slip (e.g., security audit fail or a publicly known security incident).

2.2. [bookmark: _Toc210312110]Security Requirements in Agreements
This section focuses on making sure that provided service reaches a certain security standard to protect the interests of the school.
The agreement should cover the below security clauses:
· How the supplier handles data – how data is stored, transmitted and retained before deletion.
· The ownership, return and deletion of data upon contract end.
· The Supplier’s backup schedules and their retention scheme.
· Uptime of the service and compensations upon service disruption.
· The duration, scope and cost of ongoing security updates (e.g., patches)
· Communication protocols upon cyber incidents.

	
Adaptational Tips: 

· Use their agreements to check against the cybersecurity policy to see if any further measures has to be taken, or if the service is suitable.




	
Practical Examples:

· Assume a cloud storage provider that does not encrypt data stored on their servers. The school can either make a policy of encrypting everything before uploading or ditch the service.






2.3. [bookmark: _Toc210312111]Exit Strategies and Contract Termination
Plan ahead supplier changes. It would be horrible if there is a need to change the supplier, only to find out that all data has to be exported manually.
· Include exit clauses in agreements to ensure data can be transferred and erased upon contract termination (e.g., export utilities).
· Test the data export functionalities before deployment of the service in production, and make local backups regularly. Define such backup schedules in the backup policy of the school.


	
Practical Examples:

· Ensure data export functionalities in the agreement with the cloud service, then test its functionality during testing phase.
· Export the data daily to make local backups according to the Backup and Retention Policy.





3. [bookmark: _Toc210312112]Performance Evaluation
This section describes common metrics to measure the performance of a supplier service. Schools should take this list for reference and adopt to their circumstances. Please note that performance monitoring may be highly dependent on the transparency of the Supplier. (e.g., built-in monitoring tools for their service.
3.1. [bookmark: _Toc210312113]Metrics of Performance
Not all of the listed metrics can be easily monitored. It depends on the Service Provider.
· Latency: Measures the time taken for requests to be processed and responded to, helping identify bottlenecks in response times.
· Throughput: Tracks the number of requests or operations handled per unit of time, such as requests per minute.
· Error Rates: Monitors the percentage of failed requests or operations, indicating reliability issues.
· Resource Utilization: Includes CPU usage, memory consumption, and storage I/O operations per second (IOPS), which reveal if your resources are over- or under-provisioned.
· Uptime and Availability: Calculates the percentage of time the service is operational, often tied to SLAs (Service Level Agreements).
· Cost-Related Metrics: Compute costs or cost-benefit analysis, to ensure that performance aligns with spending.
3.2. [bookmark: _Toc210312114]Client-Side Monitoring
Client-Side monitoring removes provide dependency and provides a real-user perspective. Tools for monitoring include:
Basic Command-Line Tools: 
· Ping: Use the built-in ping command on Windows, macOS, or Linux to send packets to the cloud service's endpoint (e.g., ping api.examplecloud.com). It reports average round-trip time (RTT) in ms. For continuous monitoring, tools like MTR (My Traceroute) combine ping with traceroute to identify hops causing delays.
· Curl or Wget for Throughput: Test download speeds with curl or wget. 
Centralized Continuous Monitoring:
· Proxy: Proxies can be configured to log and measure latency and bandwidth of an endpoint, which would reflect the performance of the Supplier.
 

4. [bookmark: _Toc210312115]Incident Management Involving Suppliers
This section lists technical controls that can be used to physically secure assets. Use the below recommendations as a reference for your school.

4.1. [bookmark: _Toc210312116]Incident Report Procedures
Require suppliers to provide clear incident reporting mechanisms in agreements, reviewing their response plans during evaluations. These mechanisms should include:
· Any detection mechanisms from the supplier (e.g., logs, warnings, etc.)
· Any reporting mechanisms from the school (e.g., help tickets, etc.)
4.2. [bookmark: _Toc210312117]Incorporating Incident Response Procedures
· Integrate supplier incident reporting into school monitoring, using their dashboards or alerts for quick detection.
· Create procedures for incident response involving suppliers, including escalation paths for school leadership and who to contact.
· Maintain contact lists for supplier support. Test contact channels regularly (e.g., annually) if possible.






5. [bookmark: _Toc210312118]Review and Improvement

5.1. [bookmark: _Toc210312119]Regular Policy Review
Set a reminder to review your school’s data handling and labelling standards at least once a year, or whenever there are changes to your IT systems. Involve both IT staff and teaching/administrative colleagues to gather helpful feedback. 
5.2. [bookmark: _Toc210312120]Adapting to New Threats and Technologies
Stay updated about new cyber threats that can affect schools, such as phishing scams or password leaks. Also, be aware of new technology or software updates that might offer better ways to protect passwords, e.g. two-factor authentication.
5.3. [bookmark: _Toc210312121]Making Improvements
After each review, update your password policy as needed. Communicate any changes clearly to staff and students, and provide simple instructions or workshops to help everyone follow the new rules.
[bookmark: _Toc210312122]
Appendices
[bookmark: _Toc210312123]Glossary of Terms
	Term
	Definition

	Client-Side Monitoring
	The practice of measuring a supplier's service performance from the school's own network to get a real-user perspective on metrics like latency and throughput.

	Contract Termination
	The formal process of ending an agreement with a supplier, which should be governed by pre-defined clauses in the contract.

	Error Rate
	A performance metric that tracks the percentage of failed requests or operations within a supplier's service, indicating its reliability.

	Escalation Path
	A predefined procedure that outlines who to contact within the school (e.g., leadership) and the supplier organization when an incident needs to be elevated.

	Exit Strategy
	A pre-planned process for ending a supplier relationship, ensuring that school data can be securely and completely transferred or erased upon contract termination.

	Export Utilities
	Tools or features provided by a supplier that allow a school to easily extract its data from the service in a usable format.

	Incident Reporting Mechanism
	A formal process defined in a supplier agreement that outlines how, when, and to whom security incidents should be reported by either the supplier or the school.

	ISO 27001
	An international standard for information security management, which can be used as a benchmark to evaluate a supplier's security posture and compliance.

	Latency
	The time delay between a request being sent to a supplier's service and a response being received, used to measure responsiveness and identify bottlenecks.

	NIST
	The National Institute of Standards and Technology (USA), which provides cybersecurity frameworks that can be used to assess a supplier's security practices.

	Performance Evaluation
	The process of measuring and assessing a supplier's service against key metrics to ensure it meets the school's operational and contractual requirements.

	Resource Utilization
	A performance metric that measures how much of a supplier's computing resources (e.g., CPU, memory) are being consumed, helping to ensure resources are provisioned correctly.

	Retention Scheme
	A supplier's defined policy on how long they will store a school's data and backups before it is permanently deleted.

	Round-Trip Time (RTT)
	The total time it takes for a data packet to travel from a source (the school) to a destination (the supplier) and back again; a primary measure of latency.

	Security Clause
	A specific term within a supplier agreement that defines security obligations related to data handling, storage, return/deletion, backups, and incident response.

	Service Level Agreement (SLA)
	A part of a contract that formally defines the expected level of service from a supplier, including guarantees for uptime, performance, and penalties for non-compliance.

	Supplier Security Practices
	The set of technical controls and policies a supplier uses to protect its systems and client data, including access controls, encryption, and vulnerability management.

	Throughput
	A performance metric that measures the number of operations or requests a supplier's service can handle in a specific unit of time (e.g., requests per minute).

	Uptime and Availability
	A metric that calculates the percentage of time a supplier's service is operational and accessible to users, often guaranteed in an SLA.

	Vulnerability Management
	The supplier's process for identifying, evaluating, and remediating security weaknesses in their systems and software.
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