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This document is intended as a practical guide for reference only. Schools should review the recommendations and adapt them as needed to suit their own environment, resources, and requirements. The author does not accept responsibility for any actions taken based on this guide.
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1. [bookmark: _Toc210914001]Introduction
1.1. Purpose and Scope
This guide provides practical recommendations and baseline standards for data labelling in schools across Hong Kong. Its aim is to help educational institutions establish a structured logging and monitoring standard to enhance their cybersecurity records and practices. Guided by a core principle of having centralized secure storage for logs, this guide introduces a tiered logging policy with practical implementation steps.
The scope of this guide includes the implementation of an effective monitoring system that turn collected logs into actionable intelligence. This is achieved by establishing a baseline for normal network and system behaviour during typical operations. This guide is designed to be adaptable for different school sizes, system types, and available resources. The instructions have been derived from various accredited sources, including the Education Bureau of Hong Kong (EDB) as well as the Centre for Internet Security, both of whom have provided guidance and resources that are used to form these guides.

1.2. Audience (IT Administrators & Tech Staff)
This guide is intended for IT administrators, technical staff, and anyone responsible for managing user accounts or IT systems within the school environment. It assumes a basic understanding of information technology operations.
By following the guidance in this document, IT teams will be better equipped to:
· Reference ISO 27002 to cover key events, such as access attempts, privilege use and configuration changes.
· Implement and adapt a tiered log retention policy and implementation practices based on operating system, with specific configurations for Windows, macOS and Linux. Additional steps are provided for software that lacks native logging features.
· Create an illustration of baseline operations, leveraging resource usage and login times, to create a schedule tracking typical runtime of different IT systems.
Schools are encouraged to adapt these recommendations to fit their own technical environments and operational needs.


2. Establishing a Logging Standard
[bookmark: _Toc210914003]This section details guidelines to establishing a structured logging standard to ensure the completeness of logging implementation. Schools should take reference and modify for their scenarios.
2.1. Scope of Logging
The ISO 27002 standard defines 10 key types of activity to be logged to ensure accountability, which the school should take reference for what to log.
· System Access Attempts: Successful and failed attempts to access systems, including logins and logouts. 
· Use of Privileges: Actions performed using elevated or administrative privileges (e.g., modifying user permissions). 
· System Configuration Changes: Modifications to system settings, such as changes to firewall rules or software configurations. 
· Application Process Start and Stop: Initiation or termination of applications or services. 
· System Faults and Errors: System malfunctions, crashes, or error messages that could indicate security issues. 
· Information Security Events: Security-related incidents, such as malware detections or unauthorized access attempts. 
· Activation and Deactivation of Protection Systems: Enabling or disabling security tools like antivirus, firewalls, or intrusion detection systems. 
· Access to Information: Interactions with sensitive data, including reading, modifying, or copying files. 
· Deletion of Information: Removal or deletion of files or data, especially those classified as sensitive. 
· Changes to User Access Rights: Modifications to user permissions or access levels, such as granting or revoking access.
	
Adaptation Tips: 

· The default logging behaviour is usually insufficient for logging all the events above. Follow the next sections for implementation examples.
· Schools can consider adding more events for logging, such as custom anomaly detections if they have the technical capabilities and resources.






2.2. Centralized Storage of Logs
Logs stored within the local machines are vulnerable to sabotage after a local privilege escalation. Logs should therefore be stored in a centralized storage in which case the logs are exported and in a centralized server with proper access controls.

Having a centralized storage of logs is also essential for effective monitoring of events and incident detection.

2.3. Log Transmission
Logs should be transmitted under securely encrypted channels to avoid interception.

2.4. Log Classification and Retention
Appendix C in Hong Kong Government IT Security Guidelines (G3) defines a three-tier classification for information systems based on confidentiality, integrity, and availability (CIA): 
· Tier 1 (Low Impact): Public or non-sensitive data (e.g., school website content). Loss or compromise has minimal impact.
· Tier 2 (Medium Impact): Sensitive but not highly confidential data (e.g., staff emails, student attendance records). Compromise may cause moderate disruption or privacy concerns.
· Tier 3 (High/Critical Impact): Highly confidential or critical data (e.g., student personal data, exam results, financial records). Compromise could lead to significant legal, reputational, or operational damage.
Logs are classified based on the system or data they pertain to, with retention periods tied to tiers (e.g., 6 months for Tier 1, 12 months for Tier 2/3).

	
Adaptation Tips: 

· The classification of systems should have been done during the acquisition of assets, which would have been recorded on the Asset List.






3. Implementation of Logging
To ensure that actions are logged with sufficient detail, schools must configure systems and applications beyond default settings. This section lists the high-level steps for setting up key school IT components for logging and exporting logs which a school can reference.

N.B. The clocks across all devices should be synchronized. This is usually done with and NTP server.

3.1. Operating Systems
Windows
Enable advanced auditing in Group Policy (e.g., Computer Configuration > Policies > Windows Settings > Security Settings > Advanced Audit Policy Configuration). Enable categories such as: 
· Logon/Logoff (for system access attempts).
· Privilege Use (for administrative actions).
· Object Access (for file access/deletion).
· System (for configuration changes and faults).
Set up Event Log forwarding to the centralized server for aggregation.
[bookmark: _Hlk211031306]Linux
Modify /etc/rsyslog.conf or /etc/syslog-ng.conf to include detailed logging for authentication (auth.*), system changes (cron.*), and security events. Use auditd for detailed audit trails (e.g., auditctl -w /path/to/grading_files -p wa to monitor write/access).
Edit the rules in the config files to export logs to the centralized server.
macOS
Enable logging via log config commands (e.g., sudo log config --mode "level:debug").
Edit the rules in the config files to export logs to the centralized server.
3.2. Network Devices
Configure routers and firewalls (e.g., pfSense, Cisco) to log traffic (inbound/outbound), access attempts, and configuration changes. Enable syslog output to a central server (e.g., via logging host <server_ip> on Cisco devices).
3.3. Applications
Local Applications
Configurations for applications differ. Schools should explore logging features for each application. Application logs are usually integrated with system logs, which will have been exported to the central server if set up properly.
Enterprise-Grade Applications typically have robust, configurable logging features. For example, Google Workspace’s Admin Console logs user actions, file access, and configuration changes, while Microsoft 365’s Audit Log captures similar events. Schools can enable these via settings, but may need to adjust defaults for granularity. 

Cloud Applications
Schools should explore the logging features of cloud applications and the export functionality. It is recommended to export logs to the centralized logging server.

Applications Without Native Logging Support
To address applications with insufficient or no logging, schools can adopt the following strategies:
· Supplement with system-level logging: Configure OS auditing to watch directories where the app stores data (e.g., student records).
· Supplement with network-level logging: Route application traffic through a proxy to log http/https requests. 
4. 
Implementing Monitoring Systems
This section provides a high-level overview of implementation of a effective monitoring system for the school’s reference.
4.1. Establishing Monitoring Metrics
Below are elements that could indicate threats like data breaches, malware, or unauthorized access. Consider monitoring them based on the school’s use case. Key areas include:
· Inbound/Outbound Traffic: Monitor network flows through firewalls or gateways to detect unusual patterns, such as data exfiltration to foreign IPs or incoming scans from known malicious sources.
· Access to Critical Resources: Watch logins to sensitive systems like student information systems or learning management systems such as Google Classroom or Canvas.
· Configuration Files: Keep an eye on changes to system configs, like firewall rules or user permissions, to prevent tampering. Example: Detect unauthorized edits to /etc/passwd on Linux servers or registry keys in Windows that could enable backdoors.
· Security Tool Logs: Aggregate alerts from antivirus, anti-malware, or endpoint detection tools. 
· Resource Usage: Track CPU, memory, disk, and bandwidth to spot resource-intensive activities. 
	
Practical Examples:

· Track HTTP/HTTPS traffic for spikes in uploads/downloads, which might signal ransomware encrypting and sending student files.
· Monitor failed login attempts and flag IP addresses. 
· Monitor access from outside the school's geographic area based on IP.
· Monitor edits or attempts to modify important config files or registry keys.




4.2. Establishing Baselines for Normal Behaviour
Collect data over 2-4 weeks during normal school operations to define baselines. Such baselines can then be compared in real-time monitoring to catch anomalies. 
For every metric of measurement there needs to be a baseline, which should form a pattern over time.
Note that there may be heavy fluctuations of data due to prominent events in the school such as exam periods, which may trigger false positives. The baselines should therefore be reviewed and refined appropriately if such events happen.
	
Practical Examples:

· Regular patterns: From the logs the team observed peak logins at 8AM every day, and decides that this is normal behaviour due to teachers and students arriving at school. This behaviour is then documented, and the threshold for triggering a warning in this period is set higher.
· Spikes: Right before the examination period, printer usage may spike due to the need of printing examination papers.
· Droughts: Access numbers plummet or even drop to zero in the middle of the night.




4.3. Configuring Alerts
Set real time alert rules based on the observed patterns and baseline. Integrate with tools that send email, SMS, or push notifications, or slack/telegram/discord bots.

	
Adaptation Tips: 

· The list of alerts rules can be long and tedious, and takes time to refine, see Triggers For Review.




	
Practical Examples:

· Alert on sustained CPU spikes above baseline on lab computers during off-hours.
· Alert on sudden network spike from exotic countries, e.g., Iran or North Korea.
· Alert on any automatic countermeasures, e.g., ip blocked due to failed login attempts.




4.4. Triggers For Review
· False Positives: An alert should trigger a response procedure. Any incident response procedure contains the verification of the potential incident to determine the validity of the alert. If the alert is a false positive, investigate the cause of the false positive, and adjust the threshold/baseline pattern to fit any new observations.
· Underfitted thresholds: If a threshold seems to be set way above normal use levels, consider lowering it to match use cases. If the headroom is left for time/event-specific  spikes, consider implementing different rules for normal and busy periods.


4.5. Monitoring Tools
Here lists a non-exhaustive list of tools a school can consider for real-time monitoring.
· IDS/IPS (Intrusion Detection/Prevention Systems): For network monitoring, Snort is open-sourced, Linux based tool for configuring rules to monitor inbound traffic. Integrate with Barnyard2 for database logging and Snorby for a web interface to view alerts. 
· Host-Based Monitoring: OSSEC is a free monitoring tool that can be installed on Windows/Linux machines and configured to watch for file integrity (e.g., alert on changes to student database files). Otherwise, one could set up operation system level logs for the directories and monitor with centralized log monitoring.
· File Integrity Monitoring: Tripwire (open-source version available) scans critical directories (e.g., /var/www for web apps), and conduct daily checks. If a config file changes unexpectedly, it notifies via syslog, which one could route to your alerting system. 
· Bandwidth and Resource Monitoring: PRTG Network Monitor is free for up to 100 sensors. One could install on a Windows server, add sensors for CPU on lab PCs and bandwidth on routers and configure SMS notifications.
· Centralized Log Monitoring: Greylog is open-source log management platform that collects, indexes, and analyzes logs in real time. It’s ideal for schools needing a scalable solution to monitor network traffic, security events, and resource usage.



5. [bookmark: _Toc210914015]Review and Improvement

5.1. [bookmark: _Toc210914016]Regular Policy Review
Set a reminder to review your school’s data handling and labelling standards at least once a year, or whenever there are changes to your IT systems. Involve both IT staff and teaching/administrative colleagues to gather helpful feedback. 
5.2. [bookmark: _Toc210914017]Adapting to New Threats and Technologies
Stay updated about new cyber threats that can affect schools, such as phishing scams or password leaks. Also, be aware of new technology or software updates that might offer better ways to protect passwords, e.g. two-factor authentication.
5.3. [bookmark: _Toc210914018]Making Improvements
After each review, update your password policy as needed. Communicate any changes clearly to staff and students, and provide simple instructions or workshops to help everyone follow the new rules.
[bookmark: _Toc210914019]
Appendices
[bookmark: _Toc210914020]Glossary of Terms
	Term
	Definition

	Advanced Auditing
	A feature in Windows Group Policy that allows for the detailed configuration of which specific system events are logged, such as privilege use or object access.

	Anomaly Detection
	The process of identifying unusual patterns or deviations from an established baseline of normal behavior, which could indicate a security threat.

	Auditd
	The Linux audit daemon, a system component used for creating detailed, kernel-level audit trails of system calls and file access.

	Baseline (of Normal Behaviour)
	A standard or pattern of normal system and network activity established over a period of time, used as a reference to detect anomalies and security threats.

	Centralized Storage of Logs
	The practice of exporting and storing logs from multiple systems and devices onto a single, secure server to prevent tampering and facilitate analysis.

	CIA Triad (Confidentiality, Integrity, Availability)
	A security model used to classify information systems based on three core principles: protecting data from unauthorized disclosure (Confidentiality), ensuring data accuracy (Integrity), and making sure data is accessible when needed (Availability).

	Data Exfiltration
	The unauthorized transfer or copying of data from a computer or network to an external location.

	False Positive
	An alert that incorrectly indicates that a security incident has occurred when it has not, often triggered by legitimate but unusual activity.

	File Integrity Monitoring (FIM)
	A process or tool that monitors and detects changes to critical system or configuration files, alerting administrators to potential unauthorized modifications.

	Group Policy
	A feature in Microsoft Windows for managing configurations for users and computers, including enabling advanced security and logging settings across a network.

	Host-Based Monitoring
	Security monitoring focused on activities and events occurring on an individual device (host), such as file changes, log entries, or process execution.

	IDS/IPS (Intrusion Detection/Prevention System)
	A system that monitors network traffic for malicious activity or policy violations and can either alert administrators (IDS) or actively block the threat (IPS).

	ISO 27002
	An international standard that provides a framework and guidelines for information security controls, including best practices for logging and monitoring events.

	Log Classification and Retention
	The process of categorizing logs based on the sensitivity of the system they relate to and defining a specific period for how long those logs must be kept.

	Log Transmission
	The process of sending log data from a source system (like a server or firewall) to a centralized storage server, which should be done over a secure, encrypted channel.

	Monitoring Metrics
	Specific, measurable elements of system or network activity (e.g., CPU usage, login failures) used to track performance and detect potential security threats.

	NTP (Network Time Protocol)
	A networking protocol for synchronizing the clocks of computer systems over a network, which is essential for correlating events accurately across different logs.

	Proxy (for logging)
	An intermediary server that can route application traffic, allowing it to log requests and supplement the native logging capabilities of applications that lack them.

	Real-time Alert
	An automated notification sent immediately when a monitoring system detects an event that matches a predefined rule indicating a potential security incident.

	Resource Usage
	A monitoring metric that tracks the consumption of system resources like CPU, memory, disk, and network bandwidth to spot unusual or resource-intensive activities.

	Syslog
	A standard protocol used to send system log or event messages to a specific server, known as a syslog server, for centralized collection and analysis.

	Tiered Classification (of Systems)
	A method of categorizing information systems into different levels (e.g., Tier 1, 2, 3) based on their impact on confidentiality, integrity, and availability, which then dictates log retention policies.

	Underfitted Threshold
	An alert threshold that is set too high or is not sensitive enough, failing to detect subtle but potentially malicious activity that falls below the trigger level.
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