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This document is intended as a practical guide for reference only. Schools should review the recommendations and adapt them as needed to suit their own environment, resources, and requirements. The author does not accept responsibility for any actions taken based on this guide.
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1. [bookmark: _Toc210309826]Introduction
1.1. Purpose and Scope
This guide provides practical recommendations and baseline standards for physical and environmental security maintenance in schools across Hong Kong. Its aim is to help educational institutions maintain a consistent baseline in keeping schools safe, protecting the school environment against physical and environmental threats.
The scope of this guide includes environment segregation measures, provisioning security measures and resources at different points in the school environment. It is designed to be adaptable for different school sizes, system types, and available resources. These guidelines have been derived from various accredited sources, including the Education Bureau of Hong Kong (EDB) as well as the Centre for Internet Security, both of whom have provided guidance and resources that are used to form the basis of these guides.

1.2. Audience (IT Administrators & Tech Staff)
This guide is intended for IT administrators, technical staff, and anyone responsible for managing user accounts or IT systems within the school environment. It assumes a basic understanding of information technology operations.
By following the guidance in this document, IT teams will be better equipped to:
· Segregate and secure school premises into public, protected and restricted areas
· Mitigate environmental hazards such as fires, floods, typhoons through guidelines on the installation of specialized protection systems
· Selecting the appropriate access control systems, addressing physical and environmental controls
· Implement physical controls to protect and maintain assets, creating a proactive system that assist in layering defences against physical and environmental risks

Schools are encouraged to adapt these recommendations to fit their own technical environments and operational needs.


2. [bookmark: _Toc210309827]Site Preparation
This section describes core components to preparing a school site against physical and environmental security threats. If this guide is being applied to existing school premises, check if the following considerations have been addressed.

2.1. [bookmark: _Toc210309828]Campus Segregation and Resource Allocation
Segregate the campus into public, protected, and restricted areas. Examples:
· Public area: hallways, canteen, etc.
· Protected area: Classrooms, Libraries, etc.
· Restricted area: Server Room, Staff Room, etc.
Put the classification on a list and assign adequate resources to securing each protected and restricted area.
	
Adaptational Tips: 

· Resources to securing each area could include staffing (e.g., supervision), Real-Time Monitoring (e.g., CCTV systems), Access Control Systems (e.g., Lock and Key, Badges) and another other appropriate measures and policies.




	
Practical Examples:

· To secure a server room, a school decides to enforce staff supervision with a policy, install CCTV systems, and a badge-in-badge-out system.






2.2. [bookmark: _Toc210309829]Hazard Preparation
Implement safeguards against fire, flood and typhoon risks, especially in restricted areas like server rooms.
Measures against fire hazards:
· Install detection systems like VESDA (laser-based smoke detection) and thermal sensors to identify smoke or temperature anomalies before a fire starts. 
· Conduct regular testing on the detection and alarm system as per normal fire prevention protocols.
· Use gas-based fire suppression systems or fire extinguishers instead of water to avoid damaging IT equipment.
Measures against flooding:
· Inspect roofs, podiums, flat roofs, basements, and drainage systems regularly to ensure drains and manholes are clear of blockages.
· Locate the server room above flood zones and elevate equipment above ground from potential water entry.
Measures against Typhoons:
· Add weather stripping for server room doors or add a room before the server room. 
· Do not add windows to the server room to prevent water entry due to leaky or broken windows.
Measures against Power Cuts:
· Install dedicated circuits for servers so that the power will not be cut by the circuit breaker from a fault in other appliances.
· Install UPS for servers so that there is enough time to gracefully shut down the server upon power cut.
	
Adaptational Tips: 

· Some UPS can send signals to shut down a server via network interface upon power disruptions. In this case, pay extra attention to configuring the remote shutdown service. Use a physically segregated network, and IP whitelist the shutdown signal server side.




2.3. [bookmark: _Toc210309830]Access Control Systems
Below enlists facts on common access control systems which the school should pay special attention to when choosing.
Doors:
· Use doors with safety hinges which lock the door in place when the hinge is removed.
· Use doors with the dead latch mechanism and use the provided strike plate with the door. Do not use a strike plate with a hole too large for the latch.
· Check for good fitment between the frame and the door and apply weather stripping to make it harder for attackers slipping tools across.
Traditional Locks:
· Use locks with anti-picking features such as security pins, sidebars and restricted keyways.
· Keep keys out of sight so they cannot be replicated by reconstructing from pictures.
· Check if there are any numbers engraved/printed on the keys. If the numbers from the keys are short in length (e.g., 4 digits), the keys may have not enough entropy and may be reused in another batch the same lock model. 
RFID Badge Systems:
· Use RFID systems with a secure protocol not prone to unauthorized read and emulation. Dated implementations such as Mifare Classic are often prone to such attacks. Mifare Desfire is currently considered to be secure apart from the UID.
Biometric Locks:
· Biometric Locks can be prone to spoofing. Use Biometric Locks with liveness detection mechanisms such as pulse and heat sensing or multi-modal locks such as combining Biometrics with PIN.
PIN Locks:
· Prolonged use of the same PIN may result in a wear pattern which exposes the PIN combination. Rotate PINs that include different digits regularly.
Magnetic Locks/Electric Door Release Mechanisms:
· Use cabled buttons for door release mechanisms. Such cables should connect from the door release button to the door itself. The door release mechanism should involve no wireless communications.
· Do not expose the cable from the button to the door in public areas.
· Keep in mind that they require electricity to stay locked. Check for the battery life to see for how long the door can stay locked upon a power cut.

2.4. [bookmark: _Toc210309831]Environmental Controls
· Maintain optimal environmental conditions in IT areas, such as temperatures between 20-25°C and humidity 50-80% to prevent premature hardware failures.
· Add redundancy on the cooling power of the environmental controls such that the servers can run uninterrupted during maintenance.
· Implement a maintenance schedule to ensure regular maintenance while the total cooling power could accommodate the server exhausted heat.
2.5. [bookmark: _Toc210309832]Surveillance Deployment
· Choose cameras that can record in visible light and infrared when there is insufficient visible light.
· Map out the placements and the dead zones on a school plan before deployment. Make sure that all assets have been covered by surveillance.
· Physically segregate the surveillance network from the internal network and from the internet if possible.

3. [bookmark: _Toc210309833]Asset Security and Maintenance
This section lists technical controls that can be used to physically secure assets. Use the below recommendations as a reference for your school.

3.1. [bookmark: _Toc210309834]Asset Physical Controls
· Deploy asset locks, such as Kensington Locks for assets located in public area to prevent from stealing. Confirm that the lock is well attached to some permanent structure and cannot be removed without unlocking.
· Deploy cable locks for network cables in accessible areas to prevent unauthorized network access/tapping.
· Place assets such as access points in places that are physically hard to reach, such as ceilings or inside locked cabinets.

3.2. [bookmark: _Toc210309835]Human Controls
· Use authorized personnel lists with different colour coded badges for staff, visitors and contractors.
· Make a policy for staff to report any suspicious personnel in secured areas to security.
	
Adaptational Tips: 

· Clearly state the areas authorized for the contractors in the authorized personnel lists so that the Security could monitor them with surveillance.



	
Practical Examples:

· Use Red for visitors and Yellow for Contractors. Ask Staff to report any people with no badges/Red badges to security.









4. [bookmark: _Toc210309836]Review and Improvement

4.1. [bookmark: _Toc210309837]Regular Policy Review
Set a reminder to review your school’s data handling and labelling standards at least once a year, or whenever there are changes to your IT systems. Involve both IT staff and teaching/administrative colleagues to gather helpful feedback. 
4.2. [bookmark: _Toc210309838]Adapting to New Threats and Technologies
Stay updated about new cyber threats that can affect schools, such as phishing scams or password leaks. Also, be aware of new technology or software updates that might offer better ways to protect passwords, e.g. two-factor authentication.
4.3. [bookmark: _Toc210309839]Making Improvements
After each review, update your password policy as needed. Communicate any changes clearly to staff and students, and provide simple instructions or workshops to help everyone follow the new rules.
[bookmark: _Toc210309840]
Appendices
[bookmark: _Toc210309841]Glossary of Terms
	Term
	Definition

	Access Control Systems
	The collection of hardware (locks, badge readers) and policies used to manage and restrict entry to physical areas.

	Asset Locks
	Physical security devices, like Kensington Locks, that use a cable to secure equipment (e.g., laptops, monitors) to a fixed object to prevent theft.

	Authorized Personnel List
	A formal record of individuals (staff, visitors, contractors) who are granted access to specific secured areas, often used in conjunction with badges.

	Biometric Lock
	A type of lock that uses unique biological characteristics, such as fingerprints or facial features, for authentication.

	Cable Locks
	Physical locks used to secure network cables to a device or port, preventing unauthorized disconnection or network tapping.

	Campus Segregation
	The practice of dividing a school's physical premises into zones (Public, Protected, Restricted) based on sensitivity and access requirements.

	Dead Latch
	A type of lock mechanism that prevents the latch from being pushed back with a tool (like a credit card), offering enhanced security against simple bypass techniques.

	Dedicated Circuit
	An electrical circuit that supplies power to a single appliance or a specific set of equipment (e.g., servers), isolating it from faults on other circuits.

	Environmental Controls
	Systems and procedures used to maintain optimal conditions (e.g., temperature, humidity, air quality) in areas with sensitive IT equipment to prevent hardware failure.

	Gas-based Fire Suppression
	A fire extinguishing system that uses chemical agents or inert gases to put out a fire without using water, thus protecting electronic equipment from damage.

	Human Controls
	Security measures that rely on people and policies, such as using color-coded badges for identification and training staff to report suspicious individuals.

	Infrared (Recording)
	A camera feature that allows for video recording in low-light or no-light conditions by detecting heat signatures.

	Liveness Detection
	A security feature in biometric systems that verifies the presence of a live person (e.g., by detecting pulse or heat) to prevent spoofing with fake fingerprints or photos.

	Magnetic Lock
	An electromagnetic lock that uses a strong magnetic field to keep a door secure, requiring continuous power to remain locked.

	Mifare Classic / Desfire
	Types of RFID protocols. Mifare Classic is an older, insecure standard, while Mifare Desfire is a modern, more secure protocol recommended for access control systems.

	PIN Lock
	An access control lock that requires a numeric Personal Identification Number (PIN) for entry.

	Protected Area
	A designated zone within a school, such as a classroom or library, where access is limited to authorized groups like students and staff.

	Public Area
	A zone within a school, such as hallways or a canteen, that is generally open to all students, staff, and visitors without special access controls.

	Restricted Area
	A highly secure zone, such as a server room or main office, where access is strictly limited to a small number of specifically authorized personnel.

	Restricted Keyway
	A feature of a lock that uses a unique key design, preventing unauthorized duplication of keys by standard locksmiths.

	RFID Badge System
	An access control system that uses cards or fobs containing a Radio-Frequency Identification (RFID) chip to grant entry when presented to a reader.

	Safety Hinges
	Door hinges designed with a security stud that interlocks with the door frame, preventing the door from being removed even if the hinge pins are taken out.

	Security Pins
	Specialized pins inside a lock cylinder designed to make lock-picking more difficult by catching or jamming picking tools.

	Surveillance Dead Zone
	An area within a surveillance system's field of view that is not visible to any camera, creating a blind spot.

	UPS (Uninterruptible Power Supply)
	A battery backup device that provides emergency power to connected equipment during a power outage, allowing for a safe and orderly shutdown.

	VESDA (Very Early Smoke Detection Apparatus)
	A highly sensitive smoke detection system that uses laser-based technology to identify microscopic smoke particles, providing an early warning before a fire fully develops.

	Weather Stripping
	A material used to seal gaps around doors and windows to prevent the intrusion of elements like water, wind, and dust.
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