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This document is intended as a guide for reference only. Schools should review the recommendations and adapt them as needed to suit their own environment, resources, and requirements. The author does not accept responsibility for any actions taken based on this guide.
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1. [bookmark: _Toc212820688]Ransomware Attacks
A ransomware attack is a malicious event where an attacker encrypts a school's files, making them inaccessible, and demands a ransom for their release. The response prioritizes immediate isolation of affected systems to prevent the spread and relies on restoring data from secure, offline backups rather than paying the ransom. Post-incident activities focus on identifying the initial vulnerability and assessing whether sensitive data was exfiltrated before encryption.

1.1 [bookmark: _Toc212820689]Preparation
1. Establish/Maintain CIRT: Define a core Cyber Incident Response Team (CIRT) with clear roles.
2. Backups: Maintain regular, automated backups of all critical data. Crucially, ensure at least one copy is offline/air-gapped and immutable.
3. Test Backups: Regularly test data restoration to ensure backups are viable.
4. Tools: Deploy and maintain Endpoint Detection and Response (EDR) or robust antivirus solutions. Use email filtering to block malicious attachments.
5. Training: Train staff to identify phishing emails and suspicious links, as these are common entry points.
1.2 [bookmark: _Toc212820690]Detection
1. Initial Detection: Reports of inaccessible files, new file extensions, ransom notes appearing on screens, or antivirus alerts for ransomware activity.
2. Analysis: Confirm the incident is ransomware. Identify the scope (which systems/servers are affected?). Use EDR/AV logs to identify the initial point of compromise if possible. Do not click on any links in the ransom note.
1.3 [bookmark: _Toc212820691][bookmark: _Hlk208223922]Containment
1. Isolate Immediately: Disconnect affected devices from the school network (unplug Ethernet cable, disable Wi-Fi). Do not turn them off, as this can lose valuable forensic data.
2. Segment Network: If the attack is widespread, consider taking the entire network segment (e.g., student network) or the whole school network offline to prevent further spread.
3. Disable Accounts: Disable the user account associated with the initial infection. Change passwords for all administrative and service accounts as a precaution.

1.4 [bookmark: _Toc212820692]Eradication & Recovery
1. Consult Experts: Inform your IT provider or a cybersecurity expert. Do not attempt to pay the ransom (as advised by NCSC/ACSC).
2. Eradicate: Wipe and re-image all affected systems from a known-good "golden image". Do not just run an antivirus scan.
3. Restore: Restore data from the most recent, tested, and clean offline backup. Ensure the backup predates the initial infection time ("dwell time").
4. Patch: Identify and patch the vulnerability that allowed the attack (e.g., unpatched software, weak RDP credentials).
1.5 [bookmark: _Toc212820693]Post-Incident Activity
1. Report: Report the incident to relevant authorities (e.g., Police, UK's Action Fraud/NCSC, Australia's ReportCyber).
2. Assess Data Breach: Determine if personal data was accessed or exfiltrated. If so, report to the data protection authority (e.g., UK's ICO, Office of the Australian Information Commissioner - OAIC) and notify affected individuals (parents/staff) as required.
3. Lessons Learned: Conduct a post-incident review to identify weaknesses in security controls and improve the response plan.

2. [bookmark: _Toc212820694]Phishing & Malware Infections 
This incident typically begins with a deceptive phishing email that tricks a user into installing malware or revealing their credentials. The response is focused on containing the threat to a single device by isolating it from the network, resetting the compromised user's password, and centrally removing the malicious email from other mailboxes. Recovery involves cleaning or reimaging the device, and post-incident efforts are geared towards user communication and targeted training to prevent recurrence.
2.1 [bookmark: _Toc212820695]Preparation
1. Technical Controls: Implement strong email filtering (anti-spam, anti-phishing). Use up-to-date endpoint antivirus/anti-malware. Block known malicious websites via DNS filtering.
2. User Training: Conduct regular, mandatory cybersecurity awareness training for all staff focusing on identifying phishing attempts.
3. Reporting Process: Establish a simple, clear process for users to report suspected phishing emails (e.g., forward to a specific IT email address).
4. Least Privilege: Ensure users only have the access rights necessary for their roles.
2.2 [bookmark: _Toc212820696]Detection
1. Initial Detection: User reports a suspicious email, clicks a link, or opens an attachment. Antivirus software alerts on a threat. A device begins acting erratically (slow, pop-ups).
2. Analysis: The IT team examines the reported email's headers and content without clicking links. They analyse the malware signature from the AV alert to understand its nature (e.g., keylogger, info-stealer, trojan).

2.3 [bookmark: _Toc212820697]Containment
1. Isolate Device: Immediately disconnect the user's device from the network.
2. Reset Credentials: Force a password reset for the affected user's account, as their credentials may have been compromised.
3. Block Indicators: Block the sender's email address and any malicious domains/IPs found in the phishing email at the network firewall or email gateway.
4. Scan Mailboxes: Search all school mailboxes for other instances of the same phishing email and delete them centrally.
2.4 [bookmark: _Toc212820698]Eradication & Recovery
1. Eradicate: Perform a full system scan with reputable antivirus/anti-malware tools. For high-risk infections (like credential stealers), the safest option is to wipe and re-image the device.
2. Verify Integrity: Check the device for persistence mechanisms (e.g., scheduled tasks, registry changes) that the malware may have installed.
3. Recover: Restore any corrupted or lost user data from a clean backup if necessary. Reconnect the cleaned/rebuilt device to the network.

2.5 [bookmark: _Toc212820699]Post-Incident Activity
1. Communication: Send an alert to all staff with details of the phishing campaign (e.g., subject line, sender) and remind them not to engage with it.
2. Review: Analyse why the phishing email bypassed filters and adjust rules if possible.
3. Targeted Training: Use the incident as a real-world example in future training. The user who reported it should be acknowledged positively. If a user fell for it, provide them with supportive, remedial training.


3. [bookmark: _Toc212820700]Lost/Stolen Devices
This incident involves the physical loss or theft of a school-owned device, creating an immediate risk to any sensitive data stored on it. The response is a race against time, centered on using a Mobile Device Management (MDM) solution to remotely lock or wipe the device's data. Containment also involves revoking the user's account access to prevent misuse of credentials. The post-incident assessment is crucial for determining if a notifiable data breach has occurred, which depends heavily on whether the device was encrypted.

3.1 [bookmark: _Toc212820701]Preparation
1. Asset Inventory: Maintain an accurate inventory of all school-owned devices (laptops, tablets).
2. Technical Controls: Enforce mandatory full-disk encryption (e.g., BitLocker for Windows, FileVault for macOS) on all portable devices.
3. MDM: Enrol all mobile devices in a Mobile Device Management (MDM) solution that allows for remote lock and wipe capabilities.
4. Policy & Training: Have a clear policy requiring staff and students to report lost or stolen devices immediately. Train them on this procedure.
3.2 [bookmark: _Toc212820702]Detection
1. Initial Detection: A staff member or student reports that their school-issued device is lost or has been stolen.
2. Analysis: Immediately confirm the user's identity and the details of the lost device from the asset inventory. Determine what kind of data was likely on the device (e.g., student records, sensitive emails) and whether it was encrypted.
3.3 [bookmark: _Toc212820703]Containment
1. Remote Lock/Wipe: Immediately use the MDM solution to trigger a remote lock on the device to prevent access. If the device is unlikely to be recovered or contains highly sensitive data, trigger a remote wipe.
2. Revoke Access: Disable the user's school account temporarily to prevent access to cloud services (email, shared drives).
3. Change Passwords: Force a password reset for the user.
3.4 [bookmark: _Toc212820704]Eradication & Recovery
1. Eradicate: The remote wipe action serves as eradication of the data on the lost device. Mark the device as "lost/stolen" in the asset inventory.
2. Recover: Provision a new, secure device for the user. Restore their data from cloud services or backups onto the new device. Re-enable their school account.
3.5 [bookmark: _Toc212820705]Post-Incident Activity
1. Report to Police: If the device was stolen, advise the user to report the theft to the police and obtain a crime reference number.
2. Assess Data Breach: This is a physical data breach. If the device was not encrypted and contained personal data, it is a reportable incident. Notify the data protection authority (ICO/OAIC) and affected individuals as required by law.
3. Review Policy: Review physical security and device handling policies to see if improvements can be made.


4. [bookmark: _Toc212820706]Accidental Data Disclosure
This type of incident is typically caused by human error, such as sending an email with sensitive information to the wrong recipient or misconfiguring file sharing permissions. The response is non-technical and focuses on communication: attempting to recall the message, contacting the unintended recipient to request and confirm deletion of the data, and revoking access if the disclosure occurred via a cloud sharing link. Post-incident steps involve assessing the risk of harm to determine if a formal data breach notification is required and providing supportive, remedial training to the individual involved.

4.1 [bookmark: _Toc212820707]Preparation
1. Data Classification: Establish a simple data classification policy (e.g., Public, Internal, Confidential) and train staff on it.
2. Training: Train staff on common mistakes, such as using 'Reply All' inappropriately, sending emails to the wrong recipient, or misconfiguring file sharing permissions.
3. DLP Tools: If possible, implement basic Data Loss Prevention (DLP) rules in your email system to warn users before they send emails containing sensitive keywords (e.g., "student ID") outside the school.
4.2 [bookmark: _Toc212820708]Detection
1. Initial Detection: A user self-reports that they have sent an email with sensitive data to the wrong person, or a recipient notifies the school they have received data in error.
2. Analysis: Quickly verify the incident. Identify exactly what data was disclosed, who it was sent to (internal/external), and the sensitivity of the information.
4.3 [bookmark: _Toc212820709]Containment
1. Attempt Recall: Immediately attempt to recall the email (understanding this is not always effective, especially for external recipients).
2. Contact Recipient: Contact the unintended recipient(s) by phone or a separate email, explain the error, and formally request that they delete the information and confirm deletion in writing.
3. Revoke Access: If the data was shared via a cloud link (e.g., SharePoint, Google Drive), immediately revoke access to the file or folder.
4.4 [bookmark: _Toc212820710]Eradication & Recovery
1. Eradicate: Eradication is achieved when you receive confirmation that the unintended recipient has deleted the data. Document this confirmation.
2. Recover: No technical recovery is needed. The focus is on procedural recovery: ensuring the original data is secured and the user understands the mistake.
4.5 [bookmark: _Toc212820711]Post-Incident Activity
1. Assess Breach: This is a data breach. The Incident Lead must assess the risk of harm to the individuals whose data was disclosed.
2. Report: Based on the risk assessment, report the breach to the data protection authority (ICO/OAIC) if it meets the mandatory reporting threshold.
3. Notify: Inform the affected individuals (or their parents) about the breach, the potential impact, and the steps taken to mitigate it.
4. Training: Provide remedial training to the staff member involved and use the anonymised scenario in wider staff training.


5. [bookmark: _Toc212820712]Website Defacement
A website defacement is an attack where an unauthorized party gains access and alters the visual content of the school’s public website, often for reputational damage. The immediate response is to take the website offline and replace it with a static maintenance page to contain the damage. Recovery is not about fixing the defaced content, but about restoring the entire site from a known-clean backup after identifying and patching the vulnerability that allowed access. Post-incident activities focus on hardening website security to prevent re-entry.

5.1 [bookmark: _Toc212820713]Preparation
1. Secure Access: Enforce strong, unique passwords and Multi-Factor Authentication (MFA) for all website admin accounts. Limit the number of admin accounts.
2. Patching: Keep the website's Content Management System (CMS), themes, and plugins fully patched and updated at all times.
3. Backups: Maintain regular, automated backups of the website files and database. Store them separately from the web server.
4. Monitoring: Use a file integrity monitoring service to alert on unauthorized changes to website files.
5.2 [bookmark: _Toc212820714]Detection
1. Initial Detection: The school is alerted by a staff member, student, parent, or through website monitoring that the website content has been altered with unauthorized messages or images.
2. Analysis: Verify the defacement. Take screenshots as evidence. Check server logs to identify suspicious IP addresses or activity around the time of the defacement.
5.3 [bookmark: _Toc212820715]Containment
1. Take Site Offline: Immediately take the website offline and replace it with a static, pre-prepared maintenance page (e.g., "Our website is temporarily unavailable. We are working to restore it soon."). This prevents further reputational damage.
2. Preserve Evidence: Take a full backup/snapshot of the defaced site for later investigation before making any changes.
5.4 [bookmark: _Toc212820716]Eradication & Recovery
1. Identify Vulnerability: Analyse logs and files to find the point of entry (e.g., a vulnerable plugin, compromised password).
2. Eradicate & Recover: Delete all website files from the server. Restore the website files and database from the most recent known-clean backup. Do not just try to edit the defaced pages.
3. Secure: Change all administrative, database, and FTP passwords. Apply the patch for the vulnerability that was exploited. Scan the restored site for any remaining backdoors.
4. Bring Online: Once secure, bring the restored website back online.
5.5 [bookmark: _Toc212820717]Post-Incident Activity
1. Review: Conduct a review of the incident to confirm the root cause.
2. Improve Security: Implement additional security measures based on the review, such as a Web Application Firewall (WAF) or more stringent access controls.
3. Communication: Inform the school community (if necessary) that the website issue has been resolved and security has been enhanced.


6. [bookmark: _Toc212820718]Denial-of-Service (DoS) Attacks
A Denial-of-Service (DoS) attack aims to make critical online services, such as the school’s website or internet connection, unavailable by overwhelming them with malicious traffic. Unlike other incidents, the primary response is not technical but procedural: immediately contacting the school's Internet Service Provider (ISP) or hosting provider, as they have the network-level tools to filter and block the attack traffic. The school's role is to monitor the restoration of services and communicate internally about the disruption, while post-incident analysis is conducted with the provider to implement stronger preventative measures.
6.1 [bookmark: _Toc212820719]Preparation
The Software Asset List should be updated in event of:
1. Know Your Provider: Have the 24/7 technical support contact details for your Internet Service Provider (ISP) and website hosting provider readily available.
2. Use Protection Services: For critical services like the school website, use a cloud-based DNS/proxy service (e.g., Cloudflare) that includes DDoS mitigation.
3. Scalable Hosting: Host critical services on platforms that can scale to absorb minor traffic spikes.
4. Network Monitoring: Have basic network traffic monitoring in place to identify unusual spikes.
6.2 [bookmark: _Toc212820720]Detection
1. Initial Detection: Reports that the school website, learning platform, or entire internet connection is offline or unusably slow. Monitoring tools show an extremely high volume of incoming network traffic.
2. Analysis: Differentiate between a simple outage and a DoS attack. A DoS is indicated by a massive, sustained flood of traffic from many (DDoS) or few (DoS) sources, overwhelming the server or network link.
6.3 [bookmark: _Toc212820721]Containment
1. Contact Provider: This is the most critical step. Immediately contact your ISP or website hosting provider. Inform them you believe you are under a DoS attack. They have the network-level tools to mitigate it ("blackholing" traffic, rate limiting).
2. Enable Mitigation: If you use a service like Cloudflare, enable its "I'm Under Attack" mode.
3. Communicate Internally: Inform staff that key services are down due to a suspected network attack and that you are working with the provider to resolve it.
6.4 [bookmark: _Toc212820722]Eradication & Recovery
1. Work with Provider: The provider will perform the eradication by filtering out the malicious traffic. Your role is to monitor the status of your services.
2. Recovery: As the provider's mitigation takes effect, services will gradually become available again. Test key services (website, email) to confirm they are operational.
6.5 [bookmark: _Toc212820723]Post-Incident Activity
1. Post-Attack Analysis: Debrief with your provider to understand the nature and scale of the attack.
2. Implement Recommendations: Implement any security recommendations from your provider to better withstand future attacks.
3. Communication: Inform the school community that services have been restored. It is not always necessary to specify the cause was a DoS attack; "technical difficulties" or a "network disruption" is often sufficient.


[bookmark: _Toc212820724]Appendices
[bookmark: _Toc212820725]Glossary of Terms
	Term
	Definition

	Accidental Data Disclosure
	An incident where sensitive information is unintentionally exposed to an unauthorized individual, often through human error such as sending an email to the wrong recipient.

	Air-Gapped Backup
	A backup copy that is physically disconnected from the network, making it immune to online attacks like ransomware.

	Asset Inventory
	A detailed and up-to-date list of all school-owned technology assets, such as laptops, tablets, and servers, which is crucial for managing and responding to incidents.

	Backdoor
	A hidden method of bypassing normal authentication or security controls, often left by an attacker to regain access to a system after an initial compromise.

	Blackholing
	A DoS mitigation technique where an ISP directs all traffic destined for the attacked IP address into a "black hole," effectively dropping it before it reaches the school's network.

	Containment
	The phase of incident response focused on stopping the spread of an attack and preventing further damage, such as by isolating affected devices from the network.

	Content Management System (CMS)
	The software platform used to create and manage the content of a website (e.g., WordPress, Joomla). It is a common target for attackers if not kept updated.

	Cyber Incident Response Team (CIRT)
	A pre-designated group of individuals with defined roles (e.g., Incident Lead, Technical Lead) responsible for managing the response to a cybersecurity incident.

	Data Classification
	The process of categorizing data based on its sensitivity (e.g., Public, Internal, Confidential) to determine the appropriate level of protection.

	Data Exfiltration
	The unauthorized act of copying or transferring data from a network. Modern ransomware often exfiltrates data before encrypting it, creating a data breach.

	Data Loss Prevention (DLP)
	Technology or processes designed to detect and prevent sensitive data from being sent outside the organization's network.

	Data Protection Authority
	A government agency responsible for enforcing data privacy laws and handling data breach notifications (e.g., the ICO in the UK, the OAIC in Australia).

	Denial-of-Service (DoS) / Distributed Denial-of-Service (DDoS)
	An attack that aims to make a service (like a website or internet connection) unavailable by overwhelming it with a flood of malicious traffic from a single (DoS) or multiple (DDoS) sources.

	DNS Filtering
	A security measure that blocks access to known malicious websites by preventing the user's device from resolving the website's domain name to an IP address.

	Dwell Time
	The period of time from the initial compromise of a network to the moment the attack is detected. Understanding dwell time is critical for ransomware recovery to ensure a backup is restored from a point before the attacker was present.

	Endpoint Detection and Response (EDR)
	An advanced form of antivirus software that provides real-time monitoring and analysis of endpoint devices to detect, investigate, and respond to threats.

	Eradication
	The phase of incident response focused on completely removing all traces of the threat from the environment (e.g., deleting malware, patching vulnerabilities).

	File Integrity Monitoring (FIM)
	A security process or tool that monitors critical system and website files to detect and alert on any unauthorized changes.

	Forensic Image
	An exact, bit-for-bit copy of a storage drive, created to preserve the state of an affected system for investigation without altering the original evidence.

	Full-Disk Encryption
	A security control that encrypts all data on a device's hard drive, making the data unreadable without the correct password if the device is lost or stolen.

	Golden Image
	A pre-configured, secure, and clean template of an operating system and its applications, used to rapidly wipe and rebuild a compromised system.

	Immutable Backup
	A backup that is stored in a way that it cannot be altered or deleted, even by an administrator, providing a strong defence against ransomware that targets backups.

	Indicators of Compromise (IOCs)
	Pieces of forensic data, such as malicious IP addresses, file hashes, or domain names, that identify a potential security breach.

	Least Privilege (Principle of)
	The security concept of ensuring that users are only given the minimum levels of access—or permissions—needed to perform their job functions.

	Malware
	Malicious software designed to disrupt operations or gain unauthorized access to computer systems, including viruses, trojans, spyware, and keyloggers.

	Mobile Device Management (MDM)
	A software solution that allows IT administrators to centrally control, secure, and enforce policies on mobile devices like tablets and smartphones.

	Multi-Factor Authentication (MFA)
	A security measure that requires users to provide two or more verification factors to gain access, such as a password and a code from their phone.

	Offline Backup
	A backup copy stored on a device or media that is not connected to the network, protecting it from being encrypted or deleted during a ransomware attack.

	Persistence Mechanism
	A technique used by malware to automatically restart itself or maintain access after a system reboot (e.g., creating a scheduled task or a registry entry).

	Phishing
	A type of social engineering attack where an attacker sends a fraudulent message, often an email, designed to trick a person into revealing sensitive information or deploying malware.

	Physical Data Breach
	A security incident resulting from the loss or theft of a physical device (like a laptop) that contains sensitive or personal data.

	Ransomware
	A type of malware that encrypts files on a device, making them inaccessible, and then demands a ransom payment to restore access.

	Rate Limiting
	A DoS mitigation technique that controls the amount of incoming traffic from a source in a given period, helping to reduce the impact of a flood attack.

	Recovery
	The phase of incident response focused on restoring systems and data to normal operation after a threat has been eradicated.

	Remedial Training
	Targeted, supportive training provided to a user after a security incident to reinforce best practices and prevent a recurrence.

	Remote Lock / Wipe
	Functions within an MDM system that allow an administrator to remotely lock a lost device to prevent access or permanently erase all data from it.

	Static Maintenance Page
	A simple, pre-prepared web page that is displayed to visitors when a website is taken offline for maintenance or during an incident like a defacement.

	Web Application Firewall (WAF)
	A security tool that filters and monitors HTTP traffic between a web application and the internet, helping to protect against common web-based attacks.

	Website Defacement
	An attack on a website that illegally changes its visual appearance, typically by replacing the original content with the attacker's own messages or images.
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