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This document is intended as a practical guide for reference only. Schools should review the recommendations and adapt them as needed to suit their own environment, resources, and requirements. The author does not accept responsibility for any actions taken based on this guide.
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1. [bookmark: _Toc209797482]Introduction
1.1. Purpose and Scope
This guide provides practical recommendations and baseline standards for data labelling in schools across Hong Kong. Its aim is to help educational institutions maintain a consistent baseline in protecting their networks, providing a secure manner in which schools can enable wireless security.
The scope of this guide includes network technical controls, hardening servers and network devices along with wireless network protections. It is designed to be adaptable for different school sizes, system types, and available resources. These guidelines have been derived from various accredited sources, including the Education Bureau of Hong Kong (EDB) as well as the Centre for Internet Security, both of whom have provided guidance and resources that are used to form the basis of these guides.

1.2. Audience (IT Administrators & Tech Staff)
This guide is intended for IT administrators, technical staff, and anyone responsible for managing user accounts or IT systems within the school environment. It assumes a basic understanding of information technology operations.
By following the guidance in this document, IT teams will be better equipped to:
· Enable hardening measures on servers and network devices
· Implement the use of strong protocols such as WPA3, robust authentication methods and strict network separation
· Regularly validate through port and vulnerability scanning to identify and fix weaknesses
· Continuously iterate on and improve these processes, through annual reviews and adaptations to new threats

Schools are encouraged to adapt these recommendations to fit their own technical environments and operational needs.


2. [bookmark: _Toc209797483]Network Security Management
This section describes core components to designing and maintaining secure network architectures for schools should take reference. 

2.1. [bookmark: _Toc209797484]Maintaining Network Inventories
· For all Network Devices and Endpoints that connects to the internal network, document their IP addresses (if applicable) and configurations.
· Network diagrams should be maintained and be updated when new devices are added to the internal network, or when old devices are retired.

	
Practical Examples:

· Use a spreadsheet or database table for inventory tracking. Using a database would allow merging with existing asset management lists.






2.2. [bookmark: _Toc209797485]Internal Network Design
· Non-routable IPs: Design networks using private IP addressing for internal systems by assigning non-routable IP ranges (e.g., 192.168.x.x) to prevent external access.
· Network Segregation: Use subnets as the high-level grouping of resources and machines for easy access control. Deny communication across subnets on default.
· DMZ: If there is a need for public access of internal resources (e.g., web servers), put that resource inside a Demilitarized Zone (DMZ).
	
Practical Examples:

· Use the 192.168.0.0 IP range, set up the gateway to make 3 virtual subnets for external devices, internal devices and file servers.
· Alternatively, use another Internet Service Provider for internet connectivity of external devices to physically separate external devices from internal network.






2.3. [bookmark: _Toc209797486]Network Access Controls
Map out the access needs of endpoints and resources. Consider a group-based access management, which means the map should list all groups and their access rights, and then all members in each group.
Some examples of groups would include:
· Groups of Machines (e.g., Staff Room PCs, Classroom PCs, etc.)
· Devices connected to a certain group of access points
· Groups of internal resources (e.g., all backup servers)
To accommodate to operational needs, make a policy for requesting, granting and revoking access.

	
Adaptational Tips: 

· Treat all mobile devices as external by default.
· Keep in mind that logical Network Access Controls may be circumvented in some circumstances. To absolutely deny access to internal resources, consider Physical Network Segregation. Despite so, Logical Network Access Controls are nonetheless crucial to Network Security.






3. [bookmark: _Toc209797487]Network Technical Controls
This section lists technical controls that can be used to enforce controls in a well-designed network. Use the below recommendations as a reference for your school.

3.1. [bookmark: _Toc209797488]Access Control
· Access Control Lists (ACLs): Set ACLs on firewalls and routers to restrict traffic by defining rules that allow only necessary ports and protocols (e.g., block inbound traffic except for approved services). Denied attempts can be sent to an intrusion detection system for review.

	
Adaptational Tips: 

· When used in hand with proper network segregation, schools can implement whitelists based on subnets.
· We highly recommend using a whitelist approach, by adding an explicit deny of all traffic as default.





3.2. [bookmark: _Toc209797489]Web Filtering
· Web Proxies: Web Proxies can be used to block malicious IPs, phishing sites, and non-educational content. Some proxies could Man-in-the-Middle TLS connections and read page contents. Denied attempts can be sent to a logging system.
· DNS Proxies: DNS Proxies cannot read page content, but it blocks access to malicious pages by blocking the DNS query.

3.3. [bookmark: _Toc209797490]Monitoring Tools
Set up Intrusion Detection Systems (IDSs) behind key choke points such as gateways or inside the DMZ, and set up an alert system (e.g., emails, text messages) for suspicious activities.

	
Practical Examples:

· Repurpose a PC, install a lightweight operating system and then an open-source IDS tool like Wazuh. Create a network Tap or mirror Port at the gateway such that traffic is mirrored into the IDS.
· Tune signatures and patterns to minimize false alarms. Analyse initial logs to identify common false positives; Then adjust thresholds or exclude specific traffic patterns.





4. [bookmark: _Toc209797491]Hardening Servers and Network Devices
Many applications and network devices come with insecure configurations for compatibility purposes. Schools should take note of the following and revoke insecure configurations on their devices and applications.
4.1. [bookmark: _Toc209797492]Securing Admin Sessions
· Encrypted Connection: A lot of administrative sessions for network devices, such as routers and firewalls use the unencrypted HTTP connection by default. Use HTTPS instead.
· Certificate Management: A lot of network devices uses a self-signed certificate. Export this certificate and install in the trust stores of the devices used to access the admin interface such that there will be no TLS errors under normal conditions, but a certificate error if an attacker tries to spoof the admin session.
· IP Whitelisting: Restrict access to admin interface by limiting the IPs that can access the admin interface. This should be done with DHCP reservations and/or static IP for devices used to access the admin interfaces.
· Secure Passwords: Change default passwords and strictly follow the admin password policy in the Security Configuration Checklist.

4.2. [bookmark: _Toc209797493]Securing Services and Applications
· Managing Services: Disable any unused services on a server. Subscribe to patch notifications to apply patches timely.
· Application Hardening: Harden application configurations and install security patches by following vendor or third-party (e.g., CIS) hardening guides (e.g., disabling default features). Use encrypted protocols for application traffic.
· Administrative Access: Use certificate verification in SSH sessions. Disable password logins.
5. [bookmark: _Toc209797494]Wireless Networks
Wireless networks are known to have weaker security than wired networks. As a rule of thumb, all devices connecting to Access Points with the same SSID should be treated as an individual group in the network access control model. 

5.1. [bookmark: _Toc209797495]Wireless Network Authentication
Consider an Access Point as a hub which a user can plug in a cable as long as they can authenticate to the Access Point. Therefore, the authentication method to the Access Point must be strong.
For Access Points used to provide internet access to the public, use strong passwords that align with the password policy.
For Access Points used to provide access the internal resources, implement one of the following:
· Use client-side certificates to authenticate.
· Disable DHCP and use MAC and IP whitelisting.
· Long password that provides cryptographic levels of entropy. (e.g., 25 random alphanumeric digits and symbols) and policies to forbit password sharing.
Otherwise, use VPN for internal access.

5.2. [bookmark: _Toc209797496]Wireless Network Protocol
Use Access points with WPA2/WPA3 Protocols. Disable WPA/WEP protocols in access points.
	
Adaptational Tips: 

· The security of WPA2 is very sensitive to the strength of the password. New Access points support WPA3, but often also support WPA2 for backwards compatibility, making downgrade attacks possible depending on implementation. Use a strong password.




5.3. [bookmark: _Toc209797497]Wireless Network Separation
Segregate wireless networks from internal networks, logically or physically. Physical Segregation tends to be more secure and is recommended for wireless access points that does not need to provide access to the internal network.
If running another set of network infrastructure for physical segregation is not desirable (e.g., another DNS proxy for content filtering), use logical access control and apply stringent access control with gateways or firewalls.
	
Practical Examples:

· Provide Internet access with another Internet plan, preferably from another Internet Service Provider such that the public internet access is completely segregated from the internal network.
· Make different access points for teachers and administrative staff, for they require different access to internal resources.



6. [bookmark: _Toc209797498]Validation
This section outlines measures to validate the security of the network, and should be performed regularly (e.g., annually).
6.1. [bookmark: _Toc209797499]Port Scanning
Use port scanning tools to validate the implementation of access controls. Perform port scans at different subnets and cross check the reports with the Access Control Map (see Section 2.3).
If there are any inconsistencies, review the firewall rules.
	
Practical Examples:

· Use nmap to scan for open ports. Use the -p 0-65535 flag to scan for all open ports.
· Expect to see only the ports allowed in the firewall rules.




6.2. [bookmark: _Toc209797500]Vulnerability Scanning
Use vulnerability scanning tools to find out any vulnerabilities from missing patches in the running services. Review the report and apply the relevant patches if the vulnerabilities apply to the server/network setup.
	
Adaptational Tips: 

· Place the scanner in a subnet with full network access. Firewalls will affect scanning accuracy due to limitation of scanning scope.






7. [bookmark: _Toc209797501]Review and Improvement

7.1. [bookmark: _Toc209797502]Regular Policy Review
Set a reminder to review your school’s data handling and labelling standards at least once a year, or whenever there are changes to your IT systems. Involve both IT staff and teaching/administrative colleagues to gather helpful feedback. 
7.2. [bookmark: _Toc209797503]Adapting to New Threats and Technologies
Stay updated about new cyber threats that can affect schools, such as phishing scams or password leaks. Also, be aware of new technology or software updates that might offer better ways to protect passwords, e.g. two-factor authentication.
7.3. [bookmark: _Toc209797504]Making Improvements
After each review, update your password policy as needed. Communicate any changes clearly to staff and students, and provide simple instructions or workshops to help everyone follow the new rules.
[bookmark: _Toc209797505]
Appendices
[bookmark: _Toc209797506]Glossary of Terms
	Term
	Definition

	Access Control Lists (ACLs)
	A set of rules applied to network devices like firewalls and routers that specifies which traffic is permitted or denied based on factors like IP address, port, and protocol.

	Application Hardening
	The process of securing an application by applying security patches, disabling unnecessary default features, and following vendor security recommendations (e.g., CIS guides).

	DHCP Reservation
	A network configuration that instructs a DHCP server to always assign the same specific IP address to a particular device based on its MAC address.

	DMZ (Demilitarized Zone)
	A separate, isolated network segment that sits between the internal network and the public internet, used to host public-facing services like web servers to protect the internal network.

	DNS Proxy
	A tool that filters web access by intercepting DNS queries and blocking requests to malicious or prohibited domains before a connection is made.

	Downgrade Attack
	A type of attack where a hacker forces a system to abandon a secure connection (like WPA3) in favor of an older, less secure one (like WPA2) that is easier to exploit.

	Hardening
	The process of securing a system by reducing its attack surface, which typically involves disabling unnecessary services, changing default passwords, and applying secure configurations.

	Intrusion Detection System (IDS)
	A system that monitors network traffic for suspicious activity or policy violations and sends alerts when potential threats are detected.

	IP Whitelisting
	A security practice where access to a system or interface is restricted to a pre-approved list of IP addresses.

	Logical Network Segregation
	The practice of dividing a network into smaller, isolated sections (subnets) using software-based controls like VLANs and firewall rules.

	MAC and IP Whitelisting
	A wireless authentication method where only devices with pre-approved MAC addresses and corresponding static IP addresses are allowed to connect.

	Network Access Controls
	Policies and technical rules that define which users, devices, or groups are allowed to access specific network resources.

	Network Diagrams
	Visual representations of the school's network, showing how devices are interconnected and where they are located.

	Network Inventories
	A comprehensive record of all network devices and endpoints, including their IP addresses, configurations, and their physical/logical layout.

	Network Segregation
	The practice of dividing a network into smaller, isolated sections (subnets) to control traffic flow and limit the spread of potential security threats.

	Network Tap / Mirror Port
	A method used on a network switch to copy network traffic from one or more ports to a designated monitoring port, allowing an IDS to analyze the traffic without being in-line.

	Non-routable IPs
	IP addresses (like the 192.168.x.x range) reserved for use on internal networks that are not directly accessible from the public internet.

	Physical Network Segregation
	Isolating networks using physically separate hardware, such as different switches, routers, or even separate internet service providers, to prevent any direct communication.

	Port Scanning
	The process of probing a server or host for open network ports, used to identify running services and verify that firewall rules are working as intended.

	Self-signed Certificate
	An SSL/TLS certificate that is not signed by a trusted Certificate Authority (CA), but by the entity that created it (e.g., the network device itself).

	SSID (Service Set Identifier)
	The public name of a wireless network that users see when searching for Wi-Fi connections.

	Subnet
	A logical subdivision of a larger network, allowing for more efficient traffic management and the application of granular security policies.

	Vulnerability Scanning
	The automated process of scanning systems, networks, and applications to identify known security vulnerabilities, such as missing patches or insecure configurations.

	Web Proxy
	A server that acts as an intermediary for web requests, allowing the school to filter content, block malicious sites, and monitor traffic.

	Whitelist Approach
	A security strategy where all network traffic is blocked by default, and only specifically approved traffic is explicitly allowed to pass.

	WPA2 / WPA3
	Modern security protocols for wireless networks that provide strong encryption and authentication. WPA3 is the latest and most secure standard.
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