Practical Guide to Mobile Device Management
November 19, 2025





Practical Guide to Mobile Device Management

Version 1.0








This document is intended as a practical guide for reference only. Schools should review the recommendations and adapt them as needed to suit their own environment, resources, and requirements. The author does not accept responsibility for any actions taken based on this guide.


Table of Contents
1.	Introduction	4
2.	Control Suggestions for School Managed Devices	5
If MDM Solution is Available	5
2.1.	Technical Controls via MDM Solutions	5
2.2.	Acceptable Use Policy Addendum	7
If MDM Solution is Not Available	8
2.3.	Alternative Technical Controls Without MDM Solutions	8
2.4.	Integration with Other Procedures	10
3.	Suggestions on Handling Bring-your-own-device (BYOD) Devices	11
3.1.	Network Segregation and Setup	11
3.2.	BYOD Inventory and Approval	12
3.3.	BYOD Inventory Review	12
Appendix	13
Glossary of Terms	13
School-owned Devices Acceptable Use Policy Template	17
BYOD Devices Acceptable Use Policy Template	21




1. [bookmark: _Toc210914726]Introduction
1.1. Purpose and Scope
This guide provides practical recommendations and baseline standards for mobile device management in schools across Hong Kong. Its aim is to help educational institutions implement secure management practices that protect mobile devices used at school environments and for educational/administrative purposes for the school.
The scope of this guide covers both cases where the school may/may not have access to a mobile device management (MDM) solution, providing technical controls and guidance on acceptable use for the use of mobile devices. There are also sections on implementing alternative technical controls in the case where an MDM solution is not currently in-use at the school, as well as the best practices to integrate these controls with other security measures – to be read in tandem with other practical guides provided. These guidelines have been derived from various accredited sources, including the Education Bureau of Hong Kong (EDB) as well as the Centre for Internet Security, both of whom have provided guidance and resources that are used to form the basis of these guides.

1.2. Audience (IT Administrators & Tech Staff)
This guide is intended for IT administrators, technical staff, and anyone responsible for managing user accounts or IT systems within the school environment. It assumes a basic understanding of information technology operations.
By following the guidance in this document, IT teams will be better equipped to:
· Implement technical controls on mobile devices through MDM solutions
· Formulate an Acceptable Use Policy that guides the use of mobile devices on school environments
· Support MDM solutions by integrating relevant controls with other procedures
· Administer alternative solutions for mobile device management in the case that no MDM tools are readily available
· Create Bring Your Own Device (BYOD) policies that govern the network segregation of devices
· Log a functional inventory of BYOD devices, along with approval and review policies

Schools are encouraged to adapt these recommendations to fit their own technical environments and operational needs.

2. [bookmark: _Toc210914727]Control Suggestions for School Managed Devices
This section explains how a school would be able to effectively manage the security of shared School-Managed Devices (e.g., student tablets/laptops). This section assumes that the devices are of school property and toward which the school has total control.

N.B.: MDM Enrolment
We highly encourage schools to consider free or low-cost MDM solutions specifically designed for education. MDM provides technical control as an alternative to labor-intensive policy controls, saving a lot of human resources. Some MDM providers offer heavily discounted pricing for schools.
The following sections of the guide will be split into two different scenarios; the first section will cover the use of MDM solution, and the other will cover controls that can be implemented in the absence of an MDM solution. 

[bookmark: _Toc210914728]If MDM Solution is Available
2.1. [bookmark: _Toc210914729]Technical Controls via MDM Solutions
This section lists the recommended controls that a school can implement for their shared devices with MDM.

2.1.1. Password Policy Enforcement
Enforce passcode policies through the MDM.
For details about the password policy, reference the Security Configuration Checklist.

2.1.2. Application Management
Establish a clear list on allowed and prohibited applications.
Configure the MDM to whitelist or blacklist applications according needs (blacklist if whitelisting is too restrictive)
	
Adaptational Tips: 

· Review the application list and the corresponding MDM control regularly (e.g., annually) such that the list remains appropriate for the requirements




2.1.3. Content Filtering
Configure the MDM to enforce content filtering policies. 
	
Practical Examples:

· Use a whitelist for all the approved education resources. If this proves to be too restrictive, GitHub has a lot of community-maintained domain blacklists for harmful content. 




2.1.4. Device Encryption
Enable device encryption via MDM during device setup.
	
Adaptational Tips: 

· Be mindful of the encryption scheme the MDM software is using. Weak ciphers such as DES and 3DES, and Weak Block Cipher Modes such as ECB should be avoided.




2.1.5. Remote Wipe
Implement remote wipe capabilities via MDM in case of device being stolen or lost.
	
Adaptational Tips: 

· Perform tests on the remote wipe functionality before deployment.
· Understand the limitations of the remote wipe function: Some implementations require internet connection of the stolen device.




2.1.6. Regular Updates
Enable device encryption via MDM during device setup.
	
Adaptational Tips: 

· Be mindful of the encryption scheme the MDM software is using. Weak ciphers such as DES and 3DES, and Weak Block Cipher Modes such as ECB should be avoided.




2.1.7. Post Device Use
Wipe the device with the MDM solution when repurposing the device (e.g., assigning to another student). Some MDMs would allow automating data wipe and re-enabling all security controls.
	
Adaptational Tips: 

· Follow proper procedures documented in Practical Guide to Data Handling when repurposing the device.




2.2. [bookmark: _Toc210914730]Acceptable Use Policy Addendum
MDM solutions may collect user activity for anomaly detection. It is important that the users are informed before device use. The below describes the clauses to add to the Acceptable Use Policy of School Devices if any data is collected by the MDM solution.
· User Activity Monitoring: Inform end users about the fact that device activity is monitored. 
· Data Collection and Usage Declaration: List out the usage data that the MDM solution will collect for monitoring purposes, and state that by agreeing to the Acceptable Use Policy the end user accepts the collection of such data. Common data MDM solutions collect include:
· App usage and activities: Tracking which applications are installed, used, and how much time or data they consume, including blacklisted or unauthorized apps. 
· Network and data usage: Monitoring network status, traffic consumption by apps, and overall data patterns to detect anomalies or excessive use. 
· Location and movement: Real-time location tracking and geofencing to monitor where devices (and by extension, users) are, often triggering alerts for unauthorized areas. 
· User logs and behavior patterns: Recording user actions, session logs, and behavioral anomalies, such as attempts to access restricted resources or suspicious activities like unauthorized network access. 
· Compliance and policy violations: Monitoring adherence to organizational policies, including security settings, software updates, and potential threats from user actions like jailbreaking or non-compliant configurations. 
· Device usage patterns: Overall patterns of how the device is used, including battery life, storage, and session durations, which can indirectly reflect user habits.
	
Adaptational Tips: 

· Data collected will differ between different MDM solutions. Please adjust the items when drafting the Acceptable Use Policy.




[bookmark: _Toc210914731][bookmark: _Hlk208224668]If MDM Solution is Not Available
This section lists the alternative controls that a school can consider implementing without the need of an MDM solution, aside on relying on the Acceptable Use Policy. We will first introduce technical controls and then provide an Acceptable Use Policy as a fallback.
2.3. [bookmark: _Toc210914732]Alternative Technical Controls Without MDM Solutions
In the absence of Mobile Device Management (MDM) solutions, alternative technical controls can be implemented. Scalability, however, remains a key consideration. While we can leverage Active Directory Group Policies to enforce controls centrally, controls must be applied individually and locally on each standalone or non-domain device.
	
Adaptational Tips: 

· To streamline deployment on standalone devices, configure a single device with the desired settings to serve as a "golden image," which can then be cloned across other similar devices. Note that different sets of controls will require separate golden images.
· Regardless of the approach, always restrict end-user access to administrative privileges to maintain security and prevent unauthorized changes.




2.3.1. Password Policy Enforcement

· Domain-Joined Windows Devices: Set Default Domain Policy for establishing the Password Policy. To apply different rules for younger students, use Fine-Grained Password Policies for younger student groups.
· Standalone Windows Devices: Set up Password Policy with the Local Security Policy editor.
· MacOS: Use Apple Configurator to create .mobileconfig files which define password rules. Transfer and install them during initial setup of the device. 

For details about the password policy, reference the Security Configuration Checklist.
2.3.2. Application Management
Establish a clear list on allowed and prohibited applications. 
Different Operating Systems have built-in tools for blacklisting and whitelist applications. This includes AppLocker on Windows and Apple Configurator on MacOS.
	
Adaptational Tips: 

· AppLocker rules are based on publisher, path, or hash for specific executables. These may proof challenging for making an exhaustive blacklist. Whitelists are therefore recommended.
· Apple Configurator identifies applications by their bundleID, making blacklists more powerful.




2.3.3. Content Filtering
Implement network-wide content filtering (e.g., DNS proxies and firewall rules) in school premises. 
	
Practical Examples:

· Use a whitelist for all the approved education resources. If this proves to be too restrictive, GitHub has a lot of community-maintained domain blacklists for harmful content. 
· Consider OpenDNS or Pi-Hole as the main free options.




2.3.4. Device Encryption
Modern Android and iOS devices encrypt system files as long as there is a password set.
For Windows and MacOS laptops, deploy controls to enforce Bitlocker and FileVault implementation.
· Domain-Joined Windows Devices: Create Group Policy for Bitlocker Drive Encryption.
· Standalone Windows and MacOS Devices: Configure the encryption one by one. Since this is about full disk encryption with TPM integration, Direct cloning will cause caveats. Consider using automated scripts on an USB to ease the process.

2.3.5. After Use Device Wipe
Manually wipe the devices when repurposing them. Follow Practical Guide to Data Handling for more details.

2.4. [bookmark: _Toc210914733]Integration with Other Procedures
· Follow Practical Guide for Asset Management for guides for guidance on distributing devices.
· Follow Practical Guide for Physical Security for guidance on Secure Storage of School-owned devices.



3. [bookmark: _Toc210914734]Suggestions on Handling Bring-your-own-device (BYOD) Devices
Adaptation of BYOD devices pose a unique security threat to schools, for essentially it means allowing external devices to access school resources. Deploying MDM solutions on teacher and student devices will be unfeasible, and few policies will be effective due to lack of willingness to comply.
3.1. [bookmark: _Toc210914735]Network Segregation and Setup
Treat all BYOD Devices as external. Provide internet access via access points that are either physically or logically segregated from the school infrastructure. 
Ensure that the passwords of the access points are secure. Refer to the Security Checklist for definitions of a strong password.
Ensure that the protocols of the school’s access points are up to date, e.g., use access points that support WPA3. 
If there is a need for access to internal network, consider requiring a certificate to connect to the access point, or consider if an access point is needed to begin with.
	
Adaptational Tips: 

· For groups that need access to internal data with their BYOD devices, make a standalone access point for each group, which are separated from each other and to the internal networks logically (e.g., firewall/gateway). Access controls can then be implemented.




	
Practical Examples:

· Assuming the teachers do not need access to internal servers with their BYOD machines, use 2 separate internet service providers for internal internet access and BYOD/Guest internet access and ensure no physical links between the subnets are present.
· Assuming that the teachers need access to internal resources, but students do not. Make in total of 3 subnets – Internal network, Teacher BYOD and Student BYOD. Segregate Teacher BYOD and internal network with a gateway/firewall, and use another internet service provider for Student BYOD.




3.2. [bookmark: _Toc210914736]BYOD Inventory and Approval
Establish an approval process for each BYOD Device that has to connect to the internal network.
BYOD Inventory
Maintain a detailed inventory of all BYOD devices that has been allowed access to internal resources, including user information, device details, and a list of installed applications, date of approval.
Approval
Approval of access should be done by IT, which should assess if the device is compliant by checking the device against the technical controls of the AUP.
If the device is compliant, the IT could grant access to the resources the end user needs after the they sign the Acceptable Use Policy for BYOD Devices.

	
Practical Examples:

· After end user signs the Acceptable Use Policy, grant access by setting firewall rules based on mac addresses.
· When granting access, grant the only necessary access they need.




3.3. [bookmark: _Toc210914737]BYOD Inventory Review
Conduct regular (e.g., yearly) reviews on the BYOD Inventory list on the needs of access. Revoke Access if the user does not need access anymore.



[bookmark: _Toc210914738]Appendix
[bookmark: _Toc210914739]Glossary of Terms
	Term
	Definition

	School-Managed Devices
	Devices owned and fully controlled by the school (e.g., shared student tablets/laptops) where the school can enforce settings, install software, and restrict use.

	Mobile Device Management (MDM)
	A platform that centrally enrolls, configures, and manages devices, enforces security policies, deploys apps, monitors compliance, and can locate or wipe devices remotely.

	MDM Enrollment
	The process of registering a device with the MDM so it can receive and enforce school policies and configurations.

	Acceptable Use Policy (AUP)
	A set of rules that defines acceptable and unacceptable behavior when using school devices, networks, and data.

	User Activity Monitoring
	The collection and review of device/user activity (e.g., app use, network use, location) to detect misuse, policy violations, or security issues.

	Data Collection and Usage Declaration
	A statement in the AUP explaining what data the MDM collects, why it is collected, and how it will be used.

	Anomaly Detection
	The identification of unusual patterns in device or user behavior that may indicate misuse, compromise, or policy violations.

	Geofencing
	A location-based control that uses virtual boundaries to trigger actions or alerts when a device enters or leaves defined areas.

	Usage Logs
	Time-stamped records of device and user actions (e.g., logins, app launches, network connections) used for monitoring and investigation.

	Compliance Monitoring
	Checking devices against required security settings and policies to ensure they remain compliant.

	Policy Violation
	Any instance where a user or device fails to follow defined school policies or security requirements.

	Remote Wipe
	A command sent to a device to erase data and restore it to a factory or baseline state, typically used if a device is lost or stolen.

	Device Encryption
	The process of protecting stored data on a device by converting it into unreadable form unless the correct key or password is provided.

	Full Disk Encryption (FDE)
	Encryption that protects the entire storage drive, ensuring data remains unreadable if the device is lost or stolen.

	BitLocker
	Microsoft Windows full disk encryption technology that protects data at rest, often using a TPM.

	FileVault
	Apple macOS full disk encryption technology that protects data at rest.

	Trusted Platform Module (TPM)
	A hardware chip that securely stores cryptographic keys and supports device integrity checks and disk encryption.

	Password Policy
	Rules for creating, changing, and managing passwords (e.g., length, complexity, lockout).

	Strong Password
	A password that meets or exceeds policy (e.g., long, unique, and hard to guess) to resist brute-force and guessing attacks.

	Fine-Grained Password Policies
	Active Directory feature allowing different password rules for different user groups (e.g., younger students vs. staff).

	Default Domain Policy
	The baseline Group Policy Object linked to the domain that typically defines organization-wide settings such as password policy.

	Local Security Policy
	Windows local configuration (secpol.msc) used to enforce security settings on standalone (non-domain) devices.

	Apple Configurator
	Apple tool used to create and deploy configuration profiles, supervise devices, and install apps on iOS/iPadOS/macOS devices.

	.mobileconfig
	Apple configuration profile file used to apply settings (e.g., passcode rules, Wi‑Fi) to Apple devices.

	Application Management
	The control of which applications can be installed or run, and how apps are deployed and updated on devices.

	Whitelisting (Allowlisting)
	A control approach that permits only approved apps, websites, or domains; everything else is blocked by default.

	Blacklisting (Blocklisting)
	A control approach that blocks specific apps, websites, or domains while allowing other items by default.

	AppLocker
	A Windows feature that restricts which executables, scripts, and packaged apps can run based on publisher, path, or hash rules.

	BundleID
	A unique identifier assigned to an app in Apple ecosystems, used to target or control specific apps.

	Content Filtering
	Controls that restrict access to web content or domains based on categories, whitelists, or blacklists.

	DNS Filtering
	Filtering web access by controlling DNS queries to block or allow specific domains before connections are made.

	OpenDNS
	A cloud-based DNS service (Cisco) that can provide category-based web filtering and security protections.

	Pi-hole
	An open-source DNS sinkhole that blocks ads and trackers and can be used for basic domain-level content filtering on a network.

	Golden Image
	A standardized, pre-configured system image used to clone consistent settings and software to many devices.

	Cloning (Disk Imaging)
	Creating and deploying an image of a configured device to other devices to speed setup and ensure consistency.

	Domain-Joined Device
	A computer connected to an Active Directory domain, allowing centralized authentication and policy enforcement.

	Standalone Device
	A device not joined to a domain; managed locally on the device itself.

	Active Directory (AD)
	Microsoft directory service for managing users, groups, devices, authentication, and policies across an organization.

	Group Policy (GPO)
	Active Directory mechanism for centrally enforcing configuration and security settings on users and computers.

	Network Segregation
	The practice of separating networks or user groups into isolated segments to reduce risk and limit access (e.g., internal vs. BYOD).

	Subnet
	A logical subdivision of a network with its own IP address range, often used to separate traffic and apply different controls.

	Firewall
	A security device or software that permits or blocks network traffic based on defined rules.

	Gateway
	A network device (often a router or firewall) that connects different networks and enforces routing and access controls between them.

	Access Point (AP)
	A device that provides wireless (Wi‑Fi) network access to client devices.

	WPA3
	The current Wi‑Fi security protocol that offers stronger encryption and authentication than WPA2.

	Certificate-Based Authentication
	Using digital certificates to authenticate devices or users to a network or service, often for secure Wi‑Fi access.

	MAC Address
	The unique hardware identifier of a network interface, sometimes used in access control lists or firewall rules.

	BYOD (Bring Your Own Device)
	A practice allowing users to connect personal devices to school networks or resources under defined conditions.

	BYOD Inventory
	A record of approved personal devices allowed to access internal resources, including owner, device details, apps, and approval dates.

	Approval Process
	The steps and criteria used by IT to review, authorize, and grant device access to specific resources.

	Compliance Check
	The assessment of a device against required technical controls and AUP criteria before granting or retaining access.

	Post-Use Device Wipe
	The process of erasing user data and restoring the baseline configuration before reassigning a device to another user.

	Secure Disposal/Wipe
	Permanently erasing data so it cannot be recovered when repurposing or retiring a device.

	Practical Guide to Data Handling
	An internal reference document that defines procedures for secure data handling, wiping, and repurposing of devices.

	Practical Guide for Asset Management
	An internal reference for distributing, tracking, and maintaining school-owned devices.

	Practical Guide for Physical Security
	An internal reference for physically securing devices (e.g., storage, access control).

	Cryptographic Cipher
	An algorithm used to encrypt and decrypt data; its strength affects overall security.

	DES
	A legacy symmetric cipher now considered insecure and not suitable for protecting modern data.

	3DES
	A legacy cipher that applies DES three times; now considered weak and being phased out.

	ECB (Electronic Codebook)
	An insecure block cipher mode that reveals patterns in data and should be avoided.

	Content Whitelist
	A list of approved websites or domains that users are allowed to access; all others are blocked.

	Domain Blacklist
	A list of forbidden websites or domains that users are not allowed to access; others remain allowed.

	DNS Proxy
	A server or service that forwards DNS queries on behalf of clients and can enforce filtering and logging policies.

	Internet Service Provider (ISP)
	A company that provides Internet connectivity; separate ISPs can be used to isolate internal and BYOD/guest networks.

	Jailbreaking
	The act of removing manufacturer or OS restrictions on a device (e.g., iOS), allowing unauthorized apps or settings and weakening security.

	Non-Compliant Configuration
	A device state that does not meet required security policies (e.g., outdated OS, disabled encryption, or prohibited apps).





[bookmark: _Toc210914740]School-owned Devices Acceptable Use Policy Template
Acceptable Use Policy (AUP) for School-Owned Devices
Introduction
This Acceptable Use Policy (AUP) outlines the guidelines for using school-owned devices, such as laptops and tablets, for educational purposes. These devices are provided to support learning, teaching, and school-related activities for both students and teachers. All users must use these devices responsibly to protect school data, ensure security, and comply with legal and ethical standards. By using a school-owned device, you agree to follow all rules outlined in this policy. Violations may result in disciplinary action, such as loss of device privileges, detention (for students), or further consequences as determined by school administration.
This policy covers key areas of device usage, security, and maintenance. All users are expected to review and adhere to these guidelines.
Safe Wi-Fi Usage
To protect school information and personal data, it is crucial to connect to secure networks.
· Connect only to secure, school-provided Wi-Fi networks when accessing important school information, such as student records or grades. These networks are designed to keep your information private and safe.
· Avoid using public Wi-Fi hotspots (like those at cafes or malls) for school-related work unless you are using a school-approved Virtual Private Network (VPN). Public networks are often not secure and can expose your information to risks.
· If you are unsure whether a Wi-Fi network is safe or legitimate, please ask the school's IT staff for verification.
Secure Data Processing
Handling school data securely is essential to maintain privacy and prevent unauthorized access.
· Use only applications or platforms approved by the school for managing sensitive information (e.g., student IDs, personal details). These approved tools, such as secure cloud storage, are equipped with end-to-end encryption to protect your data.
· Never enter sensitive information on applications or websites that are not encrypted or approved by the school. Look for "https://" in the website address, which indicates a secure connection.
· If you have any doubts about the security of an application or website connection, please consult the school's IT staff.
Data Backup and Synchronization
Regularly backing up your schoolwork helps prevent loss and ensures your progress is saved.
· Use school-provided tools like Google Drive or OneDrive for saving and syncing all your educational files. Ensure that encryption features are enabled as instructed by the school.
· Regularly save your work to the school-approved cloud storage. This practice is vital to prevent losing your assignments and projects.
· Confirm with the IT staff that your backup settings meet the school's security and encryption requirements.
Device Storage
· Store your device in secure locations when it is not in use, such as in a locked cabinet or your school bag. This is especially important when you are outside school property.
· Avoid leaving devices unattended in public or unsecured areas.
Adherence to Login and Password Policy
Following login and security protocols protects your device, account and the school's network.
· Create and maintain strong passwords as required by the IT department. A strong password is <Reference the Security Configure Checklist>. Never share your passwords with anyone.
· Report any issues with your login or auto-lock settings to the IT staff promptly. This ensures your device remains secure.
Password Management
· Do not save passwords for your school email, network logins, or other accounts directly on the device.
· Disable auto-save password features in web browsers or applications when you first set up your device.
· Memorize your passwords or use a school-approved password manager if available.
Device Return and Data Erasure
· Return devices to the IT staff for data erasure before they are disposed of or given to another student. Do not attempt to erase data from the device yourself.
Inventory Reporting
· Report any changes in your device's status immediately to the IT staff, such as if it is lost, damaged, or reassigned to someone else. This helps the school keep accurate inventory records.
General Usage Guidelines
In addition to the security-focused rules above, the following guidelines ensure responsible and effective use of school-owned devices for both students and teachers:
· Permitted Use: Devices are intended for school-related activities, including classwork, homework, lesson planning, grading, research, and professional development. Limited personal use (e.g., checking weather or educational apps) is allowed, provided it does not interfere with school responsibilities or violate this policy.
· Prohibited Activities:
· Installing unauthorized software, apps, or extensions without IT approval, as this may introduce security risks or violate licensing agreements.
· Accessing, downloading, or distributing inappropriate, illegal, or copyrighted materials, including but not limited to content that is violent, discriminatory, or sexually explicit.
· Using devices for gaming, social media (unless school-approved for educational purposes), or any activity that distracts from learning or teaching.
· Modifying device settings, hardware, or software beyond what is explicitly allowed by IT.
· Bullying, harassing, or sending inappropriate messages via school devices or accounts.
· Internet and Email Usage: All internet and email activity on school devices is monitored and logged for security and compliance purposes. Use school email for educational communications only. Respect intellectual property rights and avoid sharing confidential information via unsecured channels.
· Physical Care and Maintenance: Handle devices with care to avoid damage. Report any hardware issues (e.g., cracked screens, battery problems) to IT immediately. Do not attempt repairs yourself.
· Remote Access and Off-Site Use: When using devices outside school (e.g., at home), ensure they are in a secure environment. Enable all required security features, such as auto-lock after inactivity and full-disk encryption. Students must have parental supervision for home use as appropriate.
· Monitoring and Privacy: The school reserves the right to monitor device usage, including files, emails, and browsing history, to ensure compliance. Users have no expectation of privacy on school-owned devices.
Consequences of Violations
Violations of this AUP may result in:
· For students: Loss of device privileges, detention, parental notification, or other school disciplinary measures.
· For teachers: Temporary suspension of device access, required retraining, performance reviews, or other administrative actions up to and including termination.
· Legal action if violations involve illegal activities or data breaches.
The school will investigate all reported violations promptly and fairly.
Acknowledgment of Acceptable Use Policy (AUP)
Understanding and agreeing to the school's rules for device use is a mandatory step.
· Review and sign the acknowledgment form (either a physical paper or a digital form) provided by the IT staff before you begin using the school device. This form confirms your understanding of these guidelines. For students under 18, a parent or guardian must also sign.
· If any part of the Acceptable Use Policy (AUP) or security reminders is unclear, contact the IT staff for clarification.
By signing, you acknowledge that you have read, understood, and agree to comply with this AUP. This policy is subject to updates; users will be notified of changes and required to re-acknowledge as needed.
User Signature: ___________________________ Date: ________________
Printed Name: __________________________ Role (Student/Teacher): ________________
Device Assigned: ________________
Parent/Guardian Signature (if student under 18): ______________________________ Date: ________________
For questions or support, contact the school's IT staff at [insert contact information].



[bookmark: _Toc210914741]BYOD Devices Acceptable Use Policy Template
Acceptable Use Policy for Bring Your Own Device (BYOD) 
Introduction and Purpose
This Acceptable Use Policy (AUP) outlines the guidelines for the use of personal mobile devices (BYOD), such as smartphones, tablets, and laptops, when connecting to the school's network and IT systems. The policy aims to ensure a safe, secure, and productive learning environment while protecting school data, networks, and resources from risks such as unauthorized access, data breaches, malware, and loss of sensitive information.
This policy is developed in reference to the Education Bureau's (EDB) "Information Security in Schools - Recommended Practice (September 2019)," particularly Chapters 5 (Access Control), 7 (Network and Communication Security), and 9 (Mobile Device and Mobile Application Protection). It promotes the principles of least privilege, need-to-know access, and responsible use to comply with relevant laws, including the Personal Data (Privacy) Ordinance.
The school encourages the use of BYOD for educational purposes but reserves the right to restrict or revoke access if the policy is violated.
Scope
This policy applies to:
· All students, staff, and visitors using personal devices to access the school's Wi-Fi network, wired connections, or any school IT resources.
· BYOD includes any personally owned mobile device (e.g., iOS/Android phones/tablets, laptops) capable of connecting to the school network.
· School-owned devices are covered under separate IT policies but must adhere to similar security standards when used alongside BYOD.
Exemptions may be granted for accessibility needs, subject to approval by the IT Head.
Acceptable Use Guidelines
Users may use BYOD for:
· Educational activities, such as accessing learning management systems, school email, or approved online resources.
· Administrative tasks (for staff), including collaboration tools and document sharing.
· Limited personal use during non-instructional time, provided it does not interfere with school activities or violate this policy.
All use must align with the school's mission and values, and users must respect the rights of others (e.g., no harassment, bullying, or infringement of intellectual property).
Prohibited Activities
The following are strictly prohibited on BYOD when connected to the school network:
· Accessing, downloading, or distributing illegal, harmful, or inappropriate content (e.g., pornography, hate speech, copyrighted materials without permission).
· Installing or running unauthorized software, including malware, viruses, or apps from untrusted sources. Only apps from official stores (e.g., Apple App Store, Google Play) or school-approved lists are permitted.
· Sharing school credentials (e.g., usernames, passwords) or using shared/group accounts for BYOD access.
· Jailbreaking/rooting devices or exploiting the operating system.
· Connecting to the school network from untrusted or compromised devices (e.g., without up-to-date security patches).
· Using BYOD for commercial activities, gaming, or streaming media that consume excessive bandwidth.
· Bypassing school security measures, such as using VPNs to circumvent firewalls or accessing restricted sites.
· Unauthorized recording, photographing, or filming of students, staff, or school facilities without consent.
Security Requirements for Devices
To connect to the school network, BYOD must meet the following minimum security standards. The school may use Mobile Device Management (MDM) tools to enforce compliance where feasible:
· Device Configuration:
· Enable a strong lock screen: Minimum 8-character password/PIN with mixed characters (letters, numbers, symbols); auto-lock after 5 minutes of inactivity.
· Install and maintain up-to-date anti-malware software with real-time scanning.
· Enable full-device encryption (e.g., FileVault on macOS, BitLocker on Windows, built-in encryption on iOS/Android).
· Keep the operating system and all apps updated with the latest security patches.
· Disable auto-save for passwords and do not store school credentials on the device.
· Network Access:
· Connect only via the school's secure Wi-Fi (WPA2/WPA3-Enterprise with authentication). Guest networks are isolated and do not provide access to internal resources.
· Use school-provided VPN for any access to sensitive internal systems; personal VPNs are not permitted.
· Avoid connecting to public Wi-Fi while handling school data; if necessary, use cellular data with encryption.
· Approval and Inventory:
· Devices must be registered with the IT department (e.g., via MDM enrollment) and approved before access to internal network is granted.
· The school will maintain an inventory of connected BYOD, including user details and installed apps.
· Data Handling:
· Minimize storage of sensitive school data (e.g., student records) on personal devices; use school-provided cloud storage with encryption.
· Enable remote wipe capabilities through MDM for lost/stolen devices.
· Back up data using encrypted tools; erase all school data before device disposal or reuse.
Users are responsible for physically securing devices (e.g., not leaving them unattended) and reporting loss/theft immediately to the IT Head.
User Responsibilities
· Monitoring Consent: Users acknowledge that the school may monitor network traffic, device logs, and activities for security purposes (e.g., detecting unauthorized access or malware).
· Public Use: When using BYOD outside school (e.g., for homework), avoid processing sensitive data without secure connections; use caution with Bluetooth/NFC to prevent interception.
Network Protection Measures
The school implements the following to safeguard the network:
· Firewalls, intrusion detection/prevention systems (IDS/IPS), and zoning to isolate BYOD traffic from critical systems.
· Regular audits for rogue access points and vulnerability scans.
· Logging of all access attempts.
· Bandwidth management to prevent abuse.
BYOD traffic is segregated (e.g., in a guest/staff/student domain) and filtered to block malicious sites.
Monitoring, Enforcement, and Consequences
· The IT department will monitor compliance through logs, scans, and random audits. Abnormal activities (e.g., malware detection) may trigger investigations.
· Violations will be handled progressively:
· First offense: Warning and mandatory retraining.
· Repeated or serious offenses (e.g., data breach): Temporary or permanent revocation of network access; disciplinary action (e.g., suspension for students, termination for staff).
· Legal violations: Reported to authorities as required.
· Appeals can be made to the Principal within 7 days.
Acknowledgement
By connecting a BYOD to the school network, users agree to comply with this AUP. Parents/guardians must co-sign for students under 18. Acknowledgement can be via signed form, email confirmation, or MDM enrollment.
Contact: For questions, contact the IT Head at [email/phone]. This policy will be reviewed annually or as needed, in line with EDB guidelines.
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