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This document is intended as a practical guide for reference only. Schools should review the recommendations and adapt them as needed to suit their own environment, resources, and requirements. The author does not accept responsibility for any actions taken based on this guide.
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1. [bookmark: _Toc209443293]Introduction
1.1. Purpose and Scope
This guide provides practical recommendations and baseline standards for email security in schools across Hong Kong. Its aim is to help educational institutions establish secure, consistent, and effective email management practices that reduce the risk of compromise of school systems and sensitive information.

The scope of this guide includes spam and phishing protection measures, mail server management, technical controls for cloud-managed mail services, and user support for reporting and acting upon suspicious emails. It is designed to be adaptable for different school sizes, system types, and available resources.

1.2. Audience (IT Administrators & Tech Staff)
This guide is intended for IT administrators, technical staff, and anyone responsible for managing user accounts or IT systems within the school environment. It assumes a basic understanding of information technology operations.

By following the guidance in this document, IT teams will be better equipped to:
· Enforce stringent email security practices across the school, both when managing incoming and outgoing emails.
· Enable scam and phishing protection measures.
· Maintain security and protection for mail servers, including those hosted on the cloud as well as self-hosted email servers.
· Share common practices and safe procedures for handling emails securely, providing information and training on spotting and acting against suspicious emails.

Schools are encouraged to adapt these recommendations to fit their own technical environments and operational needs.


2. [bookmark: _Toc209443294]Suggestions for IT
[bookmark: _Toc209443295]General Suggestions
2.1. [bookmark: _Toc209443296]Concealing Email Addresses
The email address is also part of the password verification. Concealing email addresses means it will be harder for attackers to get hold of login credentials. 
· Configure role-based aliases for external emails to minimize personal address exposure.
· Assign complex, non-predictable email names.

	
Practical Examples:

· Set up role-based aliases, for example “External Communications” that teachers can use instead of their own email when replying to external emails.
· Consider using combinations other than trivial last name first name combinations, e.g., “axc362@mail.com” rather than “alice.chan@mail.com”




2.2. [bookmark: _Toc209443297]Scam and Phishing Protection
· Prepare training materials on spotting and reporting phishing attempts, and procedures for phishing reports.
· Explore open-source phishing detection/analysis software and configure server filters for scam patterns (e.g., urgent keywords). 

	
Adaptational Tips: 

· Consider taking reference from Section 3 when working on training materials.
· Make the phishing report procedure as simple as possible.
· Open-source phishing and spam detection will provide technical controls worth exploring rather than solely relying on end user reports.




	
Practical Examples:

· Open-source suggestions: Apache SpamAssassin for filtering, ThePhish for automated phishing report analysis.





[bookmark: _Toc209443298]Suggestions for On-Premises Mail Servers
This section outlines processes to secure an on-premises mail server. Use these recommendations as a foundation and adjust them to suit your school’s needs and restrictions. 

2.3. [bookmark: _Toc209443299]Mail Server Protection
The first step to protecting emails is to protect the mail server itself. Below are generic suggestions on how to reduce the attack surface of an on-premises mail server.
· Deploy firewalls to restrict SMTP traffic to trusted School IPs. 
· Configure servers to strip internal network details from response headers.
· Perform due diligence for updates/patches. See Guide for Maintenance & Patch Management for more details.

	
Adaptational Tips: 

· If external access is required, use a VPN and whitelist the IP range of the VPN in the firewall.
· If there are use cases in which IP whitelisting is not feasible, consider using blacklists to ban access based on regions. 




	
Practical Examples:

· Blacklist IPs from regions the school has no interactions with, for example North Korea and Iran.





2.4. [bookmark: _Toc209443300]Anti-Bombing/Spamming Measures
This section suggests measures that aims to detect and filter unwanted email activities, including spam, bombing and malicious emails (e.g., viruses).
· Implement logging/intrusion detection to auto-ban suspicious IPs and set up mobile alerts for such events.
· Restrict relaying for authenticated users only.
· Enforce size and rate limits to prevent resource drain.
· Deploy virus scans for attachments and quarantine emails when flagged positive.

	
Adaptational Tips: 

· Be mindful of traffic patterns when setting thresholds, for there may be email surges during periods such as enrolment periods or events.
· Consider integrating to any existing IT dashboards.




	
Practical Examples:

· Use tools like Fail2Ban for intrusion detection and banning IP addresses.
· Use a lower threshold during 12nn-6am, when large traffic is not expected because end users should be asleep.




[bookmark: _Toc209443301]Suggestions for Cloud Mail Services
[bookmark: _Hlk208224668]This section outlines processes to secure emails on a Cloud Mail Service. (e.g., Outlook, Gmail). Use these recommendations as a foundation and adjust them to suit your school’s needs and restrictions.

2.5. [bookmark: _Toc209443302]Anti-Bombing/Spamming Measures (Cloud)
[bookmark: _Hlk208391482]Most Cloud Mail Services have spam filters implemented by default and will allow configurations via admin panel. Check for the following settings:
· Configure logging for anomaly detection. 
· Enable sender verification in settings.
· Set size and rate limits with policies.
	
Adaptational Tips: 

· Most of the Cloud Mail Providers has built-in spam/phishing/virus detection.
· Consider checking for APIs that allow logs to be exported to a local machine such that third-party anomaly detections systems can be used.






3. [bookmark: _Toc209443303]Suggestions for End Users
End Users, including teachers and students should consider the following items to minimize the effectiveness of the email attack vector. Use this guide as a reference for making training materials, or as a template for internal guidelines for all teachers. 
3.1. [bookmark: _Toc209443304]Safe Email Handling
General Precautions
· Verify Sender Identity: Always check the sender's email address for authenticity. Spoofed addresses may appear legitimate but contain subtle discrepancies (e.g., unusual domains). If in doubt, give the sender a call according to your own contacts.
· Avoid Opening Emails from Unknown Senders: Do not open or respond to unsolicited emails. Mark them as spam to improve filtering.
· Exercise Caution with Links: Hover over hyperlinks to inspect the destination URL before clicking. Avoid clicking if the URL seems suspicious or mismatched.
· Limit Email Address Exposure: Restrict email to professional use. Avoid using the school email to sign up for any personal service/accounts (e.g., News subscriptions), and avoid posting the email address online (e.g., blogs). 
Handling Attachments
· Download Attachments Only from Trusted Sources: Restrict downloads to known contacts or verified organizations. Scan all attachments with up-to-date antivirus software before opening.
· Manage Encrypted Attachments Securely: Refrain from decrypting attachments if the password is provided in the same email or if the source is unknown. Request the password via an out-of-band channel (e.g., phone call or secure messaging app) to confirm legitimacy.
Responding to Suspicious Activity
· Delete and Report Suspicious Emails: Immediately delete emails that appear fraudulent, contain urgent demands, or request sensitive information. Report them to your IT department or email provider for investigation.
· Do Not Share Sensitive Information: Never provide personal, financial, or login details in response to an email, even if it claims to be from a trusted entity. Verify requests through official or out-of-band channels (e.g., phone call or secure messaging app).
	
Adaptational Tips: 

· Make the designated reporting channels known to teachers and remind them constantly.
· Consider making posters to give constant reminders to teachers.



3.2. [bookmark: _Toc209443305]Common Signs of Suspicious Emails
Sender and Header Anomalies
· Spoofed or Mismatched Sender Address: The email appears to come from a trusted entity (e.g., a bank or colleague), but the actual address is unfamiliar or contains slight variations (e.g., "support@bankk.com" instead of "support@bank.com").
· Unexpected or Unsolicited Origin: Emails from unknown senders or organizations you have no prior relationship with, especially those claiming urgency.
Content and Language Indicators
· Urgent or Threatening Language: Phrases demanding immediate action, such as "Your account will be suspended" or "Click now to avoid penalties," to create panic and bypass critical thinking.
· Requests for Sensitive Information: Demands for passwords, financial details, or personal data, often under the guise of verification or updates. Legitimate organizations rarely request such information via email.
· Poor Grammar, Spelling, or Formatting: Errors, awkward phrasing, or inconsistent branding (e.g., mismatched logos or fonts) that deviate from professional standards.
· Generic or Impersonal Greetings: Use of "Dear User" or "Valued Customer" instead of your name, indicating a mass-distributed scam.
Links and Attachments
· Suspicious Hyperlinks: Links that do not match the displayed text (e.g., hovering reveals a different URL), lead to unfamiliar domains, or includes variations of familiar domains (e.g., www.gmaiI.com instead of gmail.com).
· Unexpected Attachments: Files from unknown sources and with unusual extensions (e.g., .exe, .zip), may contain malware. Encrypted attachments with passwords in the same email are especially suspicious in this regard.
Other Red Flags
· Promises of Rewards or Prizes: Offers of money, gifts, or opportunities that seem too good to be true, often requiring clicks or data submission.
· Inconsistencies in Context: Emails referencing uninitiated transactions, unknown accounts, or events you did not participate in.



[bookmark: _Toc209443306]Glossary of Terms
	Term
	Definition

	On‑premises mail server
	A school‑managed email server hosted on the school’s own network or data center rather than in a public cloud.

	Cloud mail service
	An email platform hosted and managed by a cloud provider (e.g., Microsoft 365, Google Workspace) and administered via a web console.

	Role‑based alias
	An address representing a function or team (e.g., admissions@) used to reduce exposure of personal addresses and ease handover.

	Non‑predictable email address format
	A naming convention that avoids easily guessed patterns (e.g., random strings instead of firstname.lastname) to hinder account guessing.

	Phishing
	A social‑engineering email attack attempting to trick recipients into revealing credentials, data, or executing harmful actions.

	Email scam
	A fraudulent message (e.g., urgent payment, gift‑card requests, VIP impersonation) seeking financial gain or data theft.

	Spam
	Unsolicited or bulk email that clutters inboxes and may contain malicious links or attachments.

	Mail bombing
	A denial‑of‑service tactic sending very high volumes of email to overwhelm a mailbox or server.

	Sender spoofing
	Forging the “From” address or display name so a message appears to come from a trusted sender.

	Sender verification
	Technical/policy checks to confirm a sender is legitimate, reducing spoofing and impersonation.

	Quarantine
	A holding area where suspicious emails are isolated for review before release to inboxes.

	Attachment malware scanning
	Automated analysis of attached files to detect and block malicious code.

	Link protection / URL rewriting
	A control that scans and rewrites links so destinations are checked at click time to block malicious sites.

	Anomaly detection
	Monitoring for unusual email or login patterns (e.g., spikes, atypical IPs) that may indicate abuse or compromise.

	Firewall
	A device/service that filters network traffic by rule, used to restrict SMTP and protect mail systems.

	SMTP (Simple Mail Transfer Protocol)
	The protocol used for transmitting email between servers and from clients to servers.

	IP allowlist (whitelist)
	A list of trusted IP addresses permitted to access a service; all others are blocked by default.

	IP blocklist (denylist)
	A list of IP addresses explicitly blocked due to abuse, threats, or policy violations.

	Rate/size limiting
	Controls that cap message volume or size over time to prevent resource exhaustion and mailbox bombing.

	Fail2Ban
	An open‑source tool that parses logs and automatically blocks IPs after repeated suspicious activity.

	Apache SpamAssassin
	An open‑source email filtering framework that scores messages for spam indicators and enables filtering actions.

	ThePhish
	An open‑source tool that analyzes reported phishing emails to help triage and classify them automatically.

	Sandbox / isolated environment
	A controlled VM/container used to open or analyze risky files without endangering production systems.

	Header sanitation
	Configuration that removes internal routing/system details from outgoing email headers to avoid leaking network information.

	Out‑of‑band verification
	Confirmation of a request using a separate trusted channel (e.g., phone call) to reduce phishing risk.

	TLS (Transport Layer Security)
	Encryption protocol protecting data in transit between email clients/servers when supported and enforced.

	Authenticated relay restriction
	A rule that permits email relaying only for authenticated users, preventing open‑relay abuse.

	Admin console / dashboard
	The management interface for configuring mail security settings, policies, logs, and alerts.

	Phishing simulation
	A controlled campaign that sends realistic test emails to train users to recognize and report suspicious messages.

	Public Wi‑Fi caution
	User guidance to avoid accessing sensitive data over open hotspots unless protected (e.g., via VPN or pre‑encrypted files).
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