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This document is intended as a practical guide for reference only. Schools should review the recommendations and adapt them as needed to suit their own environment, resources, and requirements. The author does not accept responsibility for any actions taken based on this guide.
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1. [bookmark: _Toc209084474]Introduction
1.1. Purpose and Scope
This guide provides practical recommendations and baseline standards for data labelling in schools across Hong Kong. Its aim is to help educational institutions maintain a consistent baseline in labelling and safeguarding their data, ensuring that school systems and sensitive information are handled securely.
The scope of this guide includes data labelling standards, technical procedures, secure data storage and sharing, and data lifecycle management. It is designed to be adaptable for different school sizes, system types, and available resources. These guidelines have been derived from various accredited sources, including the Education Bureau of Hong Kong (EDB) as well as the Centre for Internet Security, both of whom have provided guidance and resources that are used to form the basis of these guides.

1.2. Audience (IT Administrators & Tech Staff)
This guide is intended for IT administrators, technical staff, and anyone responsible for managing user accounts or IT systems within the school environment. It assumes a basic understanding of information technology operations.
By following the guidance in this document, IT teams will be better equipped to:
· Classify data according to its importance, sensitivity and level of security required to protect the data
· Follow a uniform labelling procedure that is associated with a file/document’s data class
· Securely store and send sensitive data through a simple series of steps that maintain consistent security
· Understand the data lifecycle and how best to remove/dispose of data when no longer required
Schools are encouraged to adapt these recommendations to fit their own technical environments and operational needs.


2. [bookmark: _Toc209084475]Establishing a Data Labelling Standard
This section outlines core components of a Data Labelling standard to be upheld. Such conventions allow grouping data into Data Classes for easier control enforcement. Use these recommendations as a foundation and adjust them to suit your school’s use cases, user groups, and available resources.
2.1. [bookmark: _Toc209084476]Data Classification Rules
Define clear, baseline rules for classifying Data into 3 levels based on the impact of the event of leakage. These data classes can then be used when defining the set of controls applied to the sharing and storage of data of a specified class.

Typical Data Class include:
· Public: Publicly known knowledge, or data that will cause no harm in event of accidental disclosure.
· Internal: Any Data that contains information not in the realm of public knowledge, and of which disclosure would cause external parties to gain information not in line with PR strategy.
· Confidential: Data of which disclosure would risk heavy reputation damage, or compliance or legal implications. A common example of confidential data is Personally Identifiable Information (PII), which is any data that relates to a living individual and can infer their identity.
	Adaptational Tips: 

· Schools can add extra Data Classes if they serve operational needs.
· The controls may be different for data stored in different mediums (i.e., hardcopies and softcopies), but the data classification rules should be the same.




2.2. [bookmark: _Toc209084477]Data Labeling Procedures
Develop uniform, simple procedures to label data in files, for softcopies and hardcopies separately. Data is considered labelled if a user can identify the data class of the document, but uniformity is generally preferred. Consider the following when designing such a procedure:

· Ease of procedures: Lengthy procedures may result in lower willingness to comply.
· Ease of Recognition: The Data Labels should be easily visible to staff, eliminating cases of unknowing incompliance.

	
Adaptational Tips: 

· Ensure that all staff learns the Data Labelling Procedure and the Data Classification Rules. Consider making posters in staff rooms for quick reference.
· DLP solutions may provide automatic classification functionalities. Consult IT to be mindful of the alignment between the manual and automatic process.




	
Practical Examples:

· Manually add tags for all files and watermarks to documents. Consider stamping for hardcopies if there is no watermark in the digital copy. For instance, include a tag in front of the document name, i.e., [Confidential] Student_Data.txt.
· Consider developing automation tools, such as a tool to label every document as confidential in the same folder.






2.3. [bookmark: _Toc209084478]Data Labeling Audits
Regularly review data and their labels to detect misalignment of the labelling and Data.

	
Practical Examples:

· Tools like Data Discovery Scanners will help locate sensitive data and thus provide a quick checklist of data that needs to be labelled confidential. Read their data tags to check for misalignment.





3. [bookmark: _Toc209084479]Establishing a Data Handling Guideline
This section provides example controls for the three data labels mentioned above. Use these recommendations as a foundation and adjust them to suit your school’s use cases, user groups, and available resources.

3.1. [bookmark: _Toc209084480]Secure Data Transmission
· Encrypt when Sharing: Password encrypt all files labelled as confidential when sending to others, and send the password in a separately.
· Restrict receivers: Data marked as confidential should not be uploaded into any third party servers, including Generative AI services.

	
Adaptation Tips: 

· DLP solutions may provide real time monitoring functionalities and may act as technical controls.
· Operationalize with simple processes that don’t require specialized tools, by setting secure default configurations when sharing sensitive data through file permissions settings, including default link expiry dates within 24 hours of sharing, mandating view-only permissions by organization members when handling confidential files
· Share a simple-to-follow one-pager checklist for staff to securely share confidential documents and data, ensuring compliance with secure data transmission practices




3.2. [bookmark: _Toc209084481]Secure Data Storage
· Limit Data Exposure: Avoid storing confidential data in personal or unapproved devices unless authorized and encrypted. Remove confidential data from devices as soon as it is not needed.
· Encrypt Data at Rest: Use state of the art encryption schemes to encrypt sensitive data at rest on top of full disk encryption.

	
Practical Examples:

· Use Bitlocker for school devices.
· Encrypt any backups with AES256-CBC mode with a key generated from a secure password. For break-glass purpose, write the password down on a piece of paper, and place it in a safe in a physically controlled area.




4. [bookmark: _Toc209084482]Establishing a Data Lifecyle and Deletion Policy
Data Lifecycle Policies define for how long a specific type of data should be kept and deleted afterwards to minimize exposure.

4.1. [bookmark: _Toc209084483]Data Retention Rules
Document the categories of data the school contains. For each category define the period of retention based on the use cases or any compliance requirements. Data categories could include but not limited to:

· Student Data (Demographics, Academic Performance, Medical Records, etc)
· School Process Data (Events and Examination Schedules, Departmental Meetings, Meeting Minutes, etc)
· Teaching Materials
· Communication Records (Announcements and communications issued to students and staff, other exchanges among third parties including government departments, school organizations, etc.)

	
Adaptation Tips: 

· Should there be too much data for manual review, such as the lack of technical controls, focus on documents with PII.
· The retention period can be conditional based instead of a static timeframe, e.g, 3 months after a student/staff member leaves the school, 1 year after a supplier agreement has terminated/run out, 1 year of records after asset disposal, etc.




	
Practical Examples:

· Use programs such as Microsoft Purview that keeps track of the last accessed time of a document and alerts/deletes data. 



4.2. [bookmark: _Toc209084484]Deleting Data
Follow the table from section 6.3.5 Information Security in Schools - Recommended Practice (September 2019).
	Media Types
	Reuse (including transfer for reuse)
	Disposal (including trade-in, and replacement of faulty media)

	Non-volatile magnetic media such as hard disk drives, floppy disks, tapes, etc.
	Overwriting
	Overwriting or Degaussing or Physical Destruction

	Non-volatile solid-state memory such as USB flash drives, memory cards, solid state disks (SSD), etc.
	Overwriting
	Overwriting or Physical Destruction

	Optical media - write once such as CDs, DVDs, Blu-ray discs, etc.
	N/A
	Physical Destruction

	Optical media - write many such as CDs, DVDs, Blu-ray discs, etc.
	Overwriting
	Physical Destruction

	Smart devices such as PDAs, mobile phones, tablets, etc.
	Overwriting
	Overwriting or Degaussing or Physical Destruction




	
Practical Examples:

· Use programs such as sdelete in windows to securely delete files by overwriting.
· Consider using forensic tools such as autopsy to check for data traces before reuse.






5. [bookmark: _Toc209084485]Review and Improvement

5.1. [bookmark: _Toc209084486]Regular Policy Review
Set a reminder to review your school’s data handling and labelling standards at least once a year, or whenever there are changes to your IT systems. Involve both IT staff and teaching/administrative colleagues to gather helpful feedback. 
5.2. [bookmark: _Toc209084487]Adapting to New Threats and Technologies
Stay updated about new cyber threats that can affect schools, such as phishing scams or password leaks. Also, be aware of new technology or software updates that might offer better ways to protect passwords, e.g. two-factor authentication.
5.3. [bookmark: _Toc209084488]Making Improvements
After each review, update your password policy as needed. Communicate any changes clearly to staff and students, and provide simple instructions or workshops to help everyone follow the new rules.
[bookmark: _Toc209084489]
Appendices
[bookmark: _Toc209084490]Glossary of Terms
	Term
	Definition

	Access Control
	Processes and technologies used to restrict access to IT systems, data, or locations to authorized users only.

	AI (Artificial Intelligence)
	Computer systems or software that can perform tasks usually requiring human intelligence, such as learning or problem-solving.

	Asset
	Any device, software, data, or system owned or managed by the school, including hardware, software, and cloud services.

	Backup
	A copy of data stored separately to enable recovery in case of loss or corruption.

	BYOD (Bring Your Own Device)
	The use of personally owned devices (e.g., laptops, smartphones) for school activities or accessing school systems.

	Cloud Service
	An online service (e.g., storage, application, platform) hosted by a third party and accessed via the Internet.

	Confidential Data
	Information that must be protected from unauthorized access, such as student records or personal data.

	Cybersecurity Incident
	Any attempted or actual unauthorized access, use, disclosure, disruption, modification, or destruction of information or IT systems.

	Data Encryption
	The process of converting data into a coded form to prevent unauthorized access.

	Data Loss Prevention (DLP)
	Tools or processes designed to prevent the unauthorized sharing or loss of sensitive information.

	Data Protection
	Measures taken to secure personal, sensitive, or confidential information from unauthorized access, disclosure, alteration, or destruction.

	Endpoint
	Any device (e.g., computer, tablet, smartphone) that connects to the school network.

	Firewall
	A security system (hardware or software) that monitors and controls incoming and outgoing network traffic based on predetermined rules.

	Incident
	Any event that could compromise the confidentiality, integrity, or availability of school information or systems.

	IT Coordinator
	The person or role responsible for overseeing the school’s IT systems, security, and compliance.

	Log
	A record of events, such as system access or data changes, used for monitoring and accountability.

	Mobile Device Management (MDM)
	Tools or processes used to monitor, manage, and secure mobile devices used in school operations.

	Multi-Factor Authentication (MFA)
	A security process that requires users to provide two or more independent credentials to verify their identity.

	Network Segmentation
	The division of a computer network into sub-networks to improve security and performance.

	Patch Management
	The process of keeping software up to date by applying fixes (patches) to address vulnerabilities or bugs.

	Personal Data/Personally Identifiable Information (PII)
	Any information relating to an identified or identifiable individual, such as name, ID number, or contact details.

	Physical Access Control
	Measures used to restrict entry to buildings, rooms, or other sensitive areas.

	Privilege/Privileged Access
	Higher-level system access granted to users who need to perform administrative or sensitive tasks.

	Ransomware
	Malicious software that locks or encrypts a victim’s data and demands payment for its release.

	Remote Access
	The ability to access school IT systems or data from outside the school’s physical premises, typically via VPN or secure connections.

	Sensitive Data
	Data that, if disclosed, could harm individuals or the school, such as health records or disciplinary reports.

	Supplier
	Any third-party vendor or service provider that supplies goods or services to the school, especially those with access to data or systems.

	User
	Any staff, student, or other person authorized to use school IT resources.

	Vulnerability
	A weakness in a system, software, or process that could be exploited to compromise security.

	Wireless Security
	Controls and practices implemented to protect wireless (Wi-Fi) networks from unauthorized access or attacks.
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