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This document is intended as a practical guide for reference only. Schools should review the recommendations and adapt them as needed to suit their own environment, resources, and requirements. The author does not accept responsibility for any actions taken based on this guide.
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1. [bookmark: _Toc209084474]Introduction
1.1. Purpose and Scope
This guide provides practical recommendations and baseline standards for managing data backups and recovery procedures in schools across Hong Kong. Its aim is to help educational institutions maintain a consistent baseline in backing up data securely and establishing a series of steps in managing recovery steps and procedures for data recovery. labelling and safeguarding their data, ensuring that school systems and sensitive information are handled securely.
The scope of this guide includes data backup standards, technical procedures for backup and lifecycle management. It is designed to be adaptable for different school sizes, system types, and available resources. These guidelines have been derived from various accredited sources, including the Education Bureau of Hong Kong (EDB) as well as the Centre for Internet Security, both of whom have provided guidance and resources that are used to form the basis of these guides.

1.2. Audience (IT Administrators & Tech Staff)
This guide is intended for IT administrators, technical staff, and anyone responsible for managing user accounts or IT systems within the school environment. It assumes a basic understanding of information technology operations.
By following the guidance in this document, IT teams will be better equipped to:
· Establish a standard backup routine, defining a frequency, scope and retention policy
· Operate systematically with a framework for secure data handling; encryption practices and requirements for storage of sensitive data, and restricting data uploads onto third-party services
· Create a data lifecycle and deletion policy to minimize potential data exposure/breach
· Define specific retention roles for various data categories based on operational needs
· Securely delete data to ensure information is permanently irrecoverable
Schools are encouraged to adapt these recommendations to fit their own technical environments and operational needs.


2. [bookmark: _Toc209084475]Establishing a Standard Backup Procedure
This section outlines core components of a Backup Routine which a school should consider when establishing the backup procedures such that the backup procedures can be effective.
2.1. Frequency and Scope of Backup
Define clear backup intervals (e.g., daily, weekly, etc) for all operational data.
If the school decides to perform whole disk backups, document the frequency as part of the Backup Procedure. If the school decides to assign different backup frequencies on different data, the frequency of the backup should bear resemblance to the frequency of changes made to the corresponding data. In that case compile a list documenting the Scope and frequency for each backup task.

	
Adaptational Tips: 

· File-based backups allow flexibility on backup frequencies across different operational data; Whole disk backups require less management at the cost of storage space.
· We highly recommend a daily backup on all operational data that is frequently modified.
· We highly recommend implementing automated software for managing local backups.




	
Practical Examples:

· Create a list documenting the files to backup and the frequencies. Make sure the list covers all operational data.






2.2. Backup Retention
Retain at least 3 generations of backups locally, such that older versions can be accessed when in need.
When defining the retention policy, we highly encourage schools to consider the following:
· Consider retaining 7 or 5 generations if it helps with administrating (e.g., overwrite Monday’s backup the following Monday).
· Consider retaining certain backups for a longer period (e.g., first backup for the week/month/year).


	
Adaptational Tips: 

· Align the Backup Retention Policy with the Data Lifecycle and Deletion Policy.




2.3. Offsite and Redundant Backups
We recommend having multiple backup copies, including one off-site copy if possible. Otherwise, put the redundant backups far away from the original backup or consider cloud options.
	
Practical Examples:

· Every week, make a full disc copy of the current backup. Store the HDD in a locked cabinet inside school office, far away from the backup server.





2.4. Backup Encryption
Backups should be treated as Data at Rest and should therefore be encrypted in accordance with Data Handling and Protection Guidelines.
The encryption key should be encrypted with a password and stored separately in an isolated device, USB stick or TPM.
	
Adaptational Tips: 

· Make the Password at least 15 characters of length, following the Admin Password Policy.





	
Practical Examples:

· Store the encryption in a device with TPM-aided full disk encryption, e.g., Bitlocker.
· Use archival tools to create encrypted archives (e.g., 7zip), and then manage the password appropriately. 





2.5. Backup Integrity
Store the checksum of every backup in a separate location, used for checking the integrity of the backup should a restoration is needed. 

2.6. Backup Storage Media Handling
Store the backups in a secure manner by considering the items below:
· Store the backups in a physically secure place. Refer to Practical Guide to Physical and Environmental Security for details.
· Off-power USBs, SSDs and HDDs should be connected to power at least once a year to prevent data loss due to bit flips. For flash memory like USBs and SSDs, Power them for at least an hour. For HDDs, connect them for a day.

	
Practical Examples:

· Use SMART reporting tools to check the disk health for Drives that support such functionality.
· If the Drives show signs of old age or meets a defined threshold for replacement, replace the Disks by failing the Hardware Asset Audit, see Guide 





3. Establishing Restoration Procedures
This section outlines the core components that schools must consider, in establishing effective restoration procedures. These will ensure a smooth and trackable data restoration procedure, in the case that incidents may arise.
3.1. Define Recovery Time Objectives
Define Recovery Time Objective (RTO) as the maximum acceptable time to restore a particular system after a disruption. Restoration Procedures should be a list of instructions which could be completed under this Recovery Time Objective.
	
Adaptational Tips: 

· Define the Recovery Time Objectives based on data criticality and business impact. i.e., for how long a certain resource (e.g., web server) is allowed to be down in event of an incident.
· If any Restoration Procedures cannot be completed within the RTO timeframe, Schools should consider modifying the Restoration Procedures and if needed, the Backup Procedures.
· Resources can be divided into tiers, and then for each tier define an RTO.
· The RTO can also serve as the recovery priority for the team should there be an incident.




	
Practical Examples:

· Define RTO for different school resources, such as web servers, file servers, cloud platforms.
· There may be sub-components for each resource, which can be addressed in the Recovery Documentation.





3.2. Recovery Documentation
Create step-by-step recovery guides for every resource. A typical recovery guide for a certain resource (e.g., a particular server) includes the following:
· Initial Assessment: Guides on evaluating the scope—e.g., determine affected systems (e.g., student database vs. email), estimate data loss using RPO metrics, and isolate the issue to prevent spread (e.g., disconnect networks for suspected ransomware). Include checklists for logging the incident timestamp, symptoms, and potential causes.
· Backup Selection and Preparation: Instructions for choosing the most recent viable backup (e.g., based on RTO targets like restoring critical systems within 4 hours). Detail verification steps, such as scanning for corruption or malware, and preparing recovery environments (e.g., sandbox servers to avoid overwriting live data).
· Step-by-Step Restoration Process: Numbered procedures for data restoration, including: 
· Accessing backups (e.g., from cloud portals or offsite drives, and decryption procedures).
· Process of Restoration, including any special considerations on the order of restoration across different components.
· Tools and commands (e.g., specific software used with screenshots for illustration).
· Verification and Testing: Guides on conducting post-restoration checks, such as integrity tests to validate data completeness (e.g., sample queries on student records), and functional testing (e.g., ensuring grading software works).
· Rollback Procedures: Contingency plans if restoration fails, such as reverting to an earlier backup or switching to a secondary site/DR plan. 
· Documentation and Logging: Require logging all actions (e.g., who did what, when) for audits. Include forms for recording outcomes.
	
Adaptational Tips: 

· Align these processes with Incident Response Playbook to make sure there are no conflicts.



3.3. Regular Restoration Drills
Restoration Drills serve as test for restorability and test for meeting the Recovery Time Objectives (RTO). Restoration Drills should therefore be conducted regularly.
	
Adaptational Tips: 

· Consider incorporating Restorations Drills as part of Incident Response Drill.
· Two main metrics to measure would be Restoration Success and if the RTO is met.
· After a Drill, work out if there are any processes that can be optimized.
· Do not blindly modify the RTO. Leave some headroom if the RTO is met and only increase the RTO if meeting the RTO is unlikely after optimizations.




	
Practical Examples:

· Conduct Drills in spare server not connected to systems in production.




4. [bookmark: _Toc209084485]Review and Improvement

4.1. [bookmark: _Toc209084486]Regular Policy Review
Set a reminder to review your schools’ backup standards at least once a year, or whenever there are changes to your IT systems. Involve both IT staff and teaching/administrative colleagues to gather helpful feedback. 
4.2. [bookmark: _Toc209084487]Adapting to New Threats and Technologies
Stay updated about new cyber threats that can affect schools, such as phishing scams or password leaks. Also, be aware of new technology or software updates that might offer better ways to protect passwords, e.g. two-factor authentication.
4.3. [bookmark: _Toc209084488]Making Improvements
After each review, update your password policy as needed. Communicate any changes clearly to staff and students, and provide simple instructions or workshops to help everyone follow the new rules.
[bookmark: _Toc209084489]
Appendices
[bookmark: _Toc209084490]Glossary of Terms
	Term
	Definition

	Backup Encryption
	The process of encoding backup data so it can only be accessed with a specific decryption key, protecting it from unauthorized access even if the storage media is stolen.

	Backup Integrity
	The measure of a backup's completeness and accuracy, ensuring the data has not been corrupted or altered and can be successfully restored.

	Backup Retention
	A policy that defines how many versions (generations) of a backup are kept and for how long before being deleted.

	Backup Routine
	A standardized and scheduled procedure for creating, storing, and managing backups of school data.

	Bit Flips
	A form of data degradation in digital storage where a single bit of data spontaneously changes its state, which can lead to file corruption over time, especially in unpowered media.

	Checksum
	A unique digital fingerprint generated from a file or backup, used to verify its integrity by checking if the data has been altered or corrupted.

	Data at Rest
	Data that is not actively moving between networks or devices and is stored on media such as hard drives, SSDs, or backup tapes.

	Data Criticality
	The measure of how important specific data or systems are to school operations, which helps determine recovery priorities and objectives.

	Data Lifecycle
	The entire process data goes through from creation to deletion, including its active use, storage, and eventual disposal.

	Encryption Key
	A secret piece of information (like a password or digital file) used by an algorithm to encrypt and decrypt data.

	File-Based Backup
	A backup method that copies individual files and folders, offering flexibility in what is backed up and at what frequency.

	Generations (of Backups)
	Different versions of a backup saved over time (e.g., daily backups from Monday, Tuesday, and Wednesday are three distinct generations).

	Incident Response Playbook
	A set of documented procedures that guide the response to a security incident, such as a data breach or system failure.

	Offsite Backup
	A copy of backup data stored in a separate physical location from the primary systems to protect against local disasters like fire, flood, or theft.

	Operational Data
	The live data required for the day-to-day functioning of the school, such as student records, financial information, and teaching materials.

	Recovery Documentation
	Step-by-step guides that detail the process for restoring specific systems or data from a backup.

	Recovery Point Objective (RPO)
	The maximum acceptable amount of data loss, measured in time. It defines how frequently backups must occur (e.g., an RPO of 24 hours requires at least daily backups).

	Recovery Time Objective (RTO)
	The maximum acceptable amount of time that a system or service can be offline after a disruption before it is restored to operational status.

	Redundant Backups
	Having multiple copies of backup data, often stored in different locations or on different media, to increase reliability.

	Restoration Drills
	Regular, scheduled tests where data and systems are restored from backups in a controlled environment to verify that procedures work and RTOs can be met.

	Rollback Procedures
	A contingency plan to revert a failed or problematic restoration attempt to a previous stable state.

	Sandbox Server
	An isolated testing environment that allows IT staff to test software or perform restoration drills without affecting live production systems.

	SMART (Self-Monitoring, Analysis, and Reporting Technology)
	A monitoring system built into hard drives and SSDs that detects and reports on various indicators of drive health and reliability.

	TPM (Trusted Platform Module)
	A dedicated hardware chip on a device's motherboard that provides secure, hardware-based security functions, such as storing encryption keys.

	Whole Disk Backup
	A backup method that creates an exact copy (image) of an entire hard drive, including the operating system, applications, and all data.
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