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This document is intended as a practical guide for reference only. Schools should review the recommendations and adapt them as needed to suit their own environment, resources, and requirements. The author does not accept responsibility for any actions taken based on this guide.
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1. [bookmark: _Toc210914001]Introduction
1.1. Purpose and Scope
This guide provides practical recommendations and baseline standards for maintenance and patch management in schools across Hong Kong. Its aim is to help educational institutions manage IT updates and changes, focused on patch management and change management through safe testing and deployment procedures.
The scope of this guide includes a lifecycle for change and patch management that follows a formal process of request, impact assessment and testing with rollback procedures to ensure secure rollout. The lifecycles also account for continuous improvement of the processes through regular review at intervals set by the school. This guide is designed to be adaptable for different school sizes, system types, and available resources. These guidelines have been derived from various accredited sources, including the Education Bureau of Hong Kong (EDB) as well as the Centre for Internet Security, both of whom have provided guidance and resources that are used to form the basis of these guides.

1.2. Audience (IT Administrators & Tech Staff)
This guide is intended for IT administrators, technical staff, and anyone responsible for software and patch management for IT systems within the school environment. It assumes a basic understanding of information technology operations.
By following the guidance in this document, IT teams will be better equipped to:
· Proactively identify vulnerabilities through scheduled scanning and monitoring threat intelligence, using CVSS scores
· Securely deploy and verify patches, by testing in isolated environments, deploying with rollback procedures to ensure system stability
· Conduct verification scans to confirm that vulnerabilities have been patched/remediated
· Enable continuous improvement and responses to evolving cyber threats, through regular policy reviews
Schools are encouraged to adapt these recommendations to fit their own technical environments and operational needs.


2. Establishing a Patch Management Lifecycle
[bookmark: _Toc210914003]This section details guidelines to establishing a structured lifecycle for acquiring, testing, deploying, and verifying patches to minimize vulnerabilities. Schools should take reference and ensure patches are applied systematically and balance between urgency and system stability.
2.1. Vulnerability Identification and Assessment
The school should consider the following measures to stay informed about vulnerability and patch information:
· Establish Scanning Schedule: Perform automated vulnerability scans regularly for systems and general networks/devices.  align with academic calendars to avoid disruptions.
· Monitor Threat Intelligence: Subscribe to daily alerts from HKCERT/GovCERT.HK and vendors (e.g., Microsoft, Google) to track high-severity issues affecting school software (e.g., browsers, OS).
· Risk Assessment Process: Read CVSS scores and metrics on exploitability and impact (e.g., data breach risk); make priority for high-risk items (e.g., score >7) for immediate action.
· Define Response Time: Define the timeframe in which the vulnerability has to be patched. This can depend on the criticality of the vulnerability. 
· Documentation and Review: Log findings in a vulnerability register (e.g., spreadsheet) with affected assets, severity, and owner; review quarterly to identify trends (e.g., recurring unpatched software).
	
Adaptation Tips: 

· When establishing scanning schedules, align with school calendars to avoid potential disruptions.
· Consider having two tiers of response based on the CVSS scores/rating of the vulnerability (e.g., High risk items require immediate action; medium and low vulnerabilities are patched in regular patching routines)




	
Practical Examples:

· Use Nessus Community to scan for vulnerabilities. Prioritise and rotate between critical systems and network devices if target capped.





2.2. Patch Acquisition and Verification
The school should download patches only from official vendor sources and should verify the integrity of the download. Below lists procedures a school should highly consider when acquiring patches from the internet:

· Contact the vendor of the software/hardware for guidance if the official source for patch distribution is unclear.
· Ensure proper TLS connection when downloading and browsing the official site for the patch.
· Download the patch in a virtual machine in a network segregated from the internal network.
· Verify the checksums of the download. The checksums should come from an official source (e.g., official website).

	
Practical Examples:

· Confirm the hashing algorithm the website uses in generating the checksum, then calculate the hash of the downloaded file in the virtual machine. Common hashing algorithm includes MD5, SHA-1-384/SHA-2-256/SHA-3 etc.




2.3. Testing
Apply patches in an isolated test environment (e.g., virtual machine or isolated physical machine) to check for functionality issues. Procedures may differ between the nature of the software (software, operating system patches, firmware, etc)
· The testing environment should simulate the production environment as close as possible, and the test cases should mimic actual use cases as close as possible. 
· The testing environment should be segregated from the internal network.
	
Practical Examples:

· Use the dual-boot feature for new firmware for networking devices for easy roll-back if testing fails.
· Conduct testing in a virtual machine for an application update.
· Conduct testing of an OS patch in a physical machine with the same specifications and driver versions as other workstations in the school.




2.4. Deployment and Rollback
Before deployment, be prepared for an emergency rollback. This includes preparations like:
· Communicate about system downtime and changes. This may result in deploying during off-hours to avoid interruption to services.
· Communicate about error reporting methods.
· Determine the triggers for rolling back updates.
· Rollback Procedures should a Rollback is triggered and the relevant prerequisites for the procedures.
	
Adaptation Tips: 

· If the deployment and rollback is laborious, consider deploying in small batches before full-scale deployment.




	
Practical Examples:

· For changes on critical systems (e.g., web servers), make full disk clones before deployment for easy rollback. E.g., clone all disks with dd. Rollback procedure: turn off the machine, remove all disks, insert all cloned disks, reboot.
· Use the dual-boot feature for new firmware for networking devices for easy roll-back if testing fails.
· Restore from any configuration backups such that the configurations can be aligned for networking devices.




2.5. Verification and Documentation
Rescan the deployed systems to verify that the patch has been applied successfully. See section 2.1 for details. Update the appropriate asset lists after applying patches.


3. Establishing a Change Management Lifecycle
This section details guidelines to establishing a structured lifecycle for reliability apply changes to infrastructure of the school. Schools should take reference and adopt changes to their actual scenarios.
3.1. Change Management Integration
To integrate with possible existing change management procedures, which defines the processes before acquisition of any changes, the following should be considered:
· Formal Request and Approval: Request approval change via predetermined communication channels and processes.
· Impact Assessment: Evaluate effects on the proposed change on school operations (e.g., downtime, any known risks, etc)
· Asset Management: Document any purchase of assets in the asset lists.

3.2. Testing
Like applying patches, the testing should be done in an isolated test environment (e.g., virtual machine or isolated physical machine) to check for functionality/compatibility issues. 
· The testing environment should simulate the production environment as close as possible, and the test cases should mimic actual use cases as close as possible. 
· The testing environment should be segregated from the internal network.
	
Adaptation Tips: 

· The purpose of all testing is to minimize the risks of some process not working upon deployment, despite unable to completely eradicate such risks. Therefore, a school can should conduct risk judgements on how much resources are to be put into testing setups. E.g., if a system allows for downtime and is not critical, one could argue that testing for basic functionality is all that’s needed, whereas for a backup system one may want more exhaustive testing to try to expose any problems before deployment.
· Functionality testing is generally easier than reliability testing. 
· For critical assets, consider doing test deployments (e.g., open betas) to simulates real life scenarios.




3.3. Deployment and Rollback
Be prepared for an emergency rollback before deployment, just like when applying patches. All clauses within section 2.4 apply, together with the following considerations:
· We recommend documenting step-by-step rollback procedures before applying changes to critical assets due to the higher complexity.
· There is added complexity of deploying a new service in beta, which will cause data migration issues during rollback if needed.
· There may also be more triggers for rollback, such as bad user feedback.
· For any new system, determine, document, and set up logging services for monitoring.

3.4. Verification and Documentation
Continuously monitor logs for any suspicious behaviour Update the Asset Lists to reflect the recent deployment. 


4. [bookmark: _Toc210914015]Review and Improvement

4.1. [bookmark: _Toc210914016]Regular Policy Review
Set a reminder to review your school’s data handling and labelling standards at least once a year, or whenever there are changes to your IT systems. Involve both IT staff and teaching/administrative colleagues to gather helpful feedback. 
4.2. [bookmark: _Toc210914017]Adapting to New Threats and Technologies
Stay updated about new cyber threats that can affect schools, such as phishing scams or password leaks. Also, be aware of new technology or software updates that might offer better ways to protect passwords, e.g. two-factor authentication.
4.3. [bookmark: _Toc210914018]Making Improvements
After each review, update your password policy as needed. Communicate any changes clearly to staff and students, and provide simple instructions or workshops to help everyone follow the new rules.
[bookmark: _Toc210914019]
Appendices
[bookmark: _Toc210914020]Glossary of Terms
	Term
	Definition

	Change Management
	A structured process for managing all changes to IT infrastructure, from initial request and approval to deployment and verification, to minimize disruption and risk.

	Checksum
	A unique digital fingerprint (e.g., MD5, SHA-256) calculated from a file, used to verify the file's integrity and ensure it has not been corrupted or altered during download.

	Criticality
	The level of importance of a system or vulnerability, which determines the urgency and priority of patching and response efforts.

	CVSS (Common Vulnerability Scoring System)
	An industry standard for assessing the severity of computer system security vulnerabilities, providing a numerical score to help prioritize responses.

	Deployment
	The process of installing or rolling out a patch, update, or new system into the live production environment.

	Dual-Boot
	A feature on some network devices or computers that allows it to store two different versions of its operating system or firmware, enabling a quick rollback to the previous version if an update fails.

	Full Disk Clone
	An exact, bit-for-bit copy of an entire hard drive, including the operating system, applications, and all data, used as a robust backup for easy system rollback.

	Hashing Algorithm
	The specific mathematical function (e.g., MD5, SHA-256) used to generate a checksum or hash value from a piece of data.

	Impact Assessment
	The process of evaluating the potential positive and negative effects that a proposed change or patch will have on school operations, systems, and users.

	Isolated Test Environment
	A separate, segregated network or system (e.g., a virtual machine) used for testing patches and changes without affecting the live production environment.

	Open Beta
	A pre-release testing phase where a new system or major change is made available to a wider group of real users to identify issues and gather feedback before full launch.

	Patch
	A piece of software designed to update a computer program or its supporting data to fix or improve it, including fixing security vulnerabilities and other bugs.

	Patch Management
	The lifecycle of acquiring, testing, deploying, and verifying patches for operating systems and applications to keep systems secure and stable.

	Production Environment
	The live IT environment where day-to-day school operations take place, as opposed to a testing or development environment.

	Response Time
	A predefined timeframe within which a discovered vulnerability must be addressed or patched, typically based on its severity level.

	Risk Assessment
	The process of identifying, analyzing, and evaluating risks associated with a vulnerability, including its exploitability and potential impact.

	Rollback Procedure
	A pre-planned set of steps to revert a system to its previous state after a failed or problematic patch or change deployment.

	Test Cases
	A set of specific conditions or variables under which a tester will determine whether a system is working correctly, designed to mimic real-world usage.

	Threat Intelligence
	Organized, analyzed, and refined information about potential or current attacks that threaten an organization, often received from sources like HKCERT.

	TLS (Transport Layer Security)
	A cryptographic protocol that ensures a secure, encrypted connection when browsing websites or downloading files, protecting data in transit.

	Vulnerability Register
	A log or document (e.g., a spreadsheet) used to track identified security vulnerabilities, including their severity, affected assets, status, and owner.

	Vulnerability Scanning
	The automated process of using software tools to scan networks and systems to identify known security weaknesses and unpatched software.
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