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[bookmark: _Toc207287102]

1. Introduction
1.1. [bookmark: _Toc207287103]Purpose
[Template Note: Customize this section to reflect your school's IT security goals.]
The purpose of this cybersecurity policy template is to assist schools in developing, formalizing, and maintaining effective IT security policies and practices. Schools should adapt this template to align with their unique context and operational needs.
1.2. [bookmark: _Toc207287104]Scope
[Template Note: Update the scope according to your school’s environment and user groups.]
This policy applies to all IT resources, data, and users at [Insert School Name], including:
· All staff (teaching and non-teaching)
· Students
· Third-party service providers
· Visitors and contractors with access to school-managed IT systems

1.3. [bookmark: _Toc207287105]Definitions
[Template Note: Adjust/add definitions as relevant to your school.]
· IT Systems: All digital infrastructure, devices, services, and applications managed or used by the school, including networks, servers, computers, and cloud resources.
· Data Protection: Measures and controls implemented to secure personal, sensitive, or confidential information from unauthorized access, disclosure, alteration, or destruction.
· Users: All individuals with access to the school’s IT systems, including staff, students, and authorized third parties.
· Cybersecurity Incident: Any attempted or actual unauthorized access, use, disclosure, disruption, modification, or destruction of information or IT systems.



1.4. [bookmark: _Toc207287106]Roles and Responsibilities
[Template Note: Assign responsibility for each bullet as appropriate for your school.]
Each school is responsible for:
· Customizing the Policy: [Insert Responsible Role] will tailor the template to fit the school’s environment.
· Approval and Implementation: [Insert Responsible Role/Committee] will approve and ensure implementation of the policy.
· Training: [Insert Responsible Role] will provide necessary training for staff and students.
· Continuous Review: [Insert Responsible Role] will review and update the policy regularly.
· Policy Governance: [Insert Responsible Role] will be accountable for policy compliance.

xNote: Where examples reference specific tools or controls, they are illustrative only and do not constitute endorsements. Each school retains full responsibility for its IT environment and compliance.



2. [bookmark: _Toc207287107]Governance and Compliance
2.1. [bookmark: _Toc207287108]Legal and Regulatory Compliance
Schools must comply with all applicable laws, regulations, and guidelines governing information security and data protection in Hong Kong. Key requirements include:
· Personal Data (Privacy) Ordinance (Cap. 486): Schools are required to protect personal data of students, staff, and other stakeholders in accordance with the requirements of the Privacy Commissioner for Personal Data (PCPD). This includes proper collection, use, storage, and disclosure of personal data.
· Education Bureau Circulars and Guidelines: Schools should adhere to relevant EDB circulars, such as the Information Security in Schools – Recommended Practice, and any updates or sector-specific advisories issued.
· Other Applicable Laws and Standards: Schools should be aware of and comply with any other relevant legal or regulatory requirements, such as the Copyright Ordinance, Computer Crimes Ordinance, and sector-specific codes of practice.
The school is responsible for monitoring changes to relevant laws and guidelines, and ensuring all IT policies and practices remain compliant.
2.2. [bookmark: _Toc207287109]Policy Management and Review
· Policy Approval: All cybersecurity policies and procedures must be formally approved by the school’s management or governing body prior to implementation.
· Periodic Review: Policies should be reviewed at least annually, or whenever there are significant changes in technology, legal requirements, or operational needs.
· Version Control: Schools should maintain records of all policy versions, including dates of approval, updates, and reviews.
· Communication and Awareness: All staff, students, and relevant third parties should be informed about the policies, with appropriate training and awareness activities conducted as necessary.
· Continuous Improvement: Feedback from staff, incident reports, and audit findings should be used to identify areas for improvement. Updates should be implemented proactively to address new risks or compliance requirements.
Note: The school’s senior leadership is ultimately accountable for ensuring effective policy management, legal compliance, and ongoing governance of information security.


3. [bookmark: _Toc207287110]Asset Management
3.1. [bookmark: _Toc207287111]IT Asset Inventory
The school shall maintain an up-to-date inventory of all information technology assets to support effective security management and compliance.
· The [Information Owner/Role, e.g., IT Coordinator, School Secretary] is responsible for overseeing and maintaining the asset inventory.
· The inventory should include all key school-managed IT assets, such as:
· Hardware (e.g., laptops, desktops, network switches, tablets)
· Software and licenses (e.g., office suites, antivirus subscriptions)
· Cloud services (e.g., SaaS platforms, learning management systems)
· The asset inventory should be updated whenever assets are acquired, reassigned, or decommissioned.
· The inventory shall be reviewed at least [frequency, e.g., annually/biannually].
· The school may use [tool/method, e.g., spreadsheet, asset management system] for inventory tracking.
· Procedures for asset return and secure disposal shall be followed when staff, students, or contractors depart, or when assets are retired (e.g., secure wiping of hard drives before disposal).
3.2. [bookmark: _Toc207287112]Data Classification and Handling
School data shall be classified and managed based on sensitivity and in accordance with legal and regulatory requirements.
· Data should be categorized, at minimum, as:
· Confidential (e.g., student health records, disciplinary reports)
· Internal (e.g., staff memos, draft lesson plans)
· Public (e.g., school newsletters, event flyers)
· Access to confidential and internal data is restricted to [authorized personnel/roles, e.g., teachers, administrative staff].
· Appropriate safeguards—such as [encryption tools, password protection]—should be applied to protect sensitive data.
· Data classifications and handling practices should be reviewed at least [frequency, e.g., annually].
· Secure deletion or destruction methods (e.g., digital shredding software, shredding printed lists) shall be used for data that is no longer required.



4. [bookmark: _Toc207287113]Access Control
4.1. [bookmark: _Toc207287114]User Account Management
· Assign responsibility for user account management to [role, e.g., IT Coordinator/Administrator].
· Each user must have a unique user ID; individual accountability is required for all actions taken under that ID.
· User accounts are provisioned, modified, and revoked through a formal process using [access_request_system, e.g., access request form or IT ticketing system].
· Conduct regular reviews of active accounts at least [frequency, e.g., annually/biannually] to remove or disable accounts that are no longer needed (e.g., after [inactivity_days, e.g., 90 days] of inactivity).
· Remove access promptly when staff, students, or contractors leave the school or change roles.

4.2. [bookmark: _Toc207287115]Privileged Access
· Privileged accounts (e.g., administrators) must only be used for administrative tasks—never for routine activities.
· Local administrator rights on endpoint devices (e.g., staff or student computers) should be avoided wherever possible. If local admin access is required for specific purposes, it must be approved by [approval_roles, e.g., IT Security Lead, Principal], formally documented, and regularly reviewed.
· Privileged access must be requested and approved by [approval_roles, e.g., IT Security Lead, Principal].
· Maintain a separate set of credentials for privileged and non-privileged activities.
· All privileged actions should be logged and regularly reviewed using [central_log_platform, e.g., SIEM or log server].

4.3. [bookmark: _Toc207287116]Password Policy
Apply a password policy to all systems, reflecting security best practices:
· Minimum length: [e.g., 8 characters], mix of letters, numbers, and symbols.
· Prevent use of common or weak passwords, and prohibit sharing of passwords.
· Require password changes at least every [e.g., 90 days] or as dictated by risk.
· Implement account lockout after [e.g., 5] failed attempts.
· Store passwords securely (e.g., hashed and/or encrypted).
· Where possible, enable [identity_methods, e.g., multi-factor authentication (MFA)] for sensitive accounts and systems.

4.4. [bookmark: _Toc207287117]Remote and Third-Party Access
· Remote access to school systems must use secure channels (e.g., VPN, encrypted connections).
· Grant remote or third-party access (e.g., vendors, contractors) only with explicit approval from [approval_roles] and clearly defined scope and duration.
· All third-party access activities must be logged and reviewed.
· Temporary or emergency access must be revoked promptly upon completion of the task.



5. [bookmark: _Toc207287118]Network Security
The school shall implement controls to protect school networks and data from unauthorized access, disruption, and cyber threats. These controls apply to all network segments, devices, and users on school-managed infrastructure.
5.1. [bookmark: _Toc207287119]Network Segmentation
· Internal networks must be segmented to separate sensitive areas (such as administration, student, and guest networks) using [segmentation methods, e.g., VLANs, separate Wi-Fi SSIDs].
· Design internal networks with private (non-public) IP addresses; ensure that no internal system is directly accessible from the Internet.
· Only allow authorized devices to connect to each network segment; unmanaged or personal devices must not connect to staff/admin networks.
· Review network segmentation and access controls at least [frequency, e.g., annually, biannually].
5.2. [bookmark: _Toc207287120]Firewall and Perimeter Security
· Deploy and maintain network firewalls at the school’s Internet gateway and between critical network segments using [firewall type, e.g., hardware firewall, cloud-based firewall solution].
· Block all incoming and outgoing network traffic by default, except for [approved services/ports, e.g., HTTPS, email (SMTP)].
· Regularly review and update firewall rules and monitor logs for unauthorized activity using [central_log_platform, e.g., firewall log server, SIEM].
· Remove or disable unused network services and features on all devices.
5.3. [bookmark: _Toc207287121]Wireless Security
· All school wireless networks must use strong encryption [encryption standard, e.g., WPA3; if unavailable, WPA2].
· Set and regularly update strong Wi-Fi passwords; avoid wide sharing of passwords.
· Control Wi-Fi access using [authentication method, e.g., MAC address filtering, user authentication portal].
· Provide a separate guest Wi-Fi network for visitors with restricted Internet access only.
· Monitor for unauthorized or rogue access points and devices at least [frequency, e.g., monthly, quarterly].
· Enforce security settings for mobile devices (e.g., require password/PIN, disable unnecessary features such as Bluetooth, NFC, location services unless needed).
· Remind users not to access sensitive school data on public Wi-Fi networks.

6. [bookmark: _Toc207287122]Endpoint and Device Security
The school shall protect all devices that access school data or systems from security threats and unauthorized access.
6.1. [bookmark: _Toc207287123]School-owned Devices
· All school-owned devices (e.g., computers, tablets, servers) must be secured and managed according to school policy.
· Devices must use up-to-date security controls [e.g., anti-malware, firewalls, security updates] as appropriate.
· Only authorized users may access school-owned devices; sharing accounts or passwords is not permitted.
· Devices must be configured to lock automatically after a period of inactivity [e.g., 10–15 minutes].
· Security updates must be applied regularly [frequency, e.g., automatically or at least monthly].
· Lost, stolen, or compromised devices must be reported immediately to [role, e.g., IT Coordinator/Administrator].
6.2. [bookmark: _Toc207287124]BYOD (Bring Your Own Device)
· Personal devices (e.g., laptops, tablets, smartphones) used for school purposes must comply with the school’s security requirements.
· Access to sensitive school data or systems from personal devices is permitted only if [security controls, e.g., device passcode, up-to-date OS and security software, enrollment in mobile device management] are in place.
· The school reserves the right to restrict or revoke access for non-compliant devices.
· Users are responsible for the security of their own devices and must report any security incidents promptly to [role, e.g., IT Coordinator/Administrator].
· Personal devices must not be used to store or process confidential school data unless specifically authorized.


6.3. [bookmark: _Toc207287125]Mobile Device Management
· The school shall implement reasonable measures to manage and secure mobile devices that access school systems or data.
· Where possible, the school may use a mobile device management (MDM) solution [e.g., Microsoft Intune, Apple School Manager] to enforce security settings (e.g., screen lock, encryption, remote wipe).
· If a dedicated MDM solution is not available, the school will establish alternative procedures to ensure essential security settings are applied to devices (e.g., requiring strong passwords, enabling device encryption, and ensuring the ability to remotely wipe devices if lost or stolen).
· Devices accessing school systems or data must comply with the school’s security requirements and may have access restricted or revoked if non-compliant.
· Security controls and device compliance will be reviewed at least [frequency, e.g., annually, biannually].



7. [bookmark: _Toc207287126]Data Protection
The school shall protect all personal, confidential, and sensitive data against loss, unauthorized access, or misuse, in line with legal and regulatory requirements.
7.1. [bookmark: _Toc207287127]Data Encryption
· Data stored on school systems and devices (“data at rest”) and data transmitted over networks (“data in transit”) should be protected using appropriate encryption methods [e.g., full disk encryption, encrypted file shares, SSL/TLS for email and web traffic] where feasible.
· If encryption is not technically or financially feasible, alternative risk-reducing measures must be implemented [e.g., restrict physical access, limit data storage to secure locations, provide staff training on safe handling].
· Sensitive data may not be stored on devices or media that cannot support encryption unless [exception process, e.g., approved by IT Coordinator/Principal, with mitigation steps in place].
· Encryption keys must be securely managed and access limited to authorized personnel.

7.2. [bookmark: _Toc207287128]Data Backup and Recovery
· Critical school data must be backed up regularly [frequency, e.g., daily, weekly] using [backup method, e.g., automated backup software, cloud backup service], where possible.
· If automated or cloud backup solutions are not available, manual backup procedures must be established and followed, and backup media kept secure (e.g., locked storage, access control).
· Backup copies must be protected from unauthorized access (e.g., encrypted, stored offsite or in the cloud, with access restricted).
· Periodic tests of backup restoration must be conducted [frequency, e.g., annually, biannually] to ensure data can be recovered in the event of loss or system failure.
· Backup and recovery procedures must be reviewed and updated as necessary.



7.3. [bookmark: _Toc207287129]Data Loss Prevention (DLP)
· The school shall implement measures to reduce the risk of accidental or unauthorized loss, disclosure, or sharing of sensitive data.
· Where possible, technical controls [e.g., DLP software, email filtering, access restrictions] should be used to detect and prevent unauthorized data transfers.
· If technical DLP solutions are not available, the school will rely on awareness, staff/student training, and clear policies on appropriate data handling and sharing.
· Staff and students must be made aware of their responsibilities for protecting data, including not sending sensitive information via insecure channels (e.g., personal email, unencrypted USBs).
· Any actual or suspected data loss incidents must be reported immediately to [role, e.g., Data Protection Officer, IT Coordinator].

8. [bookmark: _Toc207287130]Supplier and Third-Party Management
The school shall ensure that suppliers, contractors, and third-party service providers who may have access to school data, systems, or facilities meet appropriate security standards.
8.1. [bookmark: _Toc207287131]Supplier Security Requirements
· Suppliers and third parties providing goods or services to the school must comply with the school’s information security and data protection requirements.
· Security requirements for suppliers should be proportionate to the sensitivity of the data, systems, or services involved [e.g., cloud storage provider vs. cleaning contractor].
· Where feasible, suppliers must demonstrate security controls in place (e.g., ISO 27001 certification, appropriate access controls, secure data handling).
· If suppliers cannot meet formal security standards due to practical or budget constraints, the school must assess risk and apply compensating controls [e.g., limit data shared, restrict access, increase monitoring].
· Responsibility for managing supplier security rests with [role, e.g., Data Protection Officer, IT Coordinator, School Business Manager].

8.2. [bookmark: _Toc207287132]Due Diligence and Contract Requirements
· Before engaging a new supplier or renewing a contract, the school must assess the supplier’s ability to protect school data and systems [e.g., through a security questionnaire, reference checks, public certifications].
· Contracts with suppliers handling sensitive data or systems should, where possible, include specific data protection and information security clauses [e.g., confidentiality, breach notification, right to audit, data return or deletion].
· If it is not feasible to include detailed security clauses (e.g., for minor suppliers), the school must document the risk and establish alternative safeguards [e.g., minimize the data shared, use short-term agreements, or apply technical restrictions].
· Suppliers must promptly report any actual or suspected security incidents involving school data to [role, e.g., Data Protection Officer, IT Coordinator].


9. [bookmark: _Toc207287133]Cloud Services Security
The school shall ensure that the use of cloud services for storing, processing, or sharing school data meets appropriate security and data protection standards.
9.1. [bookmark: _Toc207287134]Approved Cloud Services List
· Only cloud services that are approved by [role, e.g., IT Coordinator, Data Protection Officer, Principal] may be used for school data and operations.
· The school will maintain an up-to-date list of approved cloud services [e.g., Google Workspace for Education, Microsoft 365, approved learning platforms].
· Staff and students are not permitted to use unapproved cloud services for storing or sharing school data.
· The approved services list will be reviewed and updated at least [frequency, e.g., annually, biannually].
9.2. [bookmark: _Toc207287135]Cloud Data Protection
· All sensitive or confidential school data stored in the cloud must be protected using appropriate security measures [e.g., encryption at rest and in transit, strong access controls, data classification].
· Where available, multi-factor authentication (MFA) should be enabled for cloud service access.
· If a cloud service cannot provide sufficient data protection features, the school will assess the risk and either (a) avoid storing sensitive data in that service, or (b) apply alternative safeguards [e.g., limit access to trusted users, anonymize data, use password-protected files].
· Responsibility for managing cloud data security rests with [role, e.g., IT Coordinator, Data Protection Officer].
9.3. [bookmark: _Toc207287136]Cloud Access and Monitoring
· Access to cloud services must be restricted to authorized users and roles [e.g., staff, students, approved contractors] and be reviewed regularly [frequency, e.g., annually, biannually].
· Where possible, cloud service usage should be monitored for unauthorized activity [e.g., suspicious logins, data downloads, sharing outside the school domain].
· If technical monitoring is not available, the school will implement alternative measures [e.g., user awareness training, regular manual reviews of account activity, clear reporting channels for incidents].
· Any suspected or actual security incidents involving cloud services must be reported immediately to [role, e.g., IT Coordinator, Data Protection Officer].
10. [bookmark: _Toc207287137]
Use of Generative AI
The school shall ensure that the use of generative AI tools (e.g., chatbots, text/image generators, automated marking) supports teaching and learning while protecting privacy, data security, and ethical use.
10.1. [bookmark: _Toc207287138]Approved AI Tools
· Only generative AI tools approved by [role, e.g., IT Coordinator, Data Protection Officer, Principal, AI Committee] may be used for school-related activities.
· The school will maintain a list of approved AI tools [e.g., Microsoft Copilot, Google Gemini, OpenAI ChatGPT, approved education platforms].
· Staff and students must not use unapproved AI tools for processing, storing, or generating school data.
· The approved AI tools list will be reviewed and updated at least [frequency, e.g., annually, biannually].
10.2. [bookmark: _Toc207287139]Data Protection in AI Use
· Sensitive or personal school data must not be entered into generative AI tools unless the tool is formally approved for such use and the provider demonstrates adequate data protection [e.g., privacy policy, contract terms, trusted reputation].
· Staff and students are responsible for protecting data privacy when using AI tools.



10.3. [bookmark: _Toc207287140]Monitoring and Control
· The use of generative AI tools must be monitored for compliance with school policies and for inappropriate or unauthorized use.
· Where possible, technical controls [e.g., usage logs, access restrictions, content filtering] should be implemented to monitor and control AI use.
· If technical monitoring is not available, the school will rely on alternative measures [e.g., user awareness training, regular manual checks, clear procedures for reporting misuse].
· Any actual or suspected misuse of AI tools, or data breaches involving AI, must be reported immediately to [role, e.g., IT Coordinator, Data Protection Officer].


11. [bookmark: _Toc207287141]User Awareness and Training
The school shall ensure that all staff, students, and relevant stakeholders are aware of their responsibilities for information security and understand how to use school systems and data safely and appropriately.
11.1. [bookmark: _Toc207287142]Security Awareness Programs
· The school will provide regular information security awareness to all users [e.g., staff, students, contractors] in a format appropriate to available resources [e.g., online training, workshops, printed guides, briefings].
· Awareness programs will cover key topics such as data protection, password security, phishing, safe internet use, and incident reporting.
· Where formal or automated training is not feasible, the school will use alternative approaches [e.g., posters, staff meetings, newsletters, classroom discussions].
· Security awareness materials and sessions will be reviewed and updated at least [frequency, e.g., annually, biannually].
· Responsibility for coordinating security awareness rests with [role, e.g., IT Coordinator, Data Protection Officer, Principal].
11.2. [bookmark: _Toc207287143]Acceptable Use Policy
· All users must comply with the school’s Acceptable Use Policy (AUP), which sets out required and prohibited behaviours for the use of school devices, networks, and data.
· The AUP will be communicated to all users [e.g., at enrollment, new staff induction, regular reminders], and users may be required to acknowledge their understanding and agreement [e.g., via signed form, online acknowledgment].
· Where it is not feasible to obtain formal acknowledgment (e.g., for very young students), the school will ensure that expectations are communicated through alternative means [e.g., classroom discussions, teacher reminders].
· Breaches of the Acceptable Use Policy will be addressed in accordance with school disciplinary procedures.

11.3. [bookmark: _Toc207287144]External Training Channels
The school should consider using external channels and resources to enhance information security awareness for staff, students, and stakeholders.
· Government & Public Sector Initiatives:
· Digital Policy Office (DPO): Offers resources and programs under the “Smart City Blueprint” and Cyber Security Campaigns (e.g., seminars, workshops, awareness campaigns).
· Hong Kong Education Bureau (EDB): Provides guidelines and training materials on e-learning safety, data privacy, and cyber ethics. Schools can request support or professional development.
· Non-Governmental Organizations (NGOs) & Associations:
· Hong Kong Computer Emergency Response Team Coordination Centre (HKCERT): Offers free resources, alerts, training sessions, and tailored workshops.
· Hong Kong Internet Registration Corporation (HKIRC): Offers free resources, such as staff training platform (Cybersec Training Hub), website security check (Healthy Web), phishing drill campaign, etc



12. [bookmark: _Toc207287145]Incident Management
The school shall ensure that all information security incidents, including data breaches, cyber attacks, and loss or theft of devices, are managed in a timely and effective manner to minimize impact and support recovery.
12.1. [bookmark: _Toc207287146]Incident Reporting
· All users must promptly report actual or suspected information security incidents to [role, e.g., IT Coordinator, Data Protection Officer, Principal] using [reporting method, e.g., email, phone, incident form].
· The school will provide clear guidance to staff and students on how to recognize and report incidents [e.g., posters, staff meetings, online resources].
· If a formal reporting system is not available, users may report incidents directly to their teacher or supervisor, who will escalate to the appropriate contact.
12.2. [bookmark: _Toc207287147]Incident Response and Recovery
· The school will respond to security incidents in a timely manner, taking steps to contain, investigate, and remediate the situation.
· Where possible, the school will use documented procedures or checklists to guide response and recovery [e.g., isolating affected devices, resetting passwords, restoring backups].
· If formal procedures or technical tools are not available, the school will use reasonable efforts to contain the incident, protect affected data, and resume normal operations as quickly as possible.
· Communication with affected parties, parents, or authorities will be coordinated by [role, e.g., Principal, IT Coordinator] as appropriate. 
· Hong Kong Computer Emergency Response Team Coordination Centre (HKCERT):
· To report multiple-point cyber attacks or seek advice.
· Tel: 8105 6060 | hkcert@hkcert.org | Incident report form
· Hong Kong Police Force:
· To report suspected criminal activity or when the school is the only affected party.
· Tel: 2860 5012 | e-Report Centre
· Privacy Commissioner for Personal Data (PCPD):
· If personal data (students, staff, parents) is compromised, especially if harm or distress may result. Use the PCPD data breach notification form or online form.
· If the school’s available staff do not have the knowledge, experience, or resources required to effectively manage, investigate, or recover from a security incident, the school should seek help from qualified external experts.
12.3. [bookmark: _Toc207287148]Post-Incident Review
· After a significant security incident, the school will conduct a post-incident review to identify causes, assess the effectiveness of the response, and recommend improvements.
· Where possible, findings and lessons learned will be documented and shared with relevant staff to reduce the risk of recurrence.
· At minimum, the incident will be discussed in staff meetings and basic corrective actions will be implemented.
· The school will update policies and procedures as necessary based on review outcomes.


13. [bookmark: _Toc207287149]Monitoring and Logging
The school shall monitor its systems and networks to detect, investigate, and respond to security threats or policy violations, and keep relevant logs to support security and accountability.
13.1. [bookmark: _Toc207287150]System and Network Monitoring
· The school will monitor key systems and network activity for signs of unauthorized access, misuse, or security incidents using [monitoring methods, e.g., built-in alerts, security software, firewall logs], where feasible.
· Monitoring efforts should focus on critical assets and sensitive data [e.g., administrative servers, student information systems, cloud platforms].
· Where automated monitoring tools are not available, the school will use alternative approaches [e.g., regular manual checks, reviewing system usage reports, spot-checking user activity].
· Responsibility for monitoring rests with [role, e.g., IT Coordinator, System Administrator].
13.2. [bookmark: _Toc207287151]Log Management and Review
· The school will keep logs of key system and network activities [e.g., logins, file access, changes to sensitive data], using [logging tools, e.g., server logs, firewall logs, cloud audit trails] where possible.
· Logs must be protected against unauthorized access, modification, or deletion.
· Logs should be retained for at least [retention period, e.g., 3 months, 1 year] to support possible investigations, audits, or regulatory requirements.
· After the retention period, logs should be securely deleted unless required for ongoing investigations.
· Logs will be reviewed regularly [frequency, e.g., monthly, quarterly] to detect suspicious activity or policy violations.
· If automated log management tools are not available, the school will conduct manual log reviews and keep basic records of security-relevant events.
· Significant findings or incidents identified during log review must be reported promptly to [role, e.g., IT Coordinator, Data Protection Officer].
· 

14. [bookmark: _Toc207287152]Physical and Environmental Security
The school shall protect its facilities, equipment, and information from physical threats, unauthorized access, loss, or damage.
14.1. [bookmark: _Toc207287153]Physical Access Control
· Access to areas containing sensitive information or critical systems (e.g., server rooms, staff workspaces, records storage) must be restricted to authorized personnel only.
· Areas within the school should be clearly marked as public, staff-only, or restricted (e.g., server rooms), and access controlled accordingly.
· Physical access controls [e.g., locks, access cards, sign-in/sign-out logs] should be used where possible to prevent unauthorized entry.
· Where advanced controls are not available, the school will use alternative measures [e.g., manual supervision, locked cabinets, staff presence during access].
· Visitor access to sensitive areas must be supervised and recorded, using [methods, e.g., visitor log, sign-in sheet].
· Responsibility for managing physical access rests with [role, e.g., Office Manager, IT Coordinator, Principal].

14.2. [bookmark: _Toc207287154]Equipment Security
· School equipment containing sensitive information (e.g., computers, servers, backup devices) must be protected against theft, loss, or damage.
· Equipment should be securely located [e.g., in locked rooms, out of public areas] and physically secured [e.g., cable locks, locked cabinets] where feasible.
· Where advanced security measures are not available, the school will use practical alternatives [e.g., regular equipment checks, storing portable devices in locked drawers after hours].
· Lost, stolen, or damaged equipment must be reported promptly to [role, e.g., Office Manager, IT Coordinator].
· Before disposal or transfer, equipment must be checked to ensure all sensitive data is securely deleted or removed.



15. [bookmark: _Toc207287155]Maintenance and Patch Management
The school shall ensure that all systems and software are regularly maintained and updated to reduce risks from security vulnerabilities and software defects.
15.1. [bookmark: _Toc207287156]Software Updates
· All school-owned systems and software must be kept up to date with the latest security updates and patches, where available.
· Where possible, enable automatic updates for operating systems, applications, and security tools [e.g., antivirus, browsers].
· If automated updates are not available, the school will establish a manual process [e.g., scheduled checks, update logs] to ensure timely installation of updates.
· Updates that address critical security vulnerabilities should be applied as soon as possible after release.
· Systems and software that are no longer supported by vendors (end-of-life) must not be used for school activities unless a risk assessment and compensating controls are in place.
· Ensure that third-party cloud services and SaaS platforms (e.g., learning management systems, collaboration tools) are included in the update and vulnerability management process, either by verifying provider update practices or ensuring contractually that updates are promptly applied.
· Responsibility for managing software updates rests with [role, e.g., IT Coordinator, System Administrator].

15.2. [bookmark: _Toc207287157]Vulnerability Management
· The school will regularly review systems and software for known security vulnerabilities, using [methods, e.g., vulnerability scanning tools, manual checks, vendor notifications].
· Where available, use vulnerability management tools to identify and prioritize risks.
· If automated tools are not available, the school will monitor trusted sources [e.g., vendor websites, government advisories] for relevant security alerts and take action as needed.
· Identified vulnerabilities should be assessed and addressed in a timely manner, with priority given to those posing the greatest risk to school operations or data.
· Significant risks, or issues that cannot be resolved internally, must be reported to and reviewed by [role, e.g., IT Coordinator, Principal].
· Before applying major updates, the school will assess potential impacts and, where feasible, test updates in a controlled environment to minimize disruption.
15.3. [bookmark: _Toc207287158]Change Management
· Significant changes to school IT systems, software, or network settings (e.g., installing new applications, major updates, changing security settings) should be reviewed and approved by [role, e.g., IT Coordinator, Principal] before being implemented.
· All significant changes should be documented, including the date, nature of the change, and the person responsible.
· Where possible, changes should be tested first to avoid disruption.
· Staff should report any problems arising from changes as soon as possible so they can be addressed quickly.




16. [bookmark: _Toc207287159]Policy Exceptions and Violations
The school recognizes that, under certain circumstances, it may not be possible to fully comply with all information security policies. In such cases, a formal exception process shall be followed. All staff and users are expected to comply with this policy; violations may result in disciplinary action.
16.1. [bookmark: _Toc207287160]Exception Process
· Requests for exceptions to this policy must be submitted in writing to [role, e.g., Principal, IT Coordinator, Data Protection Officer], explaining the reason for the exception and any compensating controls in place.
· All exceptions will be reviewed and approved by [role, e.g., Principal, IT Committee, Data Protection Officer] before being granted.
· Approved exceptions must be documented, including the scope, duration, and conditions of the exception.
· Exceptions will be reviewed periodically [frequency, e.g., annually, as needed] to determine if they are still necessary.
16.2. [bookmark: _Toc207287161]Disciplinary Actions
· Violations of this policy, or unauthorized exceptions, may result in disciplinary action, up to and including [consequences, e.g., reprimand, suspension, dismissal], in accordance with the school’s staff and student disciplinary procedures.
· The school will consider the intent, severity, and impact of the violation when determining appropriate actions.
· In cases involving possible legal or regulatory breaches, incidents may be reported to [external authorities, e.g., EDB, police, data protection regulator] as required.


17. [bookmark: _Toc207287162]Document Control
The school will ensure that all information security policies are properly documented, controlled, and kept up to date. This helps maintain consistency, accountability, and ensures that all users refer to the correct version.
17.1. [bookmark: _Toc207287163]Policy Review and Update History
· This policy shall be reviewed and, if necessary, updated at least [frequency, e.g., annually, every two years], or in response to significant changes in regulations, technology, or school operations.
· Reviews and updates are the responsibility of [role, e.g., Principal, IT Coordinator, Data Protection Officer].
· All versions of this policy must be recorded, including the effective date, summary of changes, and the person responsible for the update.
· Previous versions should be retained for [retention period, e.g., 3 years] for reference and accountability.
· The current and approved version of this policy will be made available to all staff, and, where appropriate, to students and parents.


[bookmark: _Toc207287164]Appendix
A. [bookmark: _Toc207287165]Additional References
The following additional references are available to support the effective implementation of this policy:
Mapping of Recommendations to Priority Levels
The recommendations in the above template are mapped according to a priority level in the following table. The priorities are formed in the manner below:
· P1 – Do Now: Highest priority to implement and incorporate as a baseline level of security, deemed to be vital to uphold a secure environment.
· P2 – Next: Important protective measures that are beneficial to maintaining security, not very high effort but still closes gaps
· P3 – Later: Additional protective measures for enhanced protection, these provide maturity and operational cadence and have a medium strain on resources/time to be implemented
· P4 – Defer/Plan: Measures that can be implemented in the longer term when justified by volume or timing, to be addressed independently by each school's available resources
The table of policy templates is mapped against their relative priorities below:
	Category
	Template Item
	Priority
	Guidance/Examples

	Governance & Compliance
	2.1 Legal and Regulatory Compliance
	P1
	Comply with Personal Data (Privacy) Ordinance (Cap. 486) and PCPD requirements (collection, use, storage, disclosure of personal data), as required by the Privacy Commissioner for Personal Data (PCPD)

	Governance & Compliance
	2.1 Legal and Regulatory Compliance
	P1
	Adhere to relevant Education Bureau (EDB) circulars/guidelines (e.g., Information Security in Schools – Recommended Practice).

	Governance & Compliance
	2.1 Legal and Regulatory Compliance
	P2
	Comply with other applicable laws and standards (e.g., Copyright Ordinance, Computer Crimes Ordinance, sector codes).

	Governance & Compliance
	2.1 Legal and Regulatory Compliance
	P1
	Monitor changes to laws/guidelines and ensure policies and practices remain compliant.

	Governance & Compliance
	2.2 Policy Management and Review
	P1
	Obtain formal approval of cybersecurity policies/procedures by school management/governing body.

	Governance & Compliance
	2.2 Policy Management and Review
	P2
	Review policies at least annually or upon significant changes (technology, legal, operational).

	Governance & Compliance
	2.2 Policy Management and Review
	P2
	Maintain version control for all policies (approval dates, updates, reviews).

	Governance & Compliance
	2.2 Policy Management and Review
	P1
	Communicate policies to staff/students/third parties; provide training/awareness as needed.

	Governance & Compliance
	2.2 Policy Management and Review
	P2
	Drive continuous improvement using feedback, incidents, and audit findings.

	Governance & Compliance
	2.2 Policy Management and Review
	P1
	Senior leadership is accountable for policy management, compliance, and governance of information security.

	Asset Management
	3.1 IT Asset Inventory
	P1
	Maintain an up-to-date inventory of all IT assets; assign overall responsibility to IT Coordinator/School Secretary.

	Asset Management
	3.1 IT Asset Inventory
	P2
	Ensure inventory includes hardware, software/licenses, and cloud services.

	Asset Management
	3.1 IT Asset Inventory
	P2
	Update inventory when assets are acquired, reassigned, or decommissioned.

	Asset Management
	3.1 IT Asset Inventory
	P2
	Review the asset inventory at least annually, or bi-annually.

	Asset Management
	3.1 IT Asset Inventory
	P1
	Use a defined tracking method/tool [e.g., spreadsheet, asset management system].

	Asset Management
	3.1 IT Asset Inventory
	P2
	Follow procedures for asset return and secure disposal (e.g., secure wipe before disposal).

	Asset Management
	3.2 Data Classification and Handling
	P1
	Classify data at minimum as Confidential, Internal, or Public.
• Confidential (e.g., student health records, disciplinary reports)
• Internal (e.g., staff memos, draft lesson plans)
• Public (e.g., school newsletters, event flyers)

	Asset Management
	3.2 Data Classification and Handling
	P2
	Restrict access to confidential/internal data to authorized personnel/roles, such as teachers, administrative staff, IT administrators, etc.

	Asset Management
	3.2 Data Classification and Handling
	P1
	Apply appropriate safeguards for sensitive data (e.g., encryption tools, password protection).

	Asset Management
	3.2 Data Classification and Handling
	P3
	Review data classifications and handling practices at least semi-annually or annually.

	Asset Management
	3.2 Data Classification and Handling
	P4
	Securely delete/destroy data that is no longer required (e.g., digital shredding; shredding printed lists).

	Access Control
	4.1 User Account Management
	P3
	Assign responsibility for user account management to IT Coordinators or Administrators.

	Access Control
	4.1 User Account Management
	P2
	Ensure each user has a unique user ID; enforce individual accountability.

	Access Control
	4.1 User Account Management
	P3
	Provision/modify/revoke accounts via a formal process using an access request system, or an IT ticketing system.

	Access Control
	4.1 User Account Management
	P2
	Review active accounts at least annually/biannually; disable/remove stale accounts (e.g., after 90 days of inactivity).

	Access Control
	4.1 User Account Management
	P1
	Remove access promptly when users leave or change roles.

	Access Control
	4.2 Privileged Access
	P4
	Use privileged accounts only for administrative tasks; not for routine activities.

	Access Control
	4.2 Privileged Access
	P2
	Avoid local admin rights on endpoints; if required, obtain approval from IT Security Lead/equivalent, document, and review regularly.

	Access Control
	4.2 Privileged Access
	P2
	Require privileged access to be requested and approved by IT Security Lead/IT Administrators.

	Access Control
	4.2 Privileged Access
	P2
	Maintain separate credentials for privileged and non-privileged activities.

	Access Control
	4.2 Privileged Access
	P2
	Log and regularly review privileged actions using a central log platform, such as a SIEM or log server.

	Access Control
	4.3 Password Policy
	P1
	Enforce minimum password length [e.g., 8+ characters] and complexity (mix of letters, numbers, symbols).

	Access Control
	4.3 Password Policy
	P1
	Prevent common/weak passwords; prohibit password sharing.

	Access Control
	4.3 Password Policy
	P1
	Require periodic password changes at least every [e.g., 90 days] or based on risk.

	Access Control
	4.3 Password Policy
	P1
	Implement account lockout after [e.g., 5] failed attempts.

	Access Control
	4.3 Password Policy
	P2
	Store passwords securely (hashed and/or encrypted).

	Access Control
	4.3 Password Policy
	P1
	Enable identity methods, e.g., MFA, for sensitive accounts/systems where possible.

	Access Control
	4.4 Remote and Third-Party Access
	P1
	Require secure channels for remote access (e.g., VPN, encrypted connections).

	Access Control
	4.4 Remote and Third-Party Access
	P2
	Grant remote/third-party access only with explicit approval from IT Administrators and with a defined scope/duration.

	Access Control
	4.4 Remote and Third-Party Access
	P2
	Log and review all third-party access activities.

	Access Control
	4.4 Remote and Third-Party Access
	P1
	Revoke temporary/emergency access promptly upon task completion.

	Network Security
	5.1 Network Segmentation
	P2
	Segment internal networks (e.g., admin, student, guest) using segmentation methods, such as VLANs, separate Wi-Fi SSIDs.

	Network Security
	5.1 Network Segmentation
	P1
	Use private IPs; prevent direct Internet access to internal systems.

	Network Security
	5.1 Network Segmentation
	P1
	Allow only authorized devices on each segment; block unmanaged/personal devices from staff/admin networks.

	Network Security
	5.1 Network Segmentation
	P2
	Review segmentation and access controls at least annually/biannually.

	Network Security
	5.2 Firewall and Perimeter Security
	P1
	Deploy and maintain firewalls at Internet gateway and between critical segments using different firewall types, such as hardware firewall, cloud-based firewall solutions.

	Network Security
	5.2 Firewall and Perimeter Security
	P1
	Default deny all traffic; allow only approved services/ports, such as HTTPS, email (SMTP).

	Network Security
	5.2 Firewall and Perimeter Security
	P3
	Review/update firewall rules and monitor logs (via firewall log server, SIEM where available).

	Network Security
	5.2 Firewall and Perimeter Security
	P2
	Remove/disable unused network services/features on all devices.

	Network Security
	5.3 Wireless Security
	P1
	Use strong Wi‑Fi encryption (WPA3; or WPA2 if unavailable).

	Network Security
	5.3 Wireless Security
	P1
	Set and regularly update strong Wi‑Fi passwords; avoid wide sharing.

	Network Security
	5.3 Wireless Security
	P2
	Control Wi‑Fi access using authentication methods, e.g., MAC filtering, user auth portal.

	Network Security
	5.3 Wireless Security
	P2
	Provide a separate guest Wi‑Fi network with restricted Internet access only.

	Network Security
	5.3 Wireless Security
	P3
	Monitor for unauthorized/rogue APs/devices at least monthly/quarterly.

	Network Security
	5.3 Wireless Security
	P3
	Enforce mobile device security settings (password/PIN, disable unnecessary features).

	Network Security
	5.3 Wireless Security
	P2
	Remind users not to access sensitive school data on public Wi‑Fi.

	Endpoint & Device Security
	6.1 School-owned Devices
	P3
	Secure/manage all school-owned devices per policy.

	Endpoint & Device Security
	6.1 School-owned Devices
	P2
	Use up-to-date security controls (e.g., anti-malware, firewall, security updates).

	Endpoint & Device Security
	6.1 School-owned Devices
	P1
	Allow only authorized users; prohibit account/password sharing.

	Endpoint & Device Security
	6.1 School-owned Devices
	P1
	Configure auto-lock after inactivity [e.g., 10–15 minutes].

	Endpoint & Device Security
	6.1 School-owned Devices
	P1
	Apply security updates regularly [e.g., automatically or at least monthly].

	Endpoint & Device Security
	6.1 School-owned Devices
	P1
	Report lost, stolen, or compromised devices immediately to IT Coordinator/Administrator.

	Endpoint & Device Security
	6.2 BYOD
	P3
	Require personal devices used for school to meet security requirements.

	Endpoint & Device Security
	6.2 BYOD
	P2
	Permit access to sensitive data/systems from personal devices only if security controls are in place, such as device passcode, up-to-date OS and security software, enrollments in mobile device management, etc.

	Endpoint & Device Security
	6.2 BYOD
	P3
	Reserve the right to restrict/revoke access for non-compliant devices.

	Endpoint & Device Security
	6.2 BYOD
	P1
	Require users to secure their devices and report incidents promptly to IT Administrators.

	Endpoint & Device Security
	6.2 BYOD
	P1
	Prohibit storing/processing confidential data on personal devices unless authorized.

	Endpoint & Device Security
	6.3 Mobile Device Management
	P4
	Implement reasonable measures to manage/secure mobile devices accessing school data.

	Endpoint & Device Security
	6.3 Mobile Device Management
	P4
	Use an MDM solution [e.g., Intune, Apple School Manager] to enforce controls where possible.

	Endpoint & Device Security
	6.3 Mobile Device Management
	P2
	If no MDM, establish alternative procedures (strong passwords, encryption, remote wipe ability).

	Endpoint & Device Security
	6.3 Mobile Device Management
	P3
	Restrict or revoke access for non-compliant devices.

	Endpoint & Device Security
	6.3 Mobile Device Management
	P2
	Review device security controls and compliance at least annually or bi-annually.

	Data Protection
	7.1 Data Encryption
	P1
	Protect data at rest and in transit using appropriate encryption (e.g., full disk, encrypted shares, SSL/TLS) where feasible.

	Data Protection
	7.1 Data Encryption
	P3
	If encryption not feasible, implement alternative risk-reducing measures.

	Data Protection
	7.1 Data Encryption
	P3
	Do not store sensitive data on non-encryptable devices unless exception is approved with mitigations.

	Data Protection
	7.1 Data Encryption
	P2
	Securely manage encryption keys; limit access to authorized personnel.

	Data Protection
	7.2 Data Backup and Recovery
	P1
	Back up critical data regularly at least daily/weekly, using backup method (automated backup software, cloud backup service) where possible.

	Data Protection
	7.2 Data Backup and Recovery
	P3
	If no automated/cloud backup, use manual procedures; keep backup media secure.

	Data Protection
	7.2 Data Backup and Recovery
	P2
	Protect backup copies (e.g., encryption, offsite/cloud storage, restricted access).

	Data Protection
	7.2 Data Backup and Recovery
	P2
	Conduct periodic backup restoration tests annually/biannually.

	Data Protection
	7.2 Data Backup and Recovery
	P1
	Review and update backup/recovery procedures as necessary.

	Data Protection
	7.3 Data Loss Prevention (DLP)
	P2
	Implement measures to reduce risk of accidental/unauthorized data loss/disclosure.

	Data Protection
	7.3 Data Loss Prevention (DLP)
	P2
	Use technical DLP controls (e.g., DLP software, email filtering, access restrictions) where possible.

	Data Protection
	7.3 Data Loss Prevention (DLP)
	P3
	If no technical DLP, rely on awareness/training and clear handling/sharing policies.

	Data Protection
	7.3 Data Loss Prevention (DLP)
	P1
	Prohibit sending sensitive info via insecure channels (e.g., personal email, unencrypted USBs).

	Data Protection
	7.3 Data Loss Prevention (DLP)
	P1
	Report any actual/suspected data loss immediately to IT Administrators.

	Supplier & Third-Party Management
	8.1 Supplier Security Requirements
	P3
	Ensure suppliers comply with school information security and data protection requirements.

	Supplier & Third-Party Management
	8.1 Supplier Security Requirements
	P1
	Tailor supplier security requirements to sensitivity of data/systems/services.

	Supplier & Third-Party Management
	8.1 Supplier Security Requirements
	P2
	Where feasible, require suppliers to demonstrate security controls (e.g., ISO 27001, access controls, secure handling).

	Supplier & Third-Party Management
	8.1 Supplier Security Requirements
	P2
	If suppliers can’t meet standards, assess risk and apply compensating controls.

	Supplier & Third-Party Management
	8.1 Supplier Security Requirements
	P1
	Assign responsibility for managing supplier security to a specified role, such as Data Protection Officer, IT Coordinator or School Business Manager.

	Supplier & Third-Party Management
	8.2 Due Diligence and Contracts
	P1
	Assess supplier security capability before engagement/renewal (e.g., questionnaire, references, certifications).

	Supplier & Third-Party Management
	8.2 Due Diligence and Contracts
	P2
	Include data protection/security clauses in contracts where possible (confidentiality, breach notification, audit, data return/deletion).

	Supplier & Third-Party Management
	8.2 Due Diligence and Contracts
	P2
	If detailed clauses not feasible, document risk and establish alternative safeguards.

	Supplier & Third-Party Management
	8.2 Due Diligence and Contracts
	P1
	Require suppliers to promptly report actual/suspected security incidents to a specified role, such as Data Protection Officer, IT Coordinator.

	Cloud Services Security
	9.1 Approved Cloud Services List
	P2
	Use only cloud services approved by IT Coordinators and support staff.

	Cloud Services Security
	9.1 Approved Cloud Services List
	P2
	Maintain an up-to-date list of approved cloud services. [Google Workspace for Education, Microsoft 365, approved learning platforms]

	Cloud Services Security
	9.1 Approved Cloud Services List
	P1
	Prohibit storing/sharing school data on unapproved cloud services.

	Cloud Services Security
	9.1 Approved Cloud Services List
	P2
	Review/update the approved services list at least annually/biannually.

	Cloud Services Security
	9.2 Cloud Data Protection
	P1
	Protect sensitive/confidential cloud data (encryption at rest/in transit, strong access controls, classification).

	Cloud Services Security
	9.2 Cloud Data Protection
	P1
	Enable MFA for cloud service access where available.

	Cloud Services Security
	9.2 Cloud Data Protection
	P3
	If a service lacks sufficient protection, avoid storing sensitive data or apply alternative safeguards (limit access, anonymize, password-protected files).

	Cloud Services Security
	9.2 Cloud Data Protection
	P3
	Assign responsibility for cloud data security to IT Coordinator/equivalent roles.

	Cloud Services Security
	9.3 Cloud Access and Monitoring
	P1
	Restrict cloud access to authorized users/roles and review regularly annually/biannually.

	Cloud Services Security
	9.3 Cloud Access and Monitoring
	P2
	Monitor cloud usage for unauthorized activity where possible (e.g., suspicious logins, data downloads, external sharing).

	Cloud Services Security
	9.3 Cloud Access and Monitoring
	P4
	If technical monitoring unavailable, implement alternative measures (awareness, manual reviews, clear reporting).

	Cloud Services Security
	9.3 Cloud Access and Monitoring
	P1
	Report suspected/actual cloud security incidents immediately to IT Coordinator.

	Use of Generative AI
	10.1 Approved AI Tools
	P1
	Use only generative AI tools approved by IT Coordinator.

	Use of Generative AI
	10.1 Approved AI Tools
	P1
	Maintain a list of approved AI tools., such as Microsoft Copilot, Google Gemini, OpenAI ChatGPT, other approved platforms.

	Use of Generative AI
	10.1 Approved AI Tools
	P1
	Do not use unapproved AI tools for processing/storing/generating school data.

	Use of Generative AI
	10.1 Approved AI Tools
	P2
	Review/update the approved AI tools list at least annually/biannually.

	Use of Generative AI
	10.2 Data Protection in AI Use
	P1
	Do not enter sensitive/personal data into AI tools unless tool is approved and provider has adequate data protection.

	Use of Generative AI
	10.2 Data Protection in AI Use
	P2
	Ensure users protect data privacy when using AI tools.

	Use of Generative AI
	10.3 Monitoring and Control
	P3
	Monitor use of generative AI tools for policy compliance and inappropriate/unauthorized use.

	Use of Generative AI
	10.3 Monitoring and Control
	P3
	Implement technical controls (usage logs, access restrictions, content filtering) to monitor/control AI use where possible.

	Use of Generative AI
	10.3 Monitoring and Control
	P3
	If technical monitoring unavailable, use alternative measures (awareness, manual checks, clear reporting).

	Use of Generative AI
	10.3 Monitoring and Control
	P1
	Report suspected misuse of AI tools or AI-related data breaches immediately to IT Coordinator.

	User Awareness & Training
	11.1 Security Awareness Programs
	P1
	Provide regular information security awareness for all users in resource-appropriate formats.

	User Awareness & Training
	11.1 Security Awareness Programs
	P1
	Cover key topics (data protection, passwords, phishing, safe Internet use, incident reporting).

	User Awareness & Training
	11.1 Security Awareness Programs
	P2
	Use alternative approaches if formal/automated training not feasible (posters, meetings, newsletters).

	User Awareness & Training
	11.1 Security Awareness Programs
	P2
	Review/update awareness materials/sessions at least annually/biannually.

	User Awareness & Training
	11.1 Security Awareness Programs
	P1
	Assign responsibility for coordinating awareness to IT Coordinator.

	User Awareness & Training
	11.2 Acceptable Use Policy
	P1
	Require all users to comply with the Acceptable Use Policy (AUP).

	User Awareness & Training
	11.2 Acceptable Use Policy
	P1
	Communicate AUP at enrollment/induction and via regular reminders; obtain acknowledgement where feasible.

	User Awareness & Training
	11.2 Acceptable Use Policy
	P2
	Use alternative communication for very young students (e.g., classroom discussions, teacher reminders).

	User Awareness & Training
	11.2 Acceptable Use Policy
	P1
	Address AUP breaches via school disciplinary procedures.

	User Awareness & Training
	11.3 External Training Channels
	P3
	Leverage external resources where feasible: Digital Policy Office (DPO) initiatives.

	User Awareness & Training
	11.3 External Training Channels
	P3
	Leverage external resources where feasible: Hong Kong Education Bureau (EDB) guidance/training.

	User Awareness & Training
	11.3 External Training Channels
	P3
	Leverage external resources where feasible: HKCERT alerts/resources/workshops.

	User Awareness & Training
	11.3 External Training Channels
	P3
	Leverage external resources where feasible: HKIRC resources (Cybersec Training Hub, Healthy Web, phishing drills).

	Incident Management
	12.1 Incident Reporting
	P1
	Require prompt reporting of actual/suspected incidents to IT Coordinator using various report methods including email, phone, incident report forms.

	Incident Management
	12.1 Incident Reporting
	P1
	Provide clear guidance on recognizing and reporting incidents, through the use of posters, staff meetings, online resources.

	Incident Management
	12.1 Incident Reporting
	P1
	If no formal system, allow reporting to teacher/supervisor for escalation.

	Incident Management
	12.2 Incident Response and Recovery
	P1
	Respond promptly to incidents to contain, investigate, and remediate.

	Incident Management
	12.2 Incident Response and Recovery
	P2
	Use documented procedures/checklists for response/recovery where possible (e.g., isolate devices, reset passwords, restore backups).

	Incident Management
	12.2 Incident Response and Recovery
	P1
	If no formal procedures/tools, take reasonable steps to contain/protect/recover quickly.

	Incident Management
	12.2 Incident Response and Recovery
	P1
	Coordinate communications with affected parties/parents/authorities via IT Coordinator.

	Incident Management
	12.2 Incident Response and Recovery
	P1
	Maintain process/contact info to report to HKCERT as appropriate.

	Incident Management
	12.2 Incident Response and Recovery
	P1
	Maintain process/contact info to report to Hong Kong Police for suspected crimes/solely affected cases.

	Incident Management
	12.2 Incident Response and Recovery
	P1
	Maintain process/contact info to notify PCPD for personal data breaches where harm/distress may result.

	Incident Management
	12.2 Incident Response and Recovery
	P2
	Seek qualified external expertise if internal resources are insufficient to manage/recover from incidents.

	Incident Management
	12.3 Post-Incident Review
	P3
	Conduct post-incident reviews after significant incidents to determine causes and improvements.

	Incident Management
	12.3 Post-Incident Review
	P3
	Document and share findings/lessons learned with relevant staff where possible.

	Incident Management
	12.3 Post-Incident Review
	P3
	Discuss incidents in staff meetings at minimum and implement basic corrective actions.

	Incident Management
	12.3 Post-Incident Review
	P3
	Update policies/procedures based on review outcomes.

	Monitoring & Logging
	13.1 System and Network Monitoring
	P2
	Monitor key systems/network activity for unauthorized access/misuse/incidents using different monitoring methods, built-in alerts, security softwares and firewall logs, where feasible.

	Monitoring & Logging
	13.1 System and Network Monitoring
	P2
	Focus monitoring on critical assets and sensitive data (e.g., admin servers, SIS, cloud platforms).

	Monitoring & Logging
	13.1 System and Network Monitoring
	P3
	If no automated tools, perform regular manual checks/reviews of usage reports and user activity.

	Monitoring & Logging
	13.1 System and Network Monitoring
	P1
	Assign monitoring responsibility to IT Coordinator or System Administrators.

	Monitoring & Logging
	13.2 Log Management and Review
	P1
	Maintain logs of key activities (logins, file access, changes to sensitive data) using logging tools, such as server logs, firewall logs and cloud audit trails, where possible.

	Monitoring & Logging
	13.2 Log Management and Review
	P1
	Protect logs from unauthorized access, modification, or deletion.

	Monitoring & Logging
	13.2 Log Management and Review
	P2
	Retain logs for a defined retention period, such as quarterly/annually, to support investigations/audits/regulatory needs.

	Monitoring & Logging
	13.2 Log Management and Review
	P3
	Securely delete logs after retention period unless needed for ongoing investigations.

	Monitoring & Logging
	13.2 Log Management and Review
	P1
	Review logs regularly monthly/quarterly to detect suspicious activity/policy violations.

	Monitoring & Logging
	13.2 Log Management and Review
	P2
	If no automated log tools, conduct manual reviews and record security-relevant events.

	Monitoring & Logging
	13.2 Log Management and Review
	P1
	Report significant findings/incidents from log reviews promptly to IT Coordinator.

	Physical & Environmental Security
	14.1 Physical Access Control
	P1
	Restrict access to sensitive areas (server rooms, staff workspaces, records storage) to authorized personnel.

	Physical & Environmental Security
	14.1 Physical Access Control
	P1
	Clearly mark areas as public, staff-only, or restricted; control access accordingly.

	Physical & Environmental Security
	14.1 Physical Access Control
	P2
	Use physical access controls (locks, access cards, sign-in/out logs) where possible.

	Physical & Environmental Security
	14.1 Physical Access Control
	P2
	If advanced controls not available, use alternatives (manual supervision, locked cabinets, staff presence).

	Physical & Environmental Security
	14.1 Physical Access Control
	P2
	Supervise and record visitor access to sensitive areas (e.g., visitor log).

	Physical & Environmental Security
	14.1 Physical Access Control
	P1
	Assign responsibility for physical access to IT Coordinator/Administrators.

	Physical & Environmental Security
	14.2 Equipment Security
	P1
	Protect equipment with sensitive information against theft/loss/damage.

	Physical & Environmental Security
	14.2 Equipment Security
	P2
	Securely locate equipment (locked rooms, out of public areas) and physically secure where feasible (cable locks, locked cabinets).

	Physical & Environmental Security
	14.2 Equipment Security
	P3
	Use practical alternatives if advanced measures unavailable (regular checks, locked storage after hours).

	Physical & Environmental Security
	14.2 Equipment Security
	P1
	Report lost/stolen/damaged equipment promptly to IT Administrators.

	Physical & Environmental Security
	14.2 Equipment Security
	P3
	Ensure secure data removal before disposal/transfer of equipment.

	Maintenance & Patch Management
	15.1 Software Updates
	P1
	Keep all systems/software up to date with latest security updates/patches.

	Maintenance & Patch Management
	15.1 Software Updates
	P1
	Enable automatic updates for OS, applications, and security tools where possible.

	Maintenance & Patch Management
	15.1 Software Updates
	P2
	If no auto-updates, implement manual process (scheduled checks, update logs).

	Maintenance & Patch Management
	15.1 Software Updates
	P1
	Apply critical security updates as soon as possible after release.

	Maintenance & Patch Management
	15.1 Software Updates
	P2
	Avoid using end-of-life systems/software unless risk assessed and compensating controls applied.

	Maintenance & Patch Management
	15.1 Software Updates
	P2
	Include third-party cloud/SaaS platforms in update/vulnerability management (verify provider practices or via contract).

	Maintenance & Patch Management
	15.1 Software Updates
	P1
	Assign responsibility for software updates to IT Administrators.

	Maintenance & Patch Management
	15.2 Vulnerability Management
	P2
	Regularly review systems/software for known vulnerabilities (scanning tools, manual checks, vendor notifications).

	Maintenance & Patch Management
	15.2 Vulnerability Management
	P3
	Use vulnerability management tools to identify/prioritize risks where available.

	Maintenance & Patch Management
	15.2 Vulnerability Management
	P2
	If no automated tools, monitor trusted sources (vendor sites, government advisories) and act as needed.

	Maintenance & Patch Management
	15.2 Vulnerability Management
	P2
	Assess/address identified vulnerabilities in a timely manner, prioritizing highest risks.

	Maintenance & Patch Management
	15.2 Vulnerability Management
	P1
	Report significant risks/unresolved issues to IT Coordinators.

	Maintenance & Patch Management
	15.2 Vulnerability Management
	P3
	Assess potential impacts and test major updates where feasible before deployment.

	Maintenance & Patch Management
	15.3 Change Management
	P3
	Review/approve significant IT changes by IT Coordinators before implementation.

	Maintenance & Patch Management
	15.3 Change Management
	P3
	Document significant changes (date, nature, responsible person).

	Maintenance & Patch Management
	15.3 Change Management
	P3
	Test changes where possible to minimize disruption.

	Maintenance & Patch Management
	15.3 Change Management
	P1
	Require staff to report problems arising from changes promptly.

	Policy Exceptions & Violations
	16.1 Exception Process
	P1
	Submit exception requests in writing to IT Coordinators with reasons and compensating controls.

	Policy Exceptions & Violations
	16.1 Exception Process
	P1
	Review and approve exceptions by the person responsible for initiating the exception approval before granting.

	Policy Exceptions & Violations
	16.1 Exception Process
	P2
	Document approved exceptions (scope, duration, conditions).

	Policy Exceptions & Violations
	16.1 Exception Process
	P2
	Review exceptions periodically such as annually, or as needed, to confirm ongoing need.

	Policy Exceptions & Violations
	16.2 Disciplinary Actions
	P1
	Apply disciplinary action for policy violations/unauthorized exceptions per school procedures.

	Policy Exceptions & Violations
	16.2 Disciplinary Actions
	P2
	Consider intent, severity, and impact when determining actions.

	Policy Exceptions & Violations
	16.2 Disciplinary Actions
	P3
	Report potential legal/regulatory breaches to appropriate authorities as required.

	Document Control
	17.1 Policy Review and Update History
	N/A
	Review/update this policy at least annually/biannually or upon significant changes.

	Document Control
	17.1 Policy Review and Update History
	N/A
	Assign responsibility for reviews/updates to IT Coordinator.

	Document Control
	17.1 Policy Review and Update History
	N/A
	Record all policy versions (effective date, summary of changes, responsible person).

	Document Control
	17.1 Policy Review and Update History
	N/A
	Retain previous policy versions for a defined retention period, such as for 3 years.

	Document Control
	17.1 Policy Review and Update History
	N/A
	Make the current approved policy available to staff and, as appropriate, students/parents.



[bookmark: _Toc207287166]Practical Implementation Guides
The practical guides are titled as follows:
· Asset Management – Practical Guide
· Access Control – Practical Guide
· Password Management – Practical Guide
· Maintenance and Patch Management – Practical Guide
· Data Backup and Recovery – Practical Guide
· Data Handling and Protection – Practical Guide
· E-mail Security – Practical Guide
· Mobile Device Management – Practical Guide
· Network Management and Wireless Security – Practical Guide
· Physical and Environmental Security – Practical Guide
· Monitoring and Logging – Practical Guide
· Supplier and Third-Party Relationships – Practical Guide
· Use of Generative AI – Practical Guide

[bookmark: _Toc207287167]Cybersecurity Incident Response Workflow
Covers the design of the Cyber Incident Response Team (CIRT), roles and responsibilities, reporting and escalation, detailed incident response procedures, and includes scenario-based playbooks for common school security incidents, such as: 
· Ransomware Attacks
· Phishing & Malware Infections
· Lost or Stolen Devices
· Accidental Data Disclosure
· Website Defacement
· Denial-of-Service (DoS) Attacks

[bookmark: _Toc207287168]Security Configuration Checklist
This guide provides step-by-step checklists and practical instructions to help staff configure and secure school devices, systems, and applications in accordance with policy requirements. It covers essential security settings for servers, computers, mobile devices, network equipment, and commonly used software. The checklist includes recommended baseline configurations, hardening steps, and periodic review points to ensure ongoing protection against security threats.
These documents provide step-by-step instructions, checklists, and scenario playbooks for school-specific situations. Users are encouraged to consult these references for practical guidance in daily operations.



B. [bookmark: _Toc207287169]Glossary of Terms
	Term
	Definition

	Access Control
	Processes and technologies used to restrict access to IT systems, data, or locations to authorized users only.

	AI (Artificial Intelligence)
	Computer systems or software that can perform tasks usually requiring human intelligence, such as learning or problem-solving.

	Asset
	Any device, software, data, or system owned or managed by the school, including hardware, software, and cloud services.

	Backup
	A copy of data stored separately to enable recovery in case of loss or corruption.

	BYOD (Bring Your Own Device)
	The use of personally owned devices (e.g., laptops, smartphones) for school activities or accessing school systems.

	Cloud Service
	An online service (e.g., storage, application, platform) hosted by a third party and accessed via the Internet.

	Confidential Data
	Information that must be protected from unauthorized access, such as student records or personal data.

	Cybersecurity Incident
	Any attempted or actual unauthorized access, use, disclosure, disruption, modification, or destruction of information or IT systems.

	Data Encryption
	The process of converting data into a coded form to prevent unauthorized access.

	Data Loss Prevention (DLP)
	Tools or processes designed to prevent the unauthorized sharing or loss of sensitive information.

	Data Protection
	Measures taken to secure personal, sensitive, or confidential information from unauthorized access, disclosure, alteration, or destruction.

	Endpoint
	Any device (e.g., computer, tablet, smartphone) that connects to the school network.

	Firewall
	A security system (hardware or software) that monitors and controls incoming and outgoing network traffic based on predetermined rules.

	Incident
	Any event that could compromise the confidentiality, integrity, or availability of school information or systems.

	IT Coordinator
	The person or role responsible for overseeing the school’s IT systems, security, and compliance.

	Log
	A record of events, such as system access or data changes, used for monitoring and accountability.

	Mobile Device Management (MDM)
	Tools or processes used to monitor, manage, and secure mobile devices used in school operations.

	Multi-Factor Authentication (MFA)
	A security process that requires users to provide two or more independent credentials to verify their identity.

	Network Segmentation
	The division of a computer network into sub-networks to improve security and performance.

	Patch Management
	The process of keeping software up to date by applying fixes (patches) to address vulnerabilities or bugs.

	Personal Data
	Any information relating to an identified or identifiable individual, such as name, ID number, or contact details.

	Physical Access Control
	Measures used to restrict entry to buildings, rooms, or other sensitive areas.

	Privilege/Privileged Access
	Higher-level system access granted to users who need to perform administrative or sensitive tasks.

	Ransomware
	Malicious software that locks or encrypts a victim’s data and demands payment for its release.

	Remote Access
	The ability to access school IT systems or data from outside the school’s physical premises, typically via VPN or secure connections.

	Sensitive Data
	Data that, if disclosed, could harm individuals or the school, such as health records or disciplinary reports.

	Supplier
	Any third-party vendor or service provider that supplies goods or services to the school, especially those with access to data or systems.

	User
	Any staff, student, or other person authorized to use school IT resources.

	Vulnerability
	A weakness in a system, software, or process that could be exploited to compromise security.

	Wireless Security
	Controls and practices implemented to protect wireless (Wi-Fi) networks from unauthorized access or attacks.
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