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This document is intended as a practical guide for reference only. Schools should review the recommendations and adapt them as needed to suit their own environment, resources, and requirements. The author does not accept responsibility for any actions taken based on this guide.
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1. [bookmark: _Toc207964874]Introduction
1.1. Purpose and Scope
This guide provides practical recommendations and baseline standards for password management in schools across Hong Kong. Its aim is to help educational institutions establish secure, consistent, and effective password practices that protect school systems and sensitive information.
The scope of this guide includes password policy development, technical controls, account management procedures, and user support. It is designed to be adaptable for different school sizes, system types, and available resources.

1.2. Audience (IT Administrators & Tech Staff)
This guide is intended for IT administrators, technical staff, and anyone responsible for managing user accounts or IT systems within the school environment. It assumes a basic understanding of information technology operations.
By following the guidance in this document, IT teams will be better equipped to:
· Set and enforce effective password policies,
· Implement secure storage and authentication methods,
· Respond to password-related incidents,
· Support end users with password best practices,
· Maintain compliance with applicable data protection requirements.
Schools are encouraged to adapt these recommendations to fit their own technical environments and operational needs.


2. [bookmark: _Toc207964875]Establishing a Password Policy
This section outlines core components of a strong password policy for schools. Use these recommendations as a foundation and adjust them to suit your school’s systems, user groups, and available resources. Strong policies protect both everyday users and critical admin accounts from common threats.
2.1. [bookmark: _Toc207964876]Minimum Requirements
Set clear, baseline rules that all users must follow for password creation and protection.
Typical minimum requirements include:
· Passwords must be required for all user accounts that have access to school systems or sensitive information.
· Default or temporary passwords must be changed upon first use.
· Passwords should not be written down or stored in plain text where others can access them.
	Adaptational Tips: 

· Schools can add requirements for specific roles (e.g., stricter rules for staff with access to administrative systems) or adjust according to the sensitivity of different platforms. 
· For younger students, consider using memorable passphrases rather than complex passwords, and provide guidance to teachers for classroom account management.




2.2. [bookmark: _Toc207964877]Password Complexity & Length
Strong passwords are harder to guess or crack. Recommend the following:
· Length: Minimum 8–12 characters for general users (longer is better if systems allow).
· Complexity: Use a mix of uppercase and lowercase letters, numbers, and symbols.
· Avoid simple patterns: No easily guessed words or patterns (e.g., “password,” “1234,” school names).
	Adaptational Tips: 

· Consider passphrases (multiple unrelated words) for younger users who struggle with complex passwords. Adjust complexity as appropriate for different age groups or user roles.



2.3. [bookmark: _Toc207964878]Prohibited Passwords and Sharing
Prevent common password mistakes to reduce risk.
· Block common/breached passwords: Avoid passwords known to be weak or compromised (e.g., “123456,” “qwerty”).
· No password sharing: Users must not share passwords, even within staff or student groups.
· Unique passwords: Do not use the same password for different school systems.
	
Adaptational Tips: 

· Use tools or directory settings to automatically block common passwords where possible. Reinforce these rules with regular reminders and training.

· In Google Workspace for Education, admins can set minimum password length and complexity requirements in the Admin Console under Security > Password Management.

· In Microsoft Active Directory, use Group Policy Objects (GPOs) to enforce password complexity and length.




2.4. [bookmark: _Toc207964879]Frequency of Password Changes
Overly frequent password changes can lead to weaker passwords. Best practices suggest:
· Only require changes when necessary: Change passwords if there is a suspected compromise or other security incident.
· Scheduled changes for sensitive accounts: For critical systems, consider requiring changes every 6–12 months.
· Mandatory change after breach: Always require a password reset after any suspected breach or risk event.
	
Adaptational Tips: 

· Tailor change frequency to suit your environment—avoid frequent resets unless absolutely necessary, especially for students.
· Use your user directory or account management system to flag potentially compromised accounts for required password resets.
· After a phishing incident, bulk reset passwords for affected users via admin tools (e.g., Google Admin Console, AD Users and Computers).




2.5. [bookmark: _Toc207964880]Admin and Technical Account Passwords
Accounts with admin or system-level access require stricter controls to protect critical infrastructure and sensitive data.
· Longer passwords: Require at least 14–16 characters, preferably using a passphrase (e.g., Sunny!Beach_Chair7Horse).
· Unique and complex: Every admin account should have its own unique, strong password—never reused across systems.
· Use password managers: Deploy a reputable password manager (such as Bitwarden, LastPass, or KeePass) to generate and store complex passwords securely.
· Enable Multi-Factor Authentication (MFA): Always turn on MFA for admin and privileged accounts.
· No shared admin accounts: Assign individual admin accounts to each staff member; don’t share login details.
· Regular review: Periodically audit admin accounts, removing unnecessary or unused accounts.

	
Adaptational Tips: 

· If resources are limited, prioritize longer and more complex passwords for admin accounts and enable MFA for any cloud or critical system accounts at minimum.
· Require all admin accounts in Google Workspace or Microsoft 365 to use MFA (enforced via the Admin Console or Azure AD).
· Use password manager vaults with shared access controls for IT teams (e.g., Bitwarden Organizations).
· Schedule regular reviews of all admin accounts (e.g. quarterly) by exporting user lists from your directory platform and disabling unused accounts.

· Example strong admin passphrases:
· Sunlight$Giraffe!82_Rain
· Puzzle#Leaf_Train!934
· Ocean_Cable2!BridgeMoon





2.6. [bookmark: _Toc207964881]SaaS Solutions and Third-Party Applications
Many schools use online platforms and apps for learning, administration, and communication. Even if you can’t control every setting, you can still promote strong password practices and manage risk.
· Review Password Options: Whenever possible, set strong password policies for user accounts in SaaS platforms (e.g., Google Workspace, Microsoft 365, learning management systems, library systems).
· Enforce Multi-Factor Authentication (MFA): Enable MFA for staff/admin accounts in any SaaS solution that supports it. Encourage staff to turn on MFA for their personal school accounts as well.
· Unique Passwords Per Platform: Require users, especially staff, to use unique passwords for each SaaS or third-party application. Example: Staff should not use their school email password as their Zoom, library, or e-learning portal password.
· Use SSO (Single Sign-On): Where available, integrate SaaS applications with your school’s main directory (e.g., Google, Microsoft Azure AD) using SSO. This centralizes authentication and simplifies password management.
· Password Managers: ncourage staff to use password managers for tracking credentials to third-party platforms, especially if they must use many different services.
· Vendor Communication: When adopting new SaaS or third-party apps, ask vendors about their password policies, MFA support, and how they protect user credentials.
	
Adaptational Tips: 

· Limited IT Resources: Focus on user education and use SSO wherever possible to minimize the number of passwords staff and students must remember.
· More Advanced IT: Standardize onboarding/offboarding processes for SaaS apps and keep an inventory of platforms in use, including who has admin rights.







3. [bookmark: _Toc207964882]Implementing Password Practices
This section explains how to put your password policy into everyday practice, with both technical controls and procedures. It includes examples for common school systems, and tips for adapting these measures to your environment.

3.1. [bookmark: _Toc207964883]Enforcing Policies (General Methods)
Technical Enforcement: Use your directory services or cloud admin consoles to enforce password length, complexity, and change requirements. Example: In Microsoft Active Directory, use Group Policy Objects (GPOs) for enforcement; in Google Workspace, adjust password settings in the Admin Console.
· User Education: Provide clear instructions and reminders about password rules during onboarding and in periodic security campaigns.
· Regular Audits: Periodically review accounts and policy compliance. Example: Run reports to identify accounts with weak or non-compliant passwords (if your system supports this).

	
Adaptational Tips:

· If you lack technical tools, focus on user education and regular reminders.




3.2. [bookmark: _Toc207964884]Secure Password Storage
· Never Store in Plain Text: Do not keep passwords in spreadsheets, emails, or paper notes.
· Use Password Managers: Provide or recommend a secure password manager (e.g., Bitwarden, KeePass) for staff and IT admins.
· System Storage: Ensure any system that stores passwords (e.g., homegrown applications) uses encrypted, salted hashing—not plain text or simple encryption.

	
Practical Examples:

· Use Bitwarden or LastPass for staff and admin password storage.
· For applications developed in-house, have your IT vendor confirm that password storage uses strong, industry-standard encryption (e.g., bcrypt).







3.3. [bookmark: _Toc207964885]Handling Forgotten Passwords and Resets
· Self-Service Reset: Enable self-service password reset features with secure identity verification (e.g., secondary email or SMS code).
· Helpdesk Process: If users must contact IT for resets, require verification of identity (such as a staff badge or answering security questions).
· Password Reset Links: Send password reset links that expire after a short time (e.g., 30–60 minutes).
	
Adaptational Tips:

· Define simple, secure reset procedures for schools with limited IT staff.




	
Practical Examples:

· Google Workspace and Microsoft 365 offer self-service password reset options for users with recovery info set up.
· For younger students, password resets may be handled by classroom teachers with verification.




3.4. [bookmark: _Toc207964886]Account Lockout and Recovery
· Lockout After Failed Attempts: Configure systems to lock out accounts after a set number of failed login attempts (e.g., 5–10 tries).
· Notify Users and Admins: Alert users and IT staff when accounts are locked to detect possible attacks.
· Recovery Procedures: Provide a documented process for verifying identity and unlocking accounts.
	
Practical Examples:

· In Active Directory, set account lockout policies via Group Policy.
· In Google Workspace, monitor login alerts for suspicious activity.






4. [bookmark: _Toc207964887]Enhancing Security
Beyond basic password rules, additional security measures greatly reduce the risk of account compromise. This section highlights advanced practices every school should consider to protect both users and sensitive systems.

4.1. [bookmark: _Toc207964888]Multi-Factor Authentication (MFA)
· Require MFA for staff/admin accounts on all systems that support it. Strongly encourage MFA for all users where practical.

4.2. [bookmark: _Toc207964889]Monitor for Weak or Compromised Passwords
· Use available tools to check for weak, reused, or breached passwords.

	
Adaptation Tips:

· Limited IT Resources: Prioritize MFA for admin accounts, use simple but secure reset and recovery procedures, and focus on user education.
· More Advanced IT: Automate policy enforcement, use password managers, and implement regular monitoring and reporting.
·  




	
Practical Examples:

· In Microsoft 365, enforce MFA via Azure AD security defaults.
· Use Google’s Password Alert extension to warn users if they enter their school password on non-Google sites.
· Use breach monitoring tools (e.g., Have I Been Pwned) to alert staff if their credentials appear in public breaches.






5. [bookmark: _Toc207964890]Incident Response
This section describes what to do if a password is compromised or an account breach is suspected. Fast, organized response limits damage and protects school data.
5.1. [bookmark: _Toc207964891]Responding to Compromised Accounts
1. Immediate Actions
· Disable or Lock Account: Temporarily block access to prevent further misuse.
· Reset Password: Require a new, strong password before restoring access.
· Force Logout: Ensure the compromised account is signed out of all sessions and devices.
· Enable MFA (if not already): Add multi-factor authentication for extra protection.
	
Practical Examples:

· In Google Workspace, use the Admin Console to reset a user’s password and sign them out of all devices.
· In Microsoft 365, use Azure AD to reset credentials and revoke tokens.




2. Investigate the Incident
· Check Account Activity: Review recent logins, password changes, and sent emails for suspicious activity.
· Identify the Method: Determine how the compromise occurred (phishing, weak password, malware, etc.).
· Scan Devices: Run antivirus/antimalware scans on computers where the breach occurred.

3. Contain and Remediate
· Reset Other Affected Credentials: If the same password was used elsewhere, reset those too.
· Update and Patch Systems: Make sure systems are up to date to close any vulnerabilities.


5.2. [bookmark: _Toc207964892]Communication and Escalation

1. Notify Key Personnel
· Report all suspected or confirmed breaches to your school’s IT or designated security contact.
· Notify leadership if sensitive data or multiple accounts are affected.

2. Inform Affected Users
· Let users know their account has been compromised and provide instructions for next steps (e.g., password reset, device scan).
· Communicate details only to those who need to know, balancing transparency and confidentiality.
5.3. [bookmark: _Toc207964893]Escalate When Necessary 
· If sensitive data was accessed, or if the breach could affect many users, escalate to district IT, legal, or data protection authorities as required by law or policy.
· For major incidents (e.g., student records compromised), follow your school’s data breach reporting procedures.

	
Practical Examples:

· If the compromise involves student personal data, notify your school’s data protection officer and follow reporting requirements under the Personal Data (Privacy) Ordinance (PDPO) of Hong Kong.





5.4. [bookmark: _Toc207964894]Incident Documentation
· Document the details of the incident, actions taken, and lessons learned.
· After resolving the incident, review what happened and strengthen policies, training, or technical controls as needed.

6. [bookmark: _Toc207964895]
Review and Improvement

6.1. [bookmark: _Toc207964896]Regular Policy Review
Set a reminder to review your school’s password policy at least once a year, or whenever there are changes to your IT systems. Involve both IT staff and teaching/administrative colleagues to gather helpful feedback. 
6.2. [bookmark: _Toc207964897]Adapting to New Threats and Technologies
Stay updated about new cyber threats that can affect schools, such as phishing scams or password leaks. Also, be aware of new technology or software updates that might offer better ways to protect passwords, e.g. two-factor authentication.
6.3. [bookmark: _Toc207964898]Making Improvements
After each review, update your password policy as needed. Communicate any changes clearly to staff and students, and provide simple instructions or workshops to help everyone follow the new rules.


[bookmark: _Toc207964899]Appendices
[bookmark: _Toc207964900]Glossary of Terms
	Term
	Definition

	Password Policy
	Rules for creating and managing passwords in the school.

	Password Manager
	A secure tool for storing and managing passwords.

	Multi-Factor Authentication (MFA)
	Security that requires two or more proofs of identity to log in.

	Phishing
	Tricks to get people to give away passwords, often by fake emails.

	Data Breach
	When sensitive information is accessed without permission.

	Admin Account
	A user account with higher-level control over systems.

	Password Reset
	Process to change a forgotten or compromised password.

	Compromised Account
	An account accessed by someone without permission.

	Encryption
	Converting information into a code to prevent unauthorized access.
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