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This document is intended as a practical guide for reference only. Schools should review the recommendations and adapt them as needed to suit their own environment, resources, and requirements. The author does not accept responsibility for any actions taken based on this guide.
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1. [bookmark: _Toc210914001]Introduction
1.1. Purpose and Scope
This guide provides practical recommendations and baseline standards for data labelling in schools across Hong Kong. Its aim is to help educational institutions maintain a robust access control system, with a detailed access list to track permissions, ensuring that school systems and sensitive data are accessed and handled securely only by the parties that should have access to the information.
The scope of this guide includes the creation of a formal access control policy designed around “Review Triggers”, which are specific events that would prompt a systematic review of access rights to ensure the right parties retain access accordingly. This guide will also cover the logging of access changes and performing regular reviews to maintain secure access. It is designed to be adaptable for different school sizes, system types, and available resources. These guidelines have been derived from various accredited sources, including the Education Bureau of Hong Kong (EDB) as well as the Centre for Internet Security, both of whom have provided guidance and resources that are used to form the basis of these guides.

1.2. Audience (IT Administrators & Tech Staff)
This guide is intended for IT administrators, technical staff, and anyone responsible for managing user accounts or IT systems within the school environment. It assumes a basic understanding of information technology operations.
By following the guidance in this document, IT teams will be better equipped to:
· Achieve scalable permission management by implementing Role-Based Access Control (RBAC)
· Implement important principles and technologies such as Principle of Least Privilege, Separation of Roles and multi-factor authentication to regulate access effectively
· Manage passwords securely and use private keys for administrative tasks, with one-time authentication codes
Schools are encouraged to adapt these recommendations to fit their own technical environments and operational needs.


2. [bookmark: _Toc210914002]Maintaining an Access Control Standard
This section describes the creation, and the due diligence required for maintaining proper access control mechanisms aside from the technical controls. Technical controls should merely serve as enforcement of the policies defined in this section.
2.1. [bookmark: _Toc210914003]Development of Access Control Policy
Outline the creation of a formal policy (Access Control Policy) defining rules for granting, restricting, and revoking access based on business needs. Draft another document (Access List) specifying access to keep track of granted access rights.
Below lists out the things that the IT should consider when doing so:
· Formal request procedures: Use a standardized form and ticketing system for access requests that require users to provide justification.
· Request verification: How the IT should verify the authenticity of requests, e.g. requests require confirmation from school management.
· Restricting Access: Any procedures to work out the least required access rights for the justification/business need provided.
· Revoking Access: Any controls needed to revoke access after a certain period of inactivity, or periodic reviews (e.g., annually) to revoke access. Also include any notification mechanisms and the procedures of reacting to such notifications.
· Onboarding Procedures: Apart from the request-based procedures, any batch procedures for onboarding (e.g., Giving out a set of basic access rights to a Teacher/Student/Contractor)
· Define Review Triggers: Define a list of circumstances to review the access granted to a user.
	
Adaptation Tips: 

· Incorporate this access control review with the preparation for network segregation described in Guide to Network Management and Wireless Security.
· The latter sections of this document will provide concepts that will facilitate processes mentioned in this section.




	
Practical Examples:

· Incorporate 
· Make an access list with the following columns:
User ID/Name: Any method of identifying staff members.
Role/Position: e.g., Teachers, Contractors
Asset/System Accessed: Target of granted access.
Access Level: e.g., Admin, Read/Write, Read Only.
Grant Date
Expiry Date
Approver e.g., Principal, IT Admin
Justification





2.2. [bookmark: _Toc210914004]Review Triggers
Define the circumstances when the access rights of a certain user have to be reviewed. Below is a list for schools to consider and refer to. Schools should adopt to their actual circumstances themselves.


User Lifecycle and Status Changes (Staff/Employees)
· Employee or Staff Changes: Review and revoke access immediately upon termination, resignation, retirement, or end of employment contract for teachers, administrative staff, or IT personnel to prevent unauthorized access to school systems (e.g., email, student databases).
· Role or Position Changes: Conduct a review when an individual is promoted, demoted, transferred to a different department, or assumes new responsibilities (e.g., a teacher becoming a department head), adjusting access to align with the new role's needs under the least privilege principle.
· Temporary Assignments or Leaves: Revoke or suspend access at the end of short-term roles, such as substitute teachers, interns, or staff on sabbatical, maternity leave, or long-term sick leave; reinstate only upon return and verification.
· User Death or Incapacity: In rare cases, immediately revoke access upon notification of a user's passing or long-term incapacity, handling data transfer per legal protocols.

Third-Party and External Engagements
· Contractor or Vendor Engagements: Review and revoke access upon completion of projects, expiration of contracts, or when third-party services (e.g., IT maintenance vendors) are no longer required, including removal of any temporary accounts or VPN access.
· Vendor or Service Provider Updates: Review access if external services (e.g., cloud providers like Google Workspace) change their terms, or if the school switches providers, ensuring no lingering access from old integrations.

Student-Specific Changes
· Student Status Changes: For student accounts, review and revoke access upon graduation, transfer to another school, dropout, or suspension/expulsion to protect ongoing data integrity in learning management systems.
· Age or Eligibility Milestones: For age-restricted access (e.g., certain educational tools for minors), review and adjust upon students reaching maturity thresholds or changing grade levels.
· End of Academic Year or Semester: Systematically review student and temporary staff access at term ends to archive or revoke rights, preparing for the next cycle.

Parent-Specific Account Changes
· Student Graduation/Withdrawal: The departure of a student from the school, either by graduation or by student withdrawal, must trigger an automatic and immediate disabling of the parent accounts.
· In the case that a student’s sibling also studies in the school, the parent account is to remain in use until all associated family members have graduated/withdrawn.
· Change in Custody/Guardianship: In the case that there are legal changes in custody or guardianship responsibility of the student (possible due to family situations, student reaching 18 years of age), establish a formal process that allows school administrative staff to inform IT to conduct a review of the privileges associated to parent accounts for the student.

Security Incidents and Threats
· Policy Violations or Security Incidents: Immediately review and potentially revoke access if a user is involved in a security breach, misuse of systems (e.g., sharing credentials), or violation of acceptable use policies, pending investigation.
· Insider Threat Indicators: Proactively review access upon detection of suspicious behavior, such as unusual login patterns or HR-flagged issues like impending disciplinary actions.

Compliance and Regulatory Triggers
· Legal or Regulatory Requirements: Revoke access in response to court orders, data protection requests under PDPO, or compliance audits that identify over-privileging or non-compliance with standards like ISO 27002 or G3 guidelines.
· Audit Findings: Following internal or external audits, review and revoke access based on recommendations, such as identifying segregation of duties issues or unauthorized escalations.
· Policy or Guideline Updates: After revisions to the school's Access Control Policy or adoption of new standards (e.g., updates to EDB recommendations), conduct a full review to align existing access with the changes.

Routine Maintenance and Monitoring
· Inactivity or Dormant Accounts: Periodically scan for and revoke access to accounts inactive for a defined period (e.g., 90 days for staff, end of semester for students) to mitigate risks from forgotten or abandoned accounts.
· Periodic Scheduled Reviews: Perform routine audits at fixed intervals, such as quarterly for privileged accounts or annually for all users, to verify that access remains justified by current business needs and remove any unnecessary permissions.
· Training or Certification Expirations: Revoke specialized access (e.g., to sensitive research tools) if required certifications or training lapses, reinstating only after renewal.

System, Data, and Organizational Changes
· System or Application Changes: Review access rights during major updates, migrations to new software (e.g., switching to a new cloud-based grading system), or decommissioning of old systems to ensure compatibility and eliminate obsolete access.
· Organizational Restructuring: In cases of school mergers, department reorganizations, or changes in administrative structure, review all affected users' access to realign with the new setup.
· Merger with External Systems: When integrating with partner institutions (e.g., shared library systems), review access to prevent unintended cross-access.
· Data Classification Changes: If information assets are reclassified (e.g., from public to confidential due to new privacy concerns), review and restrict access accordingly for all users.
· Technology or Device Changes: Revoke access tied to specific devices upon loss, theft, or decommissioning of hardware (e.g., school-issued laptops), or when users switch to new devices requiring re-authentication.

Incident Response and Emergencies
· Emergency or Crisis Situations: Temporarily review and revoke non-essential access during incidents like cyberattacks, natural disasters, or pandemics to minimize exposure, restoring only as needed post-recovery.
· Post-Incident Recovery: After resolving any access-related incident, perform a comprehensive review to confirm all temporary measures (e.g., emergency revocations) are appropriately finalized.

Other Administrative Triggers
· Management or User Requests: Act on formal requests from supervisors, HR, or the users themselves to revoke access when it's no longer needed (e.g., after completing a specific task like exam preparation).

2.3. [bookmark: _Toc210914005]Logs and Audits
Retain logs for every access control change such that it can be later reviewed in regular audits. Perform regular review on granted access rights.
	
Adaptation Tips: 

· Reviews can be more frequent for the privileged accounts and access rights (e.g., admin, read access on sensitive servers) and less frequent for others. A full review at least annually is recommended.





3. [bookmark: _Toc210914006]Access Control Concepts
This section provides explanation on common access control concepts and describes how a school could integrate these concepts in their access control policy.

3.1. [bookmark: _Toc210914007]Role-Based Access Control
Role-Based Access Control is a structured access control methodology that assigns permissions based on predefined roles corresponding to job functions, rather than individual user identities. Permissions are associated with roles, and users are assigned to roles, ensuring consistent and scalable access management.
	
Adaptation Tips: 

· Define roles based on operation use cases, e.g., teachers, contractors, IT services, parents, etc. 
· When there are changes of personnel and roles, update the roles of the staff instead on individual access rights.
· To accommodate temporary access grants, make roles for temporary access to a specific resource (e.g., make roles like “Web server 1 R/W”, “Backup Server 3 Read”) such that any temporary access rights can be identified by looking at the roles of a user.




3.2. [bookmark: _Toc210914008]Least Privilege and Need-to-Know Basis
Least Privilege and Need-to-Know Basis are two similar concepts that often come hand in hand, 
· Least Privilege: The Principle of Least Privilege mandates that users, systems, or processes are granted only the minimum permissions necessary to perform their authorized functions.
· Need-to-Know Basis: The Need-to-Know Basis mandates that access to information is restricted only to users who has a need to access such information.
In essence, these two clauses together demand that access is only given to those who need it, and those who are granted access are given the least amount of access they need to perform their jobs.

	[bookmark: _Hlk210836973]
Practical Examples:

· Assume a case when ICT Teachers has special access to school infrastructure than regular teachers. The IT should establish two roles for this case – “Teacher” and “ICT Teacher”. The “Teacher” role is assigned to all teachers for their basic access, and “ICT Teachers” is assigned to ICT Teachers for their special access to school infrastructure. 




3.3. [bookmark: _Toc210914009]Separation of Roles 
Separation of Roles is a concept for managing highly elevated privileges. Accounts with highly privileges should be dedicated to only the jobs which needed those elevated privileges. Tasks which do not require elevated privileges should be done on accounts without escalated privileges.
	
Practical Examples:

· Make two accounts for administrators: One for administrative purposes and the other for day-to-day work.





4. [bookmark: _Toc210914010]Technical Controls
Application Layer Access Controls are typically done via technical controls. For Physical Access Controls and Network Layer Access Controls, see their respective guides.
This section lists out various technical controls in authenticating users across networks and their relevant facts. Nevertheless, the scope of the controls is limited to controls which require user interactions. Schools should take note of them when implementing these technical controls to enforce their access control policy.

4.1. [bookmark: _Toc210914011]Password Authentication
Passwords are by far the most common authentication method. Relevant considerations of implementing a password authentication include:
· Strength: align with Guide to Password Management to enforce strength requirements on users.
· Transmission: Passwords should be transmitted across a securely end-to-end encrypted channel (e.g., TLS 1.3 connections) to limit exposure.
· Authentication Server Management: Passwords should be hashed and salted, limiting damage upon leakage.
Passwords essentially require users to proof their identity via knowledge of the password.
	
Adaptation Tips: 

· A password’s strength heavily relies on the length of password and that it has not been reused elsewhere. Follow the Guide to Password Management to enforce strength requirements on users.




4.2. [bookmark: _Toc210914012]Private Keys
There are two cases when a private key stored at endpoint can be used to authenticate a user: To authenticate with a client certificate, or to authenticate to an SSH session.
· Strength: Private Keys are generally viewed as highly secure providing cryptographic levels of entropy.
· Transmission: Passwords should be transmitted across a securely end-to-end encrypted channel (e.g., TLS 1.3 connections) to limit exposure.
· Authentication Server Management: A set of accepted public keys will be stored on the authentication server.
This essentially requires users to proof their identity via possession of the private key.

	
Adaptation Tips: 

· To authenticate with private keys requires a private key in each endpoint used to log in to a system. This means it also heavily relies on the security of the system with the private key.
· Although secure, this often proves to be difficult to be deployed in scale and is often reserved for administrative tasks.
· Most private key managers enforce encryption with a passphrase on generated private keys. Private keys should be encrypted unless specific constraints (e.g., automation) require otherwise, which would require other remediations (e.g., offline hardware storage in a locked cabinet, Hardware key embedding, etc)




4.3. [bookmark: _Toc210914013]One-time Authentication Codes
One-time Authentication Codes can be set up with an out of bound challenge code, either from an authenticator or a message or a call.
· Make sure this authentication code is sent out-of-bound (e.g., to someone’s mobile phone instead of their work email, which may be compromised).
· Make sure that the authentication code expires within a short time (e.g., 90 seconds).
· Make sure that only the latest authentication code is accepted.
This essentially requires users to proof their identity via access of the pre-established out of bound communication channel, typically by the possession of their phone.
	
Practical Examples:

· Dedicated authenticators, like Microsoft Authenticator or Google Authenticator, provide more functionality than simple authentication code generations, but they all require a possession of a device.





4.4. [bookmark: _Toc210914014]Multi-Factor Authentication (MFA)
Multi-Factor Authentication means any authentication of a user should be based on two or more factors described below:
· The things they know: Passwords, Security Questions, etc.
· The things they possess: Phones, private keys on USB, MFA tokens, etc.
· The things they are: Biometrics, etc.
All things considered, what’s feasible for mass deployment in schools are listed above, which means implementations of MFA often result in password + authentication code/authenticators.




5. [bookmark: _Toc210914015]Review and Improvement

5.1. [bookmark: _Toc210914016]Regular Policy Review
Set a reminder to review your school’s data handling and labelling standards at least once a year, or whenever there are changes to your IT systems. Involve both IT staff and teaching/administrative colleagues to gather helpful feedback. 
5.2. [bookmark: _Toc210914017]Adapting to New Threats and Technologies
Stay updated about new cyber threats that can affect schools, such as phishing scams or password leaks. Also, be aware of new technology or software updates that might offer better ways to protect passwords, e.g. two-factor authentication.
5.3. [bookmark: _Toc210914018]Making Improvements
After each review, update your password policy as needed. Communicate any changes clearly to staff and students, and provide simple instructions or workshops to help everyone follow the new rules.
[bookmark: _Toc210914019]
Appendices
[bookmark: _Toc210914020]Glossary of Terms
	Term
	Definition

	Access Control Policy
	A formal document that defines the rules, procedures, and responsibilities for granting, managing, and revoking access to school systems and data.

	Access List
	A detailed record or log that tracks who has access to what, including user ID, role, access level, dates, and justification for the access.

	Authentication Factors
	The different categories of credentials used to verify a user's identity: something you know (password), something you have (phone/token), and something you are (biometrics).

	Dormant Accounts
	User accounts that have not been accessed for a defined period (e.g., 90 days), posing a security risk if not disabled or removed.

	Hashed and Salted
	A security method for storing passwords where a password (hash) is combined with a unique random value (salt) before being stored, making it much harder to crack.

	Least Privilege (Principle of)
	A security concept mandating that users and systems are granted only the absolute minimum permissions required to perform their specific, authorized tasks.

	Multi-Factor Authentication (MFA)
	A security process that requires users to provide two or more different authentication factors to verify their identity, significantly strengthening security.

	Need-to-Know Basis
	A security principle that restricts access to information only to those individuals who have a legitimate, job-related reason to view or use it.

	Onboarding Procedures
	Standardized, pre-defined processes for granting a baseline set of access rights to new users (e.g., teachers, students) when they join the school.

	One-Time Authentication Code
	A temporary, single-use code sent to a user's device (e.g., via SMS or an authenticator app) to serve as a second factor of authentication.

	Out-of-Bound
	A communication channel that is separate from the primary channel being used for authentication (e.g., receiving a code on a phone instead of the work email that is being logged into).

	Over-privileging
	The state of a user account having more access rights and permissions than are necessary for their role, creating a significant security risk.

	Private Key
	A secret, cryptographic key stored on a user's device that is used in public-key cryptography to prove identity, often for secure SSH sessions or with client certificates.

	Public Key
	The corresponding cryptographic key to a private key, which is shared openly and used by servers to verify the identity of a user who possesses the matching private key.

	Review Triggers
	A predefined set of events or circumstances (e.g., a change in role, employee departure, or security incident) that automatically initiates a review of a user's access rights.

	Role-Based Access Control (RBAC)
	An access management methodology where permissions are assigned to predefined roles (e.g., "Teacher," "Admin") rather than to individual users, simplifying management.

	Segregation of Duties
	A security principle aimed at preventing fraud and errors by ensuring that no single individual has control over all aspects of a critical task. Often related to Separation of Roles.

	Separation of Roles
	The practice of using separate accounts for different functions, especially requiring administrators to use a standard user account for daily tasks and a separate privileged account for administrative duties.

	SSH (Secure Shell)
	A cryptographic network protocol used for operating network services securely over an unsecured network, often for remote command-line administration.

	Ticketing System
	A software system used to manage and track user requests, including formal requests for access to systems or data.

	TLS (Transport Layer Security)
	A cryptographic protocol that provides end-to-end security for data transmitted over a network, such as when a password is sent from a browser to a server.
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