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1. [bookmark: _Toc214467946]Introduction
Purpose
The purpose of this Acceptable Use Policy (AUP) is to establish clear guidelines for the responsible, ethical, and secure use of information technology (IT) resources at [School Name]. This policy is designed to protect students, staff, and the school community, ensure compliance with relevant laws and regulations, and support the safe and effective use of digital tools for learning and school administration.
Scope
This policy applies to all users of the school’s IT resources, including but not limited to:
· Teaching and non-teaching staff
· Students
· Parents and guardians (where applicable)
· Visitors, contractors, and third parties with access to the school’s systems or data
· IT resources include all school-owned computers, mobile devices, network infrastructure, software, cloud services, and any personally owned devices used to access school systems (BYOD).
 Definitions
· IT Systems: All digital infrastructure, devices, services, and applications managed or used by the school, including networks, servers, computers, and cloud resources.
· Users: All individuals with access to the school’s IT systems, including staff, students, and authorized third parties.
· BYOD: “Bring Your Own Device”; use of personal devices to access school systems.
· Data Breach: 	Unauthorized access, disclosure, or loss of personal or confidential data.
· Personal Data: Information relating to an identifiable individual, including students and staff.
· Cybersecurity Incident: Any attempted or actual unauthorized access, use, disclosure, disruption, modification, or destruction of information or IT systems.



2. [bookmark: _Toc214467947]General Policy Principles
Template Note: Summarize prohibited behaviors. Add or remove examples as appropriate for your environment.
Acceptable Use Overview
All users of [School Name]'s IT resources must use these resources responsibly, ethically, and in support of the school's educational and administrative objectives. Acceptable use includes:
· Accessing and using school IT resources for teaching, learning, research, administration, and approved extracurricular activities.
· Respecting the rights, privacy, and property of others, both online and offline.
· Complying with all applicable laws, school policies, and licensing agreements.

Unacceptable Use Overview
Unacceptable use of IT resources includes, but is not limited to:
· Accessing, creating, or sharing illegal, inappropriate, or offensive content.
· Unauthorized access to, or tampering with, the accounts, files, or data of others.
· Engaging in cyberbullying, harassment, or any form of online abuse.
· Downloading or installing unapproved software or applications.
· Using IT resources for personal commercial gain or unauthorized fundraising.
· Any activity that compromises the security, integrity, or availability of school IT systems.

Security and Privacy Principles
[Template Note: Summarize your expectations for protecting IT systems and personal data. Adapt the list to reflect your school's requirements.]
All users are expected to:
· Protect their usernames, passwords, and access credentials; never share them with others.
· Log out or lock devices when not in use.
· Report suspected security incidents, breaches, or suspicious activities to [Insert Responsible Role or Contact].
· Respect the confidentiality and privacy of personal and sensitive information.
· Only collect, access, or share personal data when authorized and necessary for school purposes.


Monitoring and Enforcement
Template Note: Specify your monitoring practices and enforcement mechanisms. Adapt to your school’s context and legal requirements. 
[School Name] reserves the right to monitor the use of its IT resources to ensure compliance with this policy, support operational needs, and protect users and data. Monitoring may include:
· Reviewing network traffic, email, and internet usage logs.
· Inspecting school-owned devices and storage for policy compliance.
Breaches of this policy may result in disciplinary action, up to and including suspension of IT access, disciplinary procedures, or legal action as appropriate. 

3. [bookmark: _Toc214467948]Roles and Responsibilities 
School Management / IT Coordinator
[Template Note: Specify the roles responsible for policy oversight, IT system management, and compliance.]
· Developing, maintaining, and updating the Acceptable Use Policy.
· Communicating policy requirements to all users.
· Providing appropriate IT training and resources.
· Ensuring IT systems and data are protected through technical and procedural controls.
· Monitoring compliance and investigating potential breaches.
· Reporting significant incidents to relevant authorities and stakeholders.
· Reviewing and responding to feedback or incidents relating to IT use.

Teaching and Non-Teaching Staff
[Template Note: Adapt for different staff roles as appropriate.]
All teaching and non-teaching staff are responsible for:
· Using school IT resources in accordance with this policy and modeling responsible digital behavior.
· Supervising student use of IT resources and reporting misuse or concerns to the IT Coordinator or School Management.
· Protecting sensitive information (e.g., student data) and following data protection procedures.
· Completing required IT and cybersecurity training.
· Reporting IT security incidents, suspected breaches, or policy violations promptly.

Students
[Template Note: Customize according to the age group and digital maturity of students.]
All students are responsible for:
· Using IT resources for approved educational purposes.
· Following instructions from teachers and staff regarding IT use.
· Respecting the rights, privacy, and property of others online.
· Keeping personal login credentials confidential.
· Reporting suspicious activity, bullying, or misuse of IT resources.
Note: Younger students may require additional supervision and guidance.


Parents and Guardians
[Template Note: Adjust to reflect parental involvement in your school’s context.]
Parents and guardians are responsible for:
· Supporting the school’s efforts to promote responsible and safe use of IT resources.
· Reviewing and discussing the Acceptable Use Policy with their children.
· Ensuring consent forms (where required) are reviewed and signed.
· Reporting concerns about student IT use to school staff.

Visitors, Contractors, and Third Parties
[Template Note: Specify requirements for non-regular users of school IT systems.]
Visitors, contractors, and third parties with access to school IT resources are responsible for:
· Using IT resources in accordance with this policy and only for authorized purposes.
· Complying with all relevant confidentiality and security requirements.
· Reporting any security incidents or policy violations to the IT Coordinator or School Management.
· Returning or disabling access credentials upon completion of their engagement.


4. [bookmark: _Toc214467949]Acceptable and Unacceptable Use
[bookmark: _Toc214467950]4.1. Staff
[Template Note: Adapt these points to fit your school’s expectations for staff.]
Acceptable Use
· Use school IT resources for teaching, administration, professional development, and approved extra-curricular activities.
· Access, create, and share educational materials within school guidelines.
· Communicate with students, parents, and colleagues using approved school platforms.
· Store and handle personal and confidential information in accordance with school policies and privacy laws.
· Use the internet and email for work-related purposes.

Unacceptable Use
· Accessing, creating, or distributing offensive, illegal, or inappropriate content.
· Using IT resources for personal commercial gain, unauthorized fundraising, or political activities.
· Sharing login credentials or allowing unauthorized individuals to access school systems.
· Downloading or installing unapproved software or applications.
· Disclosing confidential or sensitive information without proper authorization.
· Bypassing, disabling, or interfering with security controls or monitoring systems.

Security Responsibilities
[Template Note: Add or remove items to reflect your school’s security procedures.]
· Use strong, unique passwords and change them regularly.
· Do not use your birthday, “123456”, “password”, or names of family members as your password.
· Make your password at least 8 characters long, using a mix of letters (upper and lower case), numbers, and symbols.
· Example: “SchooL2024!” is stronger than “school” or “123456”.
· Do not reuse passwords from other websites or personal accounts.
· Consider using a passphrase—a short sentence that’s easy for you to remember but hard for others to guess, such as “SunnyDays!Read2Learn”.
· Change your password if you think someone else might know it.
· Never write your password on a sticky note near your computer or share it with anyone.
· Do not share passwords with anyone.
· Lock or log off devices when unattended.
· Promptly report any suspected security breaches, phishing attempts, or suspicious activities to the IT Coordinator.
· Ensure that all data storage and transmission complies with school data protection policies.
· Admit only authorized students into virtual classrooms, and verify student identities when necessary.
· Do not share virtual classroom links or meeting passwords publicly or with unauthorized individuals.
· Use waiting rooms, password protection, and other security features provided by the virtual classroom platform.
· End virtual sessions promptly after class and ensure recordings are stored securely in accordance with school policy.
· Mute participants and disable cameras/microphones for students as needed to prevent disruptions or inappropriate behavior.
· Remind students of online etiquette and privacy expectations during virtual lessons.
· Inform students and parents before recording lessons and obtain consent if required by school policy or local law.
· Store lesson recordings only on approved, secure school platforms—not on personal devices or consumer cloud services.
· Regularly review and delete unnecessary recordings or files containing student information.
· Share assignments, resources, and links only through approved school channels (e.g., secure LMS, school email).
· Never post classroom links, assignments, or student work on public websites or social media.
· Be vigilant for phishing emails or messages pretending to be from students, parents, or school administrators.
· Verify unexpected requests for sensitive information before responding.
· Use official school communication channels for all correspondence with students and parents.
· Monitor student interactions in chat and breakout rooms to prevent bullying, harassment, or sharing of inappropriate material.
· Provide students with clear guidance on how to report any concerns or inappropriate incidents encountered online.
· Do not share your personal contact details or social media with students.
· Avoid discussing or displaying sensitive personal or student information during live sessions or in shared materials.




Use of Personal Devices (BYOD)
[Template Note: Specify your school’s BYOD policy. Remove this section if BYOD is not permitted.]
· Staff may use personal devices for work purposes only if they comply with school security requirements.
· Personal devices must have up-to-date antivirus software and use secure passwords.
· Only access school systems via approved applications or secure connections.
· Report any loss or theft of a personal device used for school business immediately.



[bookmark: _Toc214467951]4.2. Students

Acceptable Use
[Template Note: Adapt language for age group/primary vs. secondary.]
· Use IT resources for learning, research, and school-related activities.
· Follow teacher and staff instructions when using IT devices or platforms.
· Communicate respectfully and responsibly online.
· Access only appropriate websites and content as directed by staff.

Unacceptable Use
· Accessing, creating, or sharing content that is illegal, offensive, or inappropriate.
· Engaging in cyberbullying, harassment, or any form of online abuse.
· Attempting to bypass school security or internet filtering.
· Sharing personal passwords or using someone else’s account.
· Damaging or interfering with school devices, software, or network.

Digital Citizenship and Safety 
[Template Note: Add guidance relevant to your student body.]
· Students are expected to treat all individuals with respect and courtesy in both online and offline interactions.
· Personal information, including names, addresses, phone numbers, and passwords, must be protected and not disclosed to unknown individuals or posted publicly online.
· Any incidents of cyberbullying, receipt of suspicious messages, or exposure to unsafe or inappropriate online content must be promptly reported to a trusted adult or school staff member.
· Students must respect copyright laws and refrain from plagiarizing, copying, or misusing digital content. All sources must be properly credited.
Security Responsibilities
[Template Note: Add or remove items to reflect your school’s security procedures.]
· Students must choose passwords that are not easy to guess (avoid using your name, birthday, or simple words like “password” or “123456”).
· Passwords should include a mix of letters, numbers, and symbols whenever possible.
· Never share your password with friends, classmates, or anyone except a trusted adult (such as a parent or teacher, if you need help).
· Do not write your password where others can see it (e.g., on your desk or device).
· Change your password immediately and inform your teacher if you think someone else knows it.
· Use a different password for each school account or platform, if required.
· Never use another person’s username or account to log in to school systems or devices.
· Always log out of your accounts and close any school apps or websites when finished, especially on shared or public devices.
· Join virtual classes using your real name and school-provided account, unless otherwise instructed by your teacher.
· Do not share virtual classroom links, meeting passwords, or codes with anyone who is not part of your class.
· Participate in online classes from a safe, appropriate environment and follow all directions from your teacher regarding camera/microphone use.
· Do not record, screenshot, or share virtual classes or classmates without explicit permission from your teacher and the school.
· Only share schoolwork, files, or messages with your teachers or classmates as instructed.
· Do not upload, distribute, or forward inappropriate, offensive, or copyrighted material.
· Always double-check before submitting or posting files to make sure you are sharing the correct information with the right people.
· Do not post or share school-related information, images, or videos on social media without permission.
· Do not create or share content that could embarrass, threaten, or harm others.
· Remember that anything posted online can be permanent and visible to others; think carefully before sharing.
· Never share your address, phone number, student ID, or other personal information online, except as required for school platforms.
· Do not ask classmates for personal information or share other people’s information without their consent.
· Respect the privacy of your classmates and teachers at all times, both online and offline.
· Keep your personal devices secure and do not leave them unattended in public places.
· Immediately report to a teacher or IT staff if you see or receive something online that is suspicious, inappropriate, or makes you uncomfortable.
· Tell a trusted adult if you think your account has been hacked or if you suspect someone else is using your account.
· Do not try to hack, disable, or get around any school security settings, filters, or monitoring tools.
· Do not click on suspicious links or download attachments from unknown sources, even if they appear to come from friends.
· Only use school devices, accounts, and networks for learning or other approved activities.
· If you are ever unsure if something is safe or allowed, ask a teacher or IT staff before continuing.



Use of Personal Devices (BYOD)
[Template Note: Specify your school’s BYOD policy. Remove this section if BYOD is not permitted.]
· Students may use personal devices at school or for school-related work only with explicit permission from staff.
· All personal devices used on school premises or for school activities must support educational purposes and comply with all applicable school IT and security policies.
· Personal devices must not be used to access, store, or distribute inappropriate content, or to disrupt school activities in any way.
· Any loss, theft, or misuse of a personal device must be reported to school authorities immediately.
· Students are responsible for ensuring the security of their devices, including maintaining up-to-date security settings and not disclosing device passwords to others.



[bookmark: _Toc214467952]4.3. Parents and Guardians
[Template Note: Adapt these points to reflect your school’s approach to home-school partnership and digital citizenship.]
Supporting Responsible Use
· Review and discuss the school’s Acceptable Use Policy with your child.
· Encourage your child to follow safe and responsible online practices at home and at school.
· Support the school’s efforts to promote digital citizenship, online safety, and respectful online behavior.
· Reinforce the importance of protecting personal information and reporting any concerns about cyberbullying or inappropriate content.
Consent and Supervision
· Complete and return all required consent forms related to your child’s use of school IT resources, digital platforms, and online services.
· Supervise your child’s use of technology at home, especially for younger students.
· Inform the school of any specific concerns or requirements regarding your child’s use of technology.
· Communicate with school staff if you notice any issues or have questions about your child’s digital safety or online experiences.


[bookmark: _Toc214467953]4.4. Visitors and Contractors
Acceptable Use
[Template Note: Specify any restrictions or requirements for external users.]
· Use school IT resources only for authorized business, educational, or support purposes.
· Access only the systems, data, and information required for your role or engagement with the school.
· Follow all school policies and security procedures when using IT resources.
· Maintain confidentiality and protect any personal or sensitive information encountered during your visit or service.
Unacceptable Use
· Attempting to access, modify, or share confidential or sensitive school information without authorization.
· Using school IT resources for personal, commercial, or non-school-related activities.
· Introducing unapproved hardware, software, or data to the school network.
· Engaging in any activity that could compromise the security or integrity of school IT systems.
· Failing to comply with instructions from school staff regarding IT use.

5. [bookmark: _Toc214467954]Data Protection and Privacy
Handling of Personal and Confidential Data
[Template Note: Customize these points to reflect your school’s data handling practices and regulatory requirements (e.g., Hong Kong PDPO).]
· All users must handle personal and confidential data in accordance with school policies and applicable data protection laws.
· Access to personal, sensitive, or confidential information is restricted to authorized individuals and only for legitimate educational or administrative purposes.
· Personal data (such as student records, staff information, or parent contact details) must not be disclosed, shared, or transferred outside the school without proper authorization.
· Electronic and paper records containing confidential data must be stored securely, with appropriate safeguards to prevent unauthorized access, loss, or theft.
· Users must ensure data is only retained for as long as necessary and securely deleted or destroyed when no longer required.
· Any use of external digital platforms or cloud services involving personal data must be approved by school management and comply with privacy and security requirements.

Reporting Security Incidents
[Template Note: Specify your school’s incident reporting process and responsible contact(s).]
· All users must promptly report any actual or suspected data breaches, loss of personal/confidential data, or other security incidents to [Insert Responsible Role, e.g., IT Coordinator, Data Protection Officer].
· Examples of incidents include: accidental disclosure of data, loss or theft of devices containing school data, unauthorized access to accounts, or receipt of suspicious emails.
· Reports can be made via [Insert reporting method: email, phone, in-person, or designated online form].
· The school will investigate all reported incidents promptly, take appropriate action to mitigate risks, and notify relevant authorities or affected individuals if required by law.
· Users must cooperate fully during investigations and follow any instructions to help contain or resolve the incident.


6. [bookmark: _Toc214467955]Policy Exceptions and Violations
Policy Review and Updates
[Template Note: Specify your review schedule and update process.]
· This Acceptable Use Policy will be reviewed at least once every [insert period, e.g., year/academic year] or whenever significant changes in technology, regulations, or school operations occur.
· The review process will be led by [insert responsible role, e.g., IT Coordinator or School Management], with input from staff, students, and other stakeholders as appropriate.
· Updates or amendments to the policy must be approved by [insert approval body, e.g., School Management Committee or Principal].
· All users will be notified of significant policy changes and provided with updated copies as required.
Disciplinary Actions and Enforcement
[Template Note: Customize to reflect your school’s disciplinary structure and escalation process.]
· Violations of this Acceptable Use Policy may result in disciplinary action, including but not limited to:
· Verbal or written warnings
· Suspension or revocation of IT access privileges
· Additional training requirements
· Detention, suspension, or expulsion (for students)
· Disciplinary proceedings or employment actions (for staff)
· Termination of service or access (for contractors/visitors)
· In cases involving potential criminal activity or legal violations, the school may refer the matter to law enforcement or regulatory authorities.
· Disciplinary actions will be administered in accordance with [insert relevant school policy, e.g., Student Code of Conduct, Staff Handbook].


Roles and Contacts
[Template Note: Fill in the contact points and responsible persons for your school.]
For questions or to report issues related to this policy, please contact:
· IT Coordinator: [Insert name/email/phone]
· Data Protection Officer: [Insert name/email/phone]
· Principal or School Management Office: [Insert contact details]
· Incident Reporting: [Insert reporting method or link]
All inquiries and reports will be handled confidentially and in accordance with school policy.



7. [bookmark: _Toc214467956]Acknowledgement
7.1. [bookmark: _Toc214467957]Student/Parent Acknowledgement Form
	
Student / Parent Acknowledgement Form

Acceptable Use Policy


School Name: _________________________________________


Policy Version/Date: _________________________________


Student Name: ________________________________________


Class/Year: ___________________________________________



Acknowledgement:

We have received, read, and understood the [School Name] Acceptable Use Policy for IT resources.

As a student, I agree to follow the rules and responsibilities outlined in the policy when using school technology and online services.

As a parent/guardian, I agree to support the school in promoting safe and responsible use of technology, to supervise my child’s use of digital devices as needed, and to contact the school if I have any questions or concerns about the policy.




Student Signature: ___________________________ Date: _______________




Parent/Guardian Name: ________________________




Parent/Guardian Signature: ____________________ Date: _______________




Contact Number/Email: ________________________


For Office Use Only:


Received by: ___________________________ Date: _______________


Contact for Questions

· IT Coordinator: [Insert name/email/phone]
· School Management Office: [Insert contact details]








7.2. [bookmark: _Toc214467958]Staff Acknowledgement Form
	
Staff Acknowledgement Form
Acceptable Use Policy

School Name: _________________________________________


Policy Version/Date: ____________________________________


Staff Name: ___________________________________________


Position/Department: ___________________________________


Email/Contact Number: __________________________________



Acknowledgement:

I acknowledge that I have received, read, and understood the [School Name] Acceptable Use Policy for IT resources. I agree to comply with the requirements, responsibilities, and expectations described in the policy. I understand that breach of the policy may result in disciplinary action, including loss of IT privileges or further action as outlined by school policies.

I understand that it is my responsibility to seek clarification from the IT Coordinator or School Management if I have questions about any aspect of the policy.






Signature: ___________________________ Date: _______________


For Office Use Only:


Received by: ___________________________ Date: _______________


Contact for Questions

· IT Coordinator: [Insert name/email/phone]
· School Management Office: [Insert contact details]







7.3. [bookmark: _Toc214467959]Visitor/Contractor Acknowledgement
	
Visitor/Contractor Acknowledgement Form
Acceptable Use Policy


School Name: ______________________________________


Policy Version/Date: _________________________________


Visitor/Contractor Name: ______________________________


Organization/Company (if applicable): _____________________


Purpose of Visit/Service: _______________________________


Contact Number/Email: ________________________________


Acknowledgement:

I acknowledge that I have received, read, and understood the [School Name] Acceptable Use Policy for IT resources as it applies to visitors and contractors.

I agree to comply with the policy requirements while accessing or using any school IT resources, systems, or data. I understand that failure to follow the policy may result in revocation of access or termination of my engagement with the school.

I will seek clarification from the school’s IT Coordinator or designated contact if I have any questions regarding the policy.





Signature: ___________________________ Date: _______________


For Office Use Only:


Received by: ___________________________ Date: _______________


Contact for Questions

· IT Coordinator: [Insert name/email/phone]
· School Management Office: [Insert contact details]








Appendices
A. [bookmark: _Toc214467960]Glossary of Terms
	Term
	Definition

	Access Control
	Processes and technologies used to restrict access to IT systems, data, or locations to authorized users only.

	AI (Artificial Intelligence)
	Computer systems or software that can perform tasks usually requiring human intelligence, such as learning or problem-solving.

	Asset
	Any device, software, data, or system owned or managed by the school, including hardware, software, and cloud services.

	Backup
	A copy of data stored separately to enable recovery in case of loss or corruption.

	BYOD (Bring Your Own Device)
	The use of personally owned devices (e.g., laptops, smartphones) for school activities or accessing school systems.

	Cloud Service
	An online service (e.g., storage, application, platform) hosted by a third party and accessed via the Internet.

	Confidential Data
	Information that must be protected from unauthorized access, such as student records or personal data.

	Cybersecurity Incident
	Any attempted or actual unauthorized access, use, disclosure, disruption, modification, or destruction of information or IT systems.

	Data Encryption
	The process of converting data into a coded form to prevent unauthorized access.

	Data Loss Prevention (DLP)
	Tools or processes designed to prevent the unauthorized sharing or loss of sensitive information.

	Data Protection
	Measures taken to secure personal, sensitive, or confidential information from unauthorized access, disclosure, alteration, or destruction.

	Endpoint
	Any device (e.g., computer, tablet, smartphone) that connects to the school network.

	Firewall
	A security system (hardware or software) that monitors and controls incoming and outgoing network traffic based on predetermined rules.

	Incident
	Any event that could compromise the confidentiality, integrity, or availability of school information or systems.

	IT Coordinator
	The person or role responsible for overseeing the school’s IT systems, security, and compliance.

	Log
	A record of events, such as system access or data changes, used for monitoring and accountability.

	Mobile Device Management (MDM)
	Tools or processes used to monitor, manage, and secure mobile devices used in school operations.

	Multi-Factor Authentication (MFA)
	A security process that requires users to provide two or more independent credentials to verify their identity.

	Network Segmentation
	The division of a computer network into sub-networks to improve security and performance.

	Patch Management
	The process of keeping software up to date by applying fixes (patches) to address vulnerabilities or bugs.

	Personal Data
	Any information relating to an identified or identifiable individual, such as name, ID number, or contact details.

	Physical Access Control
	Measures used to restrict entry to buildings, rooms, or other sensitive areas.

	Privilege/Privileged Access
	Higher-level system access granted to users who need to perform administrative or sensitive tasks.

	Ransomware
	Malicious software that locks or encrypts a victim’s data and demands payment for its release.

	Remote Access
	The ability to access school IT systems or data from outside the school’s physical premises, typically via VPN or secure connections.

	Sensitive Data
	Data that, if disclosed, could harm individuals or the school, such as health records or disciplinary reports.

	Supplier
	Any third-party vendor or service provider that supplies goods or services to the school, especially those with access to data or systems.

	User
	Any staff, student, or other person authorized to use school IT resources.

	Vulnerability
	A weakness in a system, software, or process that could be exploited to compromise security.

	Wireless Security
	Controls and practices implemented to protect wireless (Wi-Fi) networks from unauthorized access or attacks.
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