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This document is intended as a practical guide for reference only. Schools should review the recommendations and adapt them as needed to suit their own environment, resources, and requirements. The author does not accept responsibility for any actions taken based on this guide.
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1. [bookmark: _Toc209445545]Introduction
1.1. Purpose and Scope
This guide provides practical recommendations and baseline standards for asset management in schools across Hong Kong. Its aim is to help educational institutions establish consistent standards that enable effective asset management procedures that ensure the safety and integrity of school systems and sensitive information.
The scope of this guide includes the creation of asset management lists and management procedures, both for hardware assets and software assets. There is also a suggested list of hardware assets to be maintained in inventory, serving as a baseline to meet schools’ needs. It is designed to be adaptable for different school sizes, system types, and available resources.

1.2. Audience (IT Administrators & Tech Staff)
This guide is intended for IT administrators, technical staff, and anyone responsible for managing user accounts or IT systems within the school environment. It assumes a basic understanding of information technology operations.
By following the guidance in this document, IT teams will be better equipped to:
· Identify and track the various kinds of assets required for smooth operations of the school IT infrastructure
· Inclusive of hardware and software assets, generally acquired through licensing
· Maintain records of assets according to their usage status, providing update schedules and status audits
· Conduct regular reviews of IT assets in a timely manner
· Follow standard procedure to replace assets in case of damage/malfunction
Schools are encouraged to adapt these recommendations to fit their own technical environments and operational needs.


2. [bookmark: _Toc209445546]Creating Asset Management Lists
This section outlines the process of creating Asset Management Lists for schools to help with their Asset Management Procedures. Use these recommendations as a foundation and adjust them to suit your school’s workflow. 

2.1. [bookmark: _Toc209445547]Hardware Asset List
· Purpose: Tracking the status of every hardware asset on one master list for quick reference.
· Content: All school-owned computer hardware and its relevant information such as hardware serial number, purpose and its location. For all recommended information types, please check the appendix.

	
Adaptational Tips: 

· Assign IT to compile this list. Since the purpose of the list is for easy future reference, it is recommended to use a database or spreadsheet for easy filtering/querying.
· To ensure the correctness of the Hardware Inventory List, establish policies to discourage self-installation and disposal of hardware assets.
· Not all columns have to be filled up for every asset, just the relevant information (e.g., there is no CPU for a monitor, so the CPU model may be filled “N/A”).




	
Practical Examples:

· Make a database or a spreadsheet for their hardware assets. A recommended list of information to be documented has been listed in the appendix.
· If compiling from scratch. consider assigning a guide for end users (other staff) to report their system information (CPU models, ran and disk size, etc) to reduce work needed.






2.2. [bookmark: _Toc209445548]Software Asset List
· Purpose: Tracking License Information and Installed Software for each Hardware Asset.
· Content: Details of school-owned computer software including license counts, expiry dates, installed devices (e.g., Asset number) and version number.

	
Adaptational Tips: 

· Assign IT to compile this list. Since the purpose of the list is for easy future reference, we recommend using a database or spreadsheet for easy filtering/querying.
· Apart from software versions, we recommend also listing firmware for devices other than workstations, PCs and servers (e.g., networking devices).
· We recommend referencing the Asset number from the Hardware Inventory List, for the purposes of disambiguation and possible table linkage.
· Consider using technical controls to disallow use of unapproved applications.




2.3. [bookmark: _Toc209445549]Hardware Asset Status Audit Records
· [bookmark: _Hlk208223922]Purpose: Recording any cases of Hardware Asset Status Audit, especially the failures, with their justification. This can then be used as a justification for replacing/disposal of Hardware Assets.
· Content: Asset number, Audit Date and Time, Justification of Success/Failure.

2.4. [bookmark: _Toc209445550]Disposal Records
· Purpose: Recording any proposals of Hardware Asset Disposal for approval.
· Content: Asset number, Justification of disposal, Status (Pending Approval/Pending Disposal/Disposed).

2.5. [bookmark: _Toc209445551]Check-Out/Check-in Records
· Purpose: Ensure accountability for borrowed assets by tracking the borrower.
· Content: Asset Number, Borrower, Date and time of Borrow, Date and time of Return.


3. [bookmark: _Toc209445552]Establishing Hardware Asset Management Procedures
[bookmark: _Hlk208224668]This section explains how a school could establish a proper Hardware Asset Management Procedure, utilizing the Hardware Management Lists. A proper hardware asset management procedure aims to provide up-to-date information of all Hardware assets so that this information can be obtained when in need.
3.1. [bookmark: _Toc209445553]Updating Hardware Asset List
The Hardware Asset List should be updated in event of:
· Hardware acquisition/replacement
· Hardware retirement
· Repurpose of hardware, including deployment of testing hardware.
· Hardware audits
· Hardware failure
· Any discrepancy found upon Hardware Asset List Review.

3.2. [bookmark: _Toc209445554]Hardware Asset List Review
A Hardware Asset List Review Consists of two parts, to be conducted together regularly (e.g., annually).
· Completeness: Check if all hardware assets are included in the Hardware Asset List.
· Correctness: Check if all records in the Hardware Asset List are valid, and that there are no records of disposed assets.

	
Adaptational Tips: 

· The Completeness section will require searching for hardware across the campus, which may require more effort. Consider a procedure that allows all staff to report such assets to lessen the burden on IT.
· The Correctness review should be relatively straightforward, since the Inventory Lists will be readily available, and that the location of the asset will have been documented.





	
Practical Examples:

· Use sticky labels to label all hardware (e.g., Asset ID, Purpose) for quick future reference. If there is an asset without such label, it may be one that the asset list is missing.
· Ask staff to report any hardware without labels to IT.
· Use scanners or scripts to generate a compiled report of the installed applications in each system. This can then be cross checked with the software inventory list.





3.3. Asset Classification
Classify all assets based on sensitivity (e.g., data stored, impact to operation if brought down) to determine appropriate protection levels for future reference. Put this classification into the records of the Hardware Asset List.
Appendix C in Hong Kong Government IT Security Guidelines (G3) defines a three-tier classification for information systems based on confidentiality, integrity, and availability (CIA):  
· Tier 1 (Low Impact): Public or non-sensitive data (e.g., school website content). Loss or compromise has minimal impact. 
· Tier 2 (Medium Impact): Sensitive but not highly confidential data (e.g., staff emails, student attendance records). Compromise may cause moderate disruption or privacy concerns. 
· Tier 3 (High/Critical Impact): Highly confidential or critical data (e.g., student personal data, exam results, financial records). Compromise could lead to significant legal, reputational, or operational damage. 






3.4. [bookmark: _Toc209445555]Hardware Asset Status Audit
Asset Status Audits are simple checks of the status of the hardware asset for its ability to continue serving its designated task, and should be done regularly (e.g., annually) on all assets on the Hardware Asset List.
Audits on the status of a particular asset can also be done on an ad-hoc basis, e.g., when there is a user report of system malfunction. 

If the asset works as intended:
· Update the last audit date of the asset in the Hardware Asset List.
Otherwise:
· Update the last audit date of the asset in the Hardware Asset List.
· Mark the asset as “Status Audit Failed”
· Undergo replacement and disposal procedures for the asset.
· Document the justification of the failure in Asset Status Audit Records.

	
Adaptational Tips:

· The status of different assets can be left with the professional judgement of the IT staff.




3.5. [bookmark: _Toc209445556]Replacement of Malfunctioning Assets
When an asset needs malfunctions, consider the following:
· Check for warranty: Cross check the asset number against the Hardware Asset List for any warranty service and the contacts. 
· Check for available replacement assets: Check the Hardware Asset List for any available hardware fit for replacement. 
Modify the Hardware Asset List to reflect any changes on the status on any hardware.
Follow Maintenance and Patch Management – Practical Guide for details on replacement when deploying any hardware changes.

3.6. [bookmark: _Toc209445557]Disposal of Hardware Asset
In event of disposing a Hardware Asset, follow the following procedures:
· Mark the assets to be disposed in the Hardware Asset List as “To Be Disposed”.
· Add the justification of disposal and the assets to be disposed to the Disposal Records.
· After approval, dispose the assets according to the e-waste disposal policies of the Government, or the general asset disposal policy of the school. If the asset contains operational data, follow the Data Handling and Protection – Practical Guide for secure disposal.
· After disposal of asset, update the asset on the Hardware Asset List to reflect that it has been disposed.

3.7. [bookmark: _Toc209445558]Borrow and Return Procedures
Preparations
· Asset Eligibility Check: Verify the asset's availability and condition using the Check-in/Check-out list. Only assets marked as "available" and in good working order can be borrowed.
· Borrower Verification: Confirm the borrower's identity (e.g., student ID, staff badge) and eligibility (e.g., no outstanding overdues or restrictions). For students, require parental consent for high-value items.
Check-Out Process
· Documentation: Record the transaction in the Check-in/Check-out and/or the Hardware Asset List, noting: 
· Borrower's name, contact info, and affiliation (student/teacher/staff).
· Asset details (ID/tag number, description, current condition with photos if applicable).
· Check-out date/time and agreed return date.
· Agreement Signing: Have the borrower sign an agreement acknowledging responsibility for the asset, including potential fees for damage or loss.
· Handover: Physically hand over the asset and update the status on Hardware Asset List as "checked out."
Check-In Process
· Return Submission: Borrowers return the asset to the designated location during specified hours.
· Inspection: Staff inspects the asset for condition, comparing it to the check-out record (e.g., note any damage or missing parts).
· Documentation Update: Log the return in the Check-in/Check-out list, including: 
· Return date/time.
· Post-return condition assessment.
· Any notes on issues or resolutions.
· Closure: Mark the asset as "available" in the relevant lists once verified, and notify the borrower if further action (e.g., repairs) is needed.
Record Keeping and Review
· Maintain the Check-in/Check-out list in a secure, accessible format (e.g., shared spreadsheet, database, or asset management software) with backups.
· Conduct regular reviews of the list to identify patterns (e.g., frequent overdues) and audit for accuracy.
Overdue and Dispute Handling
· Overdue Protocol: If an asset is not returned by the due date, send escalating notifications (e.g., daily reminders, then alerts to supervisors/parents). After a grace period (e.g., 3 days), apply holds (e.g., restrict future borrowing) or fees as agreed in any signed agreement.
· Dispute Resolution: For disputes (e.g., pre-existing damage), refer to the Check-in/Check-out list records as evidence.

	
Adaptational Tips:

· The Borrowing Agreement should cover borrower's responsibility for the care, return, and potential repair or replacement costs of the asset. It should also specify loan duration, conditions for extensions, and consequences for late returns or damage to ensure accountability and compliance.






4. [bookmark: _Toc209445559]Establishing Software Asset Management Procedures
This section explains how a school could establish a proper Software Asset Management Procedure, utilizing the Software Management List. A proper software asset management procedure aims to provide up-to-date information of all software assets so that this information can be obtained when in need.

4.1. [bookmark: _Toc209445560]Updating the Software Asset Management List
The Software Asset List should be updated in event of:
· Software license acquisition
· Software license update
· Software installation
· Software retirement
· Software/firmware changes
· Hardware changes which would result in changes of running software/firmware (e.g., change of network devices)
· Any discrepancy found upon Software Asset List Review.

4.2. [bookmark: _Toc209445561]Software Asset List Review
A Software Asset List Review Consists of two parts, to be conducted together regularly (e.g., annually).
· Completeness: Check if all Software the school is currently using has been included in the Software Asset List.
· Correctness: Check if all records in the Software Inventory List are valid, and that there are no records of phased out software.

	
Adaptation Tips:

· Consider using Software Scanners to scan for installed software on every School owned Workstation.
· Reference the Hardware Asset List to work out the firmware of the devices other than workstations/PCs/Servers (e.g., networking devices)






[bookmark: _Toc209445562]Appendices
[bookmark: _Toc209445563]Hardware Inventory List Content Suggestion

	Column Name
	Description
	Data Type
	Notes

	Asset_ID
	Unique identifier for the hardware asset (e.g., auto-generated or school-specific code like SCH-Comp-001).
	String or Integer
	Primary key for the database table.

	Asset_Type
	Category of the hardware (e.g., Desktop Computer, Laptop, Printer, Projector, Tablet, Server, Monitor).
	String
	Use a dropdown list for consistency in a school setting.

	Manufacturer
	Brand or maker of the device (e.g., Dell, HP, Apple, Epson).
	String
	 

	Model
	Specific model name or number (e.g., Inspiron 15, iPad Air).
	String
	 

	Serial_Number
	Manufacturer's serial number for the device.
	String
	Essential for warranty claims and unique identification.

	CPU_Specifications
	Details of the processor (e.g., Intel Core i7-10700K 3.8GHz, AMD Ryzen 5).
	String
	Include speed, cores, generation where applicable.

	RAM
	Memory capacity and type (e.g., 16GB DDR4).
	String
	 

	Storage_Capacity
	Hard disk or SSD size and type (e.g., 1TB HDD, 512GB SSD).
	String
	 

	Monitor_Size
	Screen size in inches (e.g., 15.6", 24") – applicable for desktops, laptops, or standalone monitors.
	String
	Leave blank for non-display devices like printers.

	Operating_System
	Installed OS and version (e.g., Windows 11, macOS Ventura, Chrome OS).
	String
	 

	IP_Address
	Network IP address for connected devices.
	String
	Optional for networked hardware like computers or printers.

	MAC_Address
	Hardware MAC address for network interfaces.
	String
	Useful for IT security and tracking.




Hardware Inventory List Content Suggestion (Cont.)

	Location
	Current physical location (e.g., Room 101, Library, Admin Office, Building A).
	String
	Track room, building, or department in a school.

	Assigned_To
	Person or department the asset is assigned to (e.g., Teacher John Doe, Science Dept, Student ID 12345).
	String
	Include user ID or name for accountability.

	Purchase_Date
	Date the asset was purchased.
	Date
	Format: YYYY-MM-DD.

	Purchase_Price
	Cost at time of purchase (e.g., $850.00).
	Decimal or Currency
	Include currency symbol if needed.

	Vendor
	Supplier or seller (e.g., Best Buy, School District Vendor).
	String
	 

	Funding_Source
	Source of funds (e.g., School Budget, Grant, Donation).
	String
	Relevant for schools to track budgets and grants.

	Warranty_Expiry_Date
	End date of the warranty.
	Date
	Automate alerts for upcoming expirations.

	Service_Contract_Details
	Description of any ongoing service agreements (e.g., 3-year on-site repair with ABC Tech).
	String
	Include contract number or terms.

	Support_Contact
	Contact info for support (e.g., Vendor phone: 555-1234, Email: support@vendor.com).
	String
	Multiple contacts can be separated by semicolons.

	Insurance_Details
	Insurance policy info if applicable (e.g., Covered under school policy #XYZ).
	String
	For high-value items in schools.

	Status
	Current operational status (e.g., Active, In Repair, Retired, Lost/Stolen).
	String
	Use dropdown: Working, Needs Repair, Decommissioned.

	Condition
	Physical or functional condition (e.g., Excellent, Good, Fair, Poor).
	String
	Based on audits; include notes on damage.

	Last_Audit_Date
	Date of the most recent status audit or inspection.
	Date
	 





Hardware Inventory List Content Suggestion (Cont.)

	Depreciation_Value (Optional)
	Current depreciated value of the asset.
	Decimal or Currency
	Calculated based on purchase price and age; useful for financial reporting.

	Notes
	Additional comments or history (e.g., Upgrade history, repair logs).
	Text
	Free-form field for any other details.





[bookmark: _Toc209445564]Glossary of Terms
	Term
	Definition

	Asset management
	The structured process of identifying, recording, tracking, maintaining, and disposing of school IT assets (hardware, software, and related records) throughout their lifecycle.

	Hardware Asset List
	The master inventory of school-owned hardware with key fields such as asset number, serial number, specifications, purpose, location, condition, and warranty details.

	Software Asset List
	The inventory of software titles and licenses, including license counts, expiry dates, installed devices (by asset number), versions, and firmware where applicable.

	Asset number / Asset ID
	A unique identifier or tag assigned to each asset to enable tracking, auditing, and cross-referencing between lists.

	Master list
	A single, authoritative inventory (often a spreadsheet or database) used for filtering/querying all asset information.

	Appendix fields
	The recommended data fields for inventories (e.g., CPU, RAM, storage, serial, location) listed in the guide’s appendix.

	Completeness review
	A check to ensure all assets in use are included in the inventory (no missing items).

	Correctness review
	A check to ensure asset records are accurate (e.g., status, location) and that disposed or retired assets are not listed as active.

	Asset status audit
	A periodic or ad‑hoc check of whether a device can still serve its intended purpose; results are recorded (pass/fail with justification).

	Hardware Asset Status Audit Records
	The log of audit dates and outcomes for hardware assets, including justification for failures to support repair/replacement decisions.

	Disposal Records
	The register of proposed and completed disposals, including asset numbers, justifications, approval status, and final disposition.

	Lifecycle management
	The end‑to‑end process of onboarding, deployment, maintenance, repurpose, replacement, and disposal of assets.

	Repurpose
	Reassigning an asset to a new role or user (e.g., moving a PC from office use to testing).

	Testing hardware
	Devices set aside for lab/testing that must still appear in the inventory with a clear purpose/status.

	Replacement pool
	Spare devices recorded in the inventory that can be deployed when an asset fails or is under repair.

	Warranty details
	Support terms recorded for each asset (coverage period, vendor contacts) to guide repair/replacement decisions.

	Condition
	Status information such as working, under repair, failed, or to be disposed, used to prioritize actions.

	Firmware
	Embedded software on devices other than PCs/servers (e.g., network gear) that should be tracked and updated.

	License count
	The number of rights to install/use a software title recorded in the Software Asset List.

	License expiry
	The date when a software entitlement ends; used to plan renewals or removals.

	Installed device mapping
	Linking a software record to the hardware asset number on which it is installed.

	Unauthorized applications
	Software not approved for school use; should be detected (e.g., by scanners) and removed.

	Software scanners
	Discovery tools or scripts used to compile reports of installed applications for comparison with the Software Asset List.

	Technical controls for software
	Configuration or policy settings that prevent installation or execution of unapproved applications.

	Status fields
	Inventory fields indicating current state (e.g., Active, In storage, To be disposed, Disposed) to support audits and reporting.

	Inventory reconciliation
	The process of comparing physical checks and scan results with the inventory to resolve discrepancies.

	Disposal procedure
	The steps to approve and carry out asset disposal, including secure data wiping and e‑waste compliance.

	Secure data wiping
	The use of approved tools/methods to irreversibly erase data from a device prior to disposal or reassignment.

	E‑waste compliance
	Disposal in line with government or school environmental policies, including certified recycling partners.

	Cross‑reference key
	The common field (typically the asset number) used to link hardware and software records.

	User/custodian
	The person or role currently responsible for an asset; recorded for accountability.

	Location
	The physical placement of an asset (e.g., Room number); used for audits and recovery.

	Purpose/role
	The intended function of an asset (e.g., “Room 101 PC,” “Classroom projector”), aiding suitability checks and audits.

	N/A (not applicable)
	A placeholder value for fields that do not apply to a particular asset (e.g., CPU model for a monitor).

	Change trigger
	Events that require inventory updates (e.g., acquisition, retirement, failure, audit discrepancy).

	Inventory label
	A visible sticker or tag on each device (e.g., Asset ID and purpose) to simplify identification and audits.

	Audit justification
	The explanation recorded when an asset fails a status audit, supporting repair or replacement decisions.

	Standard build image
	A captured, hardened configuration image used to deploy or reset devices consistently and quickly.

	Table linkage
	The method of joining hardware and software lists (e.g., via asset number) to enable combined queries and reports.
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