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January 2025
Dear Parents,

Letter to Parents

Without stepping outside, you can effortlessly shop from hundreds of stores located
thousands of miles away via the internet, and you can browse and select your favorite
products from the ever-open e-stores anytime. Free from geographical and time constraints,
online shopping has become significantly more convenient than in the past. Unfortunately,
scammers have also recognized and exploited the booming trend of online shopping to
perpetrate fraud.

From January to October 2024, there were a staggering 9,575 cases of e-shopping
fraud, an increase of 1,836 cases compared to the same period last year, reflecting a rise
of nearly 24%. Among these, 1,261 cases involved students as victims, with the youngest
being just 11 years old. Scammers frequently impersonate well-known brands or reputable
online stores, posting deceptive promotional advertisements on various shopping platforms
to ensnare unsuspecting young people; This year alone, there were two cases involving 11-
year-old victims. The scammers capitalized on the young victims' passion for online game,
falsely claiming to buy or sell game accounts across different platforms. After the victims
made payments or shared their account login information, the scammers vanished, leaving
the victims with financial losses.

As electronic devices become indispensable for the new generation, teenagers will
inevitably shop online. In the myriad online traps, they not only risk losing their money in
transactions but also face the dire threat of identity theft, which can result in the loss of their
online game or e-shopping accounts. To help prevent teenagers from becoming victims of
e-shopping fraud, we suggest the following precautions:

m Patronize reputable online sellers and conduct transactions face-to-face whenever
possible;

m Before making a payment, thoroughly research the seller’'s phone number, bank account
details, and page name, paying close attention to their ratings and reviews;

m  When selling goods, pay attention to the “available balance” which reflects the actual
deposit status of your bank account;

m If you have any doubts, terminate the transaction immediately; and
For further assurance, input phone numbers, social media account names, etc., into
Scameter for verification, or call 18222 for inquiries.

While we cannot halt the dual nature of technological advancement, we can foster a
heightened sense of cybersecurity awareness in the new generation. By remaining vigilant,
we can protect ourselves from falling victim to e-shopping fraud. For more information,
please visit the Cyber Defender website (https://CyberDefender.hk).
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